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ABSTRACT

Cloud Computing has remarkable potential to provide the required services to their customers and end users with the flexible manner and in minimal cost.
Cloud Computing is an efficient process to accelerate the capability or increase capacity without adding in new infrastructure. It provides support and training
to new persons and gives license for new software. To explore the concept services on-demand and resources, everyone is shifting to distributive but safe
environment. The major demand of end user is to access the reliable data in minimum time. Security is the major concern for this new vision of computing
capability. It elaborates the Information Technology’s (IT) future vision. In some previous years, the concept of Cloud Computing is the fast increasing idea in
IT business. But when companies place their data in cloud, they are so conscious about the environment that how much it will safe as compared to their local
data centers. End users of Cloud service must understand the risks. In my survey paper, a discussion about security risks which a user may be faced. Data
Security has been mainly discussed because validity of data is so important for cloud customers. This paper present a detailed overview of the security issues
of different aspects affecting cloud computing. Furthermore, a comprehensive and brief discussion on several key components regarding applications,
embedded system, storage system, clustering and other inter related issues. Additionally, it describes the requirements for the best security measurement.
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1. INTRODUCTION
Cloud computing is an internet based resources that are
provided to the users on request. It is a model for accessing
the resources like data storage, server computers, computer
software and other applications. A number of services are
offered by Cloud computing which are usually divided into
three layers:

e Infrastructure as a Service (IaaS)

e Platform as a Service (PaaS)

e Software as a Service (SaaS)
These cloud services are provided to consumers via internet.
A number of cloud service providers (Google, Microsoft
Azure, Amazon, etc.), which are in competition to make
strength & increase the number of cloud services. Cloud
computing is a well-known model for provided the services
where computing arrangement are delivered as service [1].
According to Gartner’s hype cycle for promising technology
2010, it has moved the heights of anticipations and will
accepted by organizations within two to five years [2]. With
the help of technology, there are more complications and
challenges. Data security and confidentiality are the major
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problems in adopting the service of cloud at the enterprise
level [3-5]. Cloud Computing services are dispersed by a
service provider to clients for a defined period with pricing
structures, SLA (Service Level Agreement), and legal
agreement is written between both the parties and bounded
them in the cloud service life cycle. These business bindings
should be defined in the CSD(Cloud Service Description).As
huge data cloud computing and internet technologies are
growing, they suggest a new concept of services. These
online activities are interconnected by these new services. By
the reference of a survey from Cisco, the Internet of Things
(IoT) is gradually growing the capabilities of the cloud. A
number of researches show that there are three major
delivery models like [aaS, PaaS, and SaaS. Many service
models are present with respect to their performance,
functionality and service delivery -capabilities. Cloud
computing may be compared to some other technologies
which may be named as: Utility computing, Grid computing,
and Autonomic computing [9]. Scientist have used
mathematical modeling to invent solution to computational
problems [21-51].
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(Figure 1: Structure of Cloud Computing)

(Figure 1. depicts the cloud computing structure as shown
above in which all the devices interact with each other and
with clouds for the purpose of data sharing, software
development and database access etc.)
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(Figure 2: Services of Cloud are provided in the form of
lTaaS, PaaS, SaaS.)
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History of Cloud Computing: The origin of this term is not
clear. The word “cloud” is used in the domain of internet and
it has a cloud-like shape to represent a network. Then it was
used to depict the Internet in the diagrams of computer
network. The symbol of cloud was used to indicate networks
of computing equipment by ARPANET in 1977 and by
CSNET in 1981.

In early 1960s, time-sharing systems introduced via RJE
(Remote Job Entry). In the 1990s, some telecom companies
offered dedicated point-to-point circuits for data and
introduced virtual private network (VPN) services at a lower
cost. Since 2000, the concept of cloud computing started.
Literature Review: We recommend a Systematic Literature
Review (SLR) to collect and consider all the studies
available on a service depiction in cloud computing.
Specially, the consideration of salient features of papers is a
major part of Research Methodology. All the individualities
will be explored. We selected the papers published from 2012
to 2016. These papers were selected from different journals.
All the Studies that are not linked to the composition of cloud
computing were rejected and removed. In present work, I did
work by searching journals, workshops, books from Google
Scholar and some scientific databases like IEEE, Springer
Link, and Science Direct etc). Irrelevant studies and
materials which I was collected were excluded according to
the titles, abstracts and analysis. After the filtration of
publications list by reading titles, keywords and abstracts, the
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selected article was read comprehensively. In order to ensure
that the content is related to our research topic. Finally, 15
studies were selected from 2012 to 2016. We read and
analyze these studies carefully and with full attention then
start writing my survey paper.

Components of Cloud Computing: We will discuss here
the basic components on which the Cloud Computing
deployed. It consists of a lot of services that we can use
across the internet. We will discuss some of them which are
very important.

» Multi-Tenancy: The Multi-tenant environment have a
large number of users or customers who have no access
to see the data of each other but users can share the
application and resources in an execution environment,
although did not belong to the same business
organization. The results of Multi-tenancy environment
are optimal and there is maximum utilization of
hardware and data storage techniques.

» Virtualization: This component performs a major
function in deploying the cloud. It is the planned
component in the cloud computing, which permits the
>
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physical resources shared by multiple consumers. It
develops and creates the virtual instance of each
resource such as servers, operating system, storage
devices and network resources.

Cloud Storage: This is also an important component,
which is managed, maintained and remote back up is
done. It is available across the network where the
consumers or users can access their data easily.

Cloud Network: It consists of multiple data centers. A
number of servers are available in a data centre. Cloud
networking is required for secure and efficient sharing
network and storage devices. Internet connection is
required which enables the users to access the printers,
storage devices or any other application in a secured
environment.

The Hypervisor: This manager or virtual machine
monitor is an important key module of virtualization. It
permits various Virtual Machines to run on a single
hardware host. It monitors and manages the various
operating systems, which run in a common physical
system

Cloud Computing Framework

! Cloud Basic Components
Networ | virtualization |  Multi-tenancy | Storage
Security
I Hypervisor | Cloud Network
Storage
Security
Cloud Deployed Models
‘ |  PublicCloud | Private Cloud |  Hybird Cloud
Software ]
Security ‘ I Community Cloud I Virtual Private Cloud
e R Cloud Service Delivery Models
Security
| laas | Paas i Saas | Aaas
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(Figure 3: Detail of Cloud Basic Components, Deployed Models and Service Delivery Models)

Cloud Deployed Models: Cloud Computing bring the
challenges and security risk for IT management. This is very
expensive to deal with these issues [6]. Organization focus
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on cloud computing models of deployment to control the
operating cost. Therefore the selection of deployment models
which are available on cloud is very important for a business
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organization. Figure 3 depicts and explains the cloud
deployed models.

> Private Cloud
> Public Cloud
» Hybrid Cloud

Private Cloud: When a single organization manages the
cloud computing, whether self or from other party and may
be hosted by itself or outside firm. Private cloud does not
bring due to its cost. It is compared to buy his infrastructure.
At initial stage, organizations face the challenges and have
some major reservations regarding data security[20]. These
concerns are removed by giving hosting is done for a client
and the required structure for hosting may be on premises or
outside the premises. In private cloud, it is easier to recognize
the customer and seller relationship because the
infrastructure which is required is owned and controlled by
the single organization. Cloud computing is dependent on
shared resources by local servers. Therefore, it is able to
maintain consistency by acquiring the benefit of resource
sharing.

Public Cloud: In a public cloud, all the required services are
provided on to computer network that is free for general
public use. There is no big difference in both the cloud
structure. In public cloud, user and service provider have a
strong Service Level Agreement (SLA) to establish a trust
between them. In public cloud, open access to the user and
other business organization is provided. Government,
Businesses and academic organizations own public cloud
environments.  Normally cloud service providers
like Google, Microsoft offer the free services at
their established data centers and the open access is possible
through Internet. This is the suitable model for business
persons who use these services free of cost which are used
by multiple users otherwise they need highly budget for this
kind of infrastructure. This model also reduces the capital
cost.

Hybrid Cloud: Hybrid Cloud is a merged product of both
the clouds. The applications and the data are bounded
together by standardized technology. Hybrid cloud has the

capacity to provided the services with the resources of clouds.

It provides the advantages of multiple clouds deployment
models. It is secure and well organized than public cloud
while receiving the entities over the internet. This model
helps business organizations to get benefit of data hosting
and fully managed and secured applications.

Cloud Service Delivery Models and their Security
Issues: Big Data Cloud Computing and Internet technology
grow; they float a new and unique concept of services.
These services interconnect the increasing number of online
aaS.
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activities [12]. With the reference of survey by Cisco, the
Internet of Things (IoT) is gradually increasing the
capabilities of the cloud. After a large number of researches,
the service delivery models are PaaS, IaaS and SaaS.
Infrastructure as a service (IaaS): It is the bottom of
Service Delivery Model. IaaS deals with hardware
(Processor, Network Storage, Data Center, virtual Server
Machine and Memory) as a service. Cloud infrastructure
does not control by the consumer but it possesses control
over storage and applications. laaS supports the business
investment in Information Technology infrastructure. The
allocation of virtual or physical resources helps in providing
the infrastructure. It also provides provisions (such as
hypervisor) basic issues of infrastructure without the
spending huge amount of funds and time. IaaS also visualize
the security issues like firewall, intrusion detection etc [8].
However, laaS has a large number of security issues till today.
Security Problems of IaaS: In Infrastructure as a Service,
the application designer has reliable control over the security.
The second step is reliable data which is saved in hardware
of service provider. Owner of data should hold and control
over data. Different techniques are used to gain the trust on
the security offered by a cloud service provider. For example,
it’s a vendor responsibility to provide security from each side.
Platform as a service (PaaS): Platform as a service is a
middleware of service model and it provides the services in
the shape of frameworks, operating systems, database
environment, (IDE) and programs. The client control the
applications but do not know that how the resources are
managed. It may be so helping where number of developers
is working at different locations but they work together. A
famous PaaS source is Google App Engine. Google App
Engine is a Development Kit which provides a platform that
supports Java, Python etc. It also provides multiple features
for the customer, and it is more flexible than SaaS model. In
PaaS, at runtime and the time of deployment of applications,
security is compromised. It also has some more major
challenges like the relationship with the third party.
Developers develop the applications and run the solutions
without paying any cost. PaaS initiates programming
environments to utilize application. Such kind of
programming environments has a positive impact such as
rules on which application can demand from an Operating
system [6].

Security problems in PaaS: In PaaS, the provider of service
switches the control to the user to design applications at this
platform. Application security level such as network and host
will be in the scope of the service provider. He has to make
sure that the data will never be accessible to other programs
and applications. This model makes enable to developers to
design their own applications using this platform. As a result
it is more extensible than S
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(Figure 3: Cloud Computing Service Delivery Models)

Software as a service (SaaS): SaaS is a package of remote
cloud services. Among delivery models, it is at the top of list.
It permits the remotely deployment of applications by third-
party vendors. It also allows the users to use the services of
cloud infrastructure via the internet. In this model, user gains
the remote access to databases and application software. In
the SaaS model, cloud suppliers operate the software in the
cloud and also users have the access of application or
software. It is not the responsibility of Cloud users to manage
the platform where the software and application runs. Thus
there is no requirement to install the applications on the
user’s personal computer. This is a clean process for the user.
Client is totally dependent on the provider of service for data
accuracy and proper security. The service provider is very
reluctant because there may be different users on the network
which access the data at the same time but data of each user
should be confidential and does not access to any other user.
And it is more difficult for the user to ensure that proper
security is done and application will be easily available when
user needed.

Cloud Data Storage: It is a cloud service where data is
remotely stored, maintained, managed, and backed up.
Storage services are such as Amazon's S3 and Microsoft’s
Azure allow users to send their information to the cloud and
they neglect the maintaining expanses to make a building and
a private storage infrastructure. Several benefits such as the
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reliability and availability are available at a relatively low
cost [13].

Security Problems in SaaS:

Following are the major areas where we can measure
security .

Data Security

Computer Network

Location of Data

Segregation of Data

Authentication and Authorization

Confidentiality of Information

Availability

Backup

These are the different security issues in SaaS but we will
discuss data security in detail in our paper [17][18]. Security
of Data in cloud computing is main concern because data
storage is the need of every organization and a user. Data
security is a big issue in distributed system and online
application. Each organization stores its sensitive data within
its boundary. There are different policies that are subject to
its logical and physical for access control. In this model, the
organization stores its data outside the boundary. SaaS
service provider must ensured security checks. This
measurement involves the strong encryption procedures for
the security of data.

Availability of data: Data is very important for everyone
and the main target of cloud service is also to ensure high

VVVVVYVYVYYVY
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availability of data to the client. It means that at any time and
anywhere when the client is required his data, it should be
available to him. Hardware should be provided as demanded
by the authorized user. Some of the time cloud storage fails
in the availability of some attributes because of flooding
attack in the network. System availability means to carry on
working and operations even when some establishment
misbehaves [18].

Anonymity: It is process or a technique to obscure the
available data and key information which prevents the
identity of the owner of data. In the clouds, it is increasing to
have ambiguity without the measurement of privacy which
may be causes de-anonymity attack. Data anonymity has
different loopholes, threats in the process of re-identification.
Data warehouse: These are very large system and offering
to different communities of users according to their security
needs. Security is the major requirement for the deployment
of DWH. Cong W. et al. said that security has always been
an important part of QoS (Quality of Service) There are three
major security issue in Data warehouse i.e. Confidential,
integrated and available data.

Data loss and leakage: Data loss may occur when disk
drive dead without making any backup. This is the lack of
privacy and impacts on SLA policy, which are the main
problems of users. The data leakage directly effects the web
application and attacker gets the advantage and got
permission in cloud implementations [19].

Integrity and confidentiality issues: Three major
challenges are present for cloud storage, integrity,
confidentiality, and availability (CIA).Availability of data
that we have discussed earlier. We will discuss here
confidentiality and integrity. Integrity is the most important
in system information to protect the data from unauthorized
changes, deletion or alteration.

Cong Wang suggested a way from mathematics to prove the
integrity of the data [7]. Integrity is a process to protect the
data from illegal deletion or fabrication [15].
Confidentiality is a security issue. Measures to ensure that
sensitive information will never access to the wrong people
and it must sure that the right people can get the information.
Authorization is the process to establish the level of access
for an authenticated user [13].

Inference: Inference is a technique used to attack the
databases where illegal users try to access the sensitive and
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important information from databases at a high level.
Inference is also a technique of data mining which is used to
take information hidden from normal users. An inference
attacker can access an entire database. =~ We have to
implement the security according to the complexity of
database. If the problems of inference are not solved
efficiently then the sensitive information may be accessed
and copied to unauthorized users.

Cryptography: cryptography is a technique for constructing
protocols that prevents the unauthorized users to access and
read private messages of others. Modern cryptography
includes major modules in information security such as
data integrity, data confidentiality and authentication [14].
Cryptography also includes passwords, military
communications, electronic commerce, ATM cards etc [10].

Cryptography is conversion of data or information from a
readable state to such state that is not readable to third party.
Original owner of data can read this information by
decryption method. No one can decrypt the data without a
key. Most of the times in cryptographic algorithms near to
fail when the security measure are applied. In cloud
cryptography, many algorithms and protocols are applied to
minimize and overcome the security issues but it has many
other challenges still now to overcome. Poor computation
efficiency, key management is also other issues related to
cloud cryptography. Symmetric-key cryptography is a type
in which a key is shared between the sender and receiver. In
Public key cryptography, a pair of key is used. Public
key which may be known to everyone but private keys that
are known only to the owner.

Cryptographic Cloud Storage: Kamara and Lauter [11]
recommended a virtual private storage services that would
satisfy the user demands. These demands are performed by
encrypting the documents available in the cloud.
Cryptographic Architecture for Cloud Storage: This
includes three stages.

(1) Processor of Data, which interprets the data prior to

send it.

(2) Verification of Data which ensures integrity of data.

(3) Generation of Token, which produces tokens by

giving permission to the service provider.
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Figure 4: Classification of cloud security issues

CONCLUSION: It’s a big true that cloud computing has a
large number of benefits but still there are so many
difficulties which we have to solve. Cloud computing can
provide multiple advantages to organizations. If we estimate
the revenue then it is true that cloud computing is a favorable
industry for income generation. Everyone wants to generate
more and more revenue with minimum input. The use of
cloud computing is very common in organizations but it may
be increase if the trust level of customer increases by giving
them guarantee for data security. There are chances of more
threats from hackers. The major issue and challenge for cloud
computing is the data security in the cloud environment,
different techniques, approaches and models have already
been suggested and proposed by different researchers.
Services providers of cloud computing are now exploring the
proper privacy and security mechanisms which would make
the cloud environment safe. Their customers should keep full
trust and faith on the clouds. In this survey paper, we have
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discussed the techniques and cryptographic storage
technology in clouds. As we see in our survey paper that
security threats are the main issues which we have to be
solved then we can gain the trust of client. Every client of
cloud computing want the privacy of his data from others
users and applications. The main concern is that who is
accessing the information on the internet.

Future Work: 1 have completed the survey. To manage
security problems at different cloud layers but we have also
identified some challenges and difficulties for future. It gives
us provision for future work. In future we can study existing
techniques and may explore of new techniques for security in
clouds. Challenges may change day by day. There is a major
responsibility of the governments to make standards and
policies for the data privacy and security. The level of trust
on cloud vendors will be increased when the satisfaction level
of cloud customer will increase.
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