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ABSTRACT. Wireless sensor network is widely used around us, which makes a great
contribution to our daily life. In order to use such peculiar network well, security
aspect should be taken into consideration, especially in some vital areas such as
military field. Code image dissemination is one of the most important functions in
wireless sensor network, so ensuring the security of this process is profound. Thus, in
this paper, we first introduce the basic concepts of wireless sensor network and its
security issue in code image dissemination. Threats and vulnerabilities of code image
dissemination are pointed out to illustrate why attentions should be paid to this
process. Then we describe the major code image dissemination protocols. These
protocols are often used to disseminate code image in wireless sensor network, and
they contain some common techniques. Thus, according to these features, we give the
six most important techniques used in this area and illustrate how to use these
methods to prevent the network from attacks. Moreover, we also give some open
research issues in this domain, which could act as a guide for the latter scholars.
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1. Introduction. Wireless sensor network (WSN) is a self-organizing network system, composed of a large
number of low cost, small sizes, low power consumption, with awareness, computing, wireless
communication capabilities of sensor nodes. Sensor network can collaborate to real-time monitor, perception
and gathering all kinds of environmental or monitoring object information and processing, finally to transfer
information to users, so that we can combine the physical world with the virtual information world.

Once a WSN is deployed in a specific environment, it is often necessary to update sensor nodes’
configuration or install new software. For example, software in sensor nodes often carries bugs, so we need to
fix these bugs. And more often, when we want to sense some other features of a particular application, we
should add new functionality. Yet, it is very hard to do this one by one due to the quantity of sensor nodes and
its own characteristics. Thus, reprogramming protocols are needed to be used. As WSN is often applied in
harsh areas, it is easy to be attacked. The disclosure or tamper of the information may lead to the interests of
the state, enterprises and individuals nursing big losses. So, some useful measures should be taken to protect
the security of this process.

Because sensor networks have limited resources, distributed, self-organizing, multiple hops and
data-centered characteristics, which not only make sensor networks face a greater risk of security that the
traditional network environment security scheme cannot be directly applied to sensor networks, but also
bring a lot of obstacles to the design and implementation of a sensor network security solution. According to
our investigation, we are the first ones to present the state of art review on security of code image
dissemination in WSN and point out the most important techniques used in this process.
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Here, we point out several typical challenges in designing secure reprogramming protocols and mechanisms.

(1) The Constraint of Sensor Node: Resource Constrain is one of most important features in WSN, which
makes common data dissemination security scheme can hardly be used directly. As described in section I,
sensor nodes has limited energy and memory, thus, most of public-key cryptography algorithm will
become useless because of the poor.

(2) The Open and Mobile Characteristics of Sensor Network: Wireless network has many excellent features,
such as easy to deployment and access. However, the open and mobile character is a double-edge sword.
Compared with traditional network, adversary can easily access wireless network and launch insider or
external attacks.

(3) Centralized Dissemination: Most data dissemination protocols assume that only base station can
disseminate code image. If the base station is broken, the whole network will destroy. So, it is dangerous
when there is only a single entity can disseminate code image. Thus, in order to relieve this constraint,
some other architecture needs to be utilized, such as distributed schema, to realize secure code image
distribution.

(4) Deployed in Harsh Environment: since a WSN is scalable, a sensor node may join and withdraw from
network more frequently than other networks. So, it is very hard to describe and define the security
perimeter. Moreover, sensor nodes are often deployed in harsh environment, and it is difficult to check
sensor nodes one by one. What’s more, sensor nodes in such environment are easy to be compromised,
which makes it more difficult to secure the whole network.

Typically, the following requirements will be satisfied if one wants to protect the security of the process of

code image dissemination. We summarize security goals and requirements of reprogramming in sensor

networks from [4] [5] [15] [16] as follows:

(1) Integrity of code images: Before the source program images are received by sensor nodes, the sensor node

should verify its integrity to test whether it has been tampered or not. If the code images have been tampered,

the sensor node should discard it. Otherwise, receive the program image.

(2) Freshness: To make sure that the sensor nodes install the newest version software, so it is vital to control

the sensor nodes to discard old code image and guarantee the code image consistency.

(3) Auto-recovery: In a WSN, a small part of sensor nodes break down is a very common thing. Thus, when

some of the nodes cannot work well, to decrease the loss, we should make sure that this will not affect the

whole network’s function. The network could only discard these nodes and recovery by itself.

(4) High link quality: The link quality is particular important for code image dissemination. In a WSN, every

node must receive the entire code image. Thus, to ensure the success of code image receiving, we should first



design effective scheme to enhance the link quality.

(5) DoS (Denial of Service) attacks resilient: Since WSN is easy to access, it is common to use DoS attacks to
consume sensor nodes’ energy. For example, the adversary may exploit compromised nodes to launch DoS
attacks. So, in order to have a long service time, DoS attacks resilient should be taken into account first.

(6) Traceable: In a security schema, every sensor node should have a unique identity. When a sensor node
transmits code images, other sensor node can verify its identity to determine whether to receive the data or not.
On the other way, when a hostile attack has been detected, it is easy to trace the attack source.

(7) Small memory requirements; Sensor nodes often have limited memory and computing power. So the
secure algorithms should be light-weighted.

(8) Energy efficiency: Sensor nodes often deployed in hash environment, it is difficult to supply electric
power. Thus, a security scheme should not take too much energy.

(9) Distributed: As the network becomes larger and larger, it is inefficiency to disseminate code images only
depending on the base station. Multiple authorized networks should be established to support distributed
dissemination code image, which can transmit code images alone without involving base station.

(10) Access control: To prevent sensor nodes from being totally controlled by any of the network users, any
access to the network should be controlled under some rules.

(11) Avoiding conflict: In a large sensor network, there may be a lot of users can reprogram a sensor node.
Thus, some mechanisms should be introduced to prevent the dissemination conflict.

(12) Scalability: WSN contains a large number of sensor nodes. Each sensor node may join or withdraw the
network, so it is important to ensure that the change of topology of WSN will not have bad effects on the
whole network.

2. Reprogramming Protocols in WSN.

There are a variety of protocols and mechanisms in code image dissemination. According to their major
characteristics, we classify these protocols and mechanisms into two large parts. One is hon-security type and
the other is security type. And then, we will choose some of the most representative protocols in both areas to
illustrate how to disseminate code image and how to ensure the security of code image dissemination in
WSN.

Protocols with Non-security. Trickle is a very famous flooding mechanism for propagating and maintaining
code updates in WSN [6], and it is a basic mechanism of many other reprogramming protocols. Many code
image distributions mechanisms are based on it [7]. Trickle uses a local self-regulation method called “polite
gossip”. Here polite gossip” means that if a sensor node monitors an advertisement with the same code
image as it has for several times(this number can be set according to the actual application) in an interval, it
will keep quite. Whereas, when a sensor node monitors an older version advertisement, it will broadcasts code
image to its neighborhood. Trickle gets both rapid propagation and low energy cost by tuning the interval of
sending advertisement. When there is a new code image, it will decrease the interval.

However, to break the time to intervals can often lead to packets lost, so at this time Trickle has to
transmit more messages. In order to solve the packets lost problem, many protocols use negotiation approach
[8]. SPIN is the reprogramming protocol based on negotiation [9]. The negotiation protocol uses three-way
handshakes between the sender nodes and receiver nodes and it includes the following three types of
information: ADV, REQ and DATA. When a source node has received a new code image, it will send an ADV
to other neighbor sensor nodes to inform them that there is new version software. And when a sensor node
receives the ADV from the source node, it will send back REQ message to ask for the message needed. The
source node sends the code image (i.e. DATA) to the sensor nodes after receiving the REQ from the neighbor
sensor nodes.

MNP and Deluge are the two of the most popular protocols using negotiation way to deal with
packets lost. Deluge [10] is based on Trickle and combined the negotiation approach. In Deluge, data is
divided into pages and then a page divided into several packets. Using segmentation technique makes the
large data objects easier to be transmitted as opposed with Trickle. Negotiation approach can reduce the
redundancy message and solve packets lost problem. At the same time, Deluge exploits negotiation to select
sender node by using the most recent advertisement. MNP [4] also uses negotiation approach to sender
selection. Each source node holds a variable ReqCtr to count the number of distinct requests. Furthermore,
when a node receives a download request which contains ReqCtr, the receiver can utilize this value to decide



which nodes should transmit the code image first. And the difference between MNP and Deluge is that MNP
set a sleep state to reduce the active radio time [11]. In MNP, when a source node accomplishes the code
image transmission, it will transfer to sleeping state for a while. This strategy benefits the energy consumption
in WSN.

Table 1. The characters of reprogramming protocols

Protocol Hierarchy | Multi-hop | Scope Size of Pipeling | Networkcoding | Distributed
code
XNP [8] No No All Entire No No No
Trickle [6] No Yes All Entire No No No
Deluge [10] No Yes All Difference Yes No No
MNP [4] No Yes All Entire Yes No No
SPINS [46] Yes Yes All Entire Yes No No
Seluge [12] No Yes All Difference Yes No No
SDRP [15] No Yes All Entire No No Yes
DiCode [16] No Yes All Entire No No Yes
SenSeOP [17] No Yes Selected Entire No No No
AdapCode No Yes All Entire No Yes No
[56]
Rateless No Yes All Entire Yes Yes No
Deluge [57]
LR-Seluge [1] No Yes All Entire Yes No No

Protocols with Security. The above protocols are the basic protocols in network reprogramming. However,
all of these reprogramming protocols focus on improving the efficiency and reliability of the process, but
none of them take security problem into consideration. In order to prevent adversaries from attacking the code
image distribution operation, many researchers proposed secure scheme which are based on the previous
non-security protocols.

Seluge [12] is a model of secure protocol which extends to Deluge. It provides the integrity
authentication for code image and can also resist to DoS attacks. Seluge exploits the efficiency propagation
mechanism of Deluge and at the same time provides immediate authentication for each receipt packet. So, this
rapid authentication and efficiency propagation of the code image can be a very efficient way to defect the
DosS attacks by exploiting authentication delay. Seluge contains three main parts, and the details are illustrated
as follows:

(1)Immediate authentication of code image packets
(2)Authentication of advertisement and SNACK packets
(3)Mitigating DoS attacks against signature packets

Seluge is a de facto standard of secure code image distribution and many other secure schemes are
based on it. However, there is still some other secure problems need to be solved. In a lossy and hostile
environment, packets loss occurs frequently. Thus, the ARQ (Automatic Repeat Request) protocol such as
Deluge is not suit for this environment. Therefore, Zhang et al. proposed a secure schema to satisfy the need
of both loss-resilient and attack-resilient called LR-Seluge [1]. LR-Seluge mainly exploits a limited number of
predetermined redundant packets and chain relationships between encoded packets and original packets to
decrease the gap between the loss-resilient and attack resilient. Unlike other loss-resilient reprogramming
scheme, LR-Seluge uses a rateless way to encode the original packets. Different from Seluge [12] to combine
the packets one-to-one correspondence between the two adjacent pages, LR-Seluge chains the original
packets of one page and the encode packets of the next page.

Most of the code image protocols have to receive the packets in order, which may take much
overload and energy when packets arriving out of order. In [13], the authors proposed an out-of-order-tolerant
secure code image distribution. In their work, they combined a rateless erasure codes called Fountain codes
[14] with immediate authentication to achieve out of order tolerant property as well as DoS protection.
Rateless erasure codes are a very efficient way to transmit message in poor quality of WSN, since it does not
need to response to such ARQ when a packet has lost. Because when exploits Fountain codes to encode and
restore code image, a sensor node only need to receive sufficient encoded packets to recover source code
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image. Moreover, before sending the encoded packets, the authors first produce a signature of all original
packets. This will benefit the authentication of the integrity of the code image after receiving enough encoded
packets.

To discuss the probability of distributed schema using in WSN to manage the propagation of code
image, He et al. proposed a protocol called SDRP [15], which is the first proposed protocol for distributed
code image dissemination. Almost all the existing code image distribution protocols are based on the
centralized approach in which only the base station has the authority to disseminate the code image. SDRP
realized the goal to disseminate code image by multiple authorized network users. To make the users in the
network accountable and traceable, SDRP maps the identity and code image dissemination privilege into a
public/private key pair. Thus, when a user wants to send new code image to the sensor nodes, the receiver
nodes will verify the identity of the user and then decides whether to accept or drop the packets. And later, He
et al. proposed another protocol named DiCode [16] to prevent DoS attack, which is an extension of SDRP.
DiCode disseminate the code image page by page as Deluge, so it authenticates the packets rapidly upon it
receives the right current page. Moreover, DiCode exploits the message specific puzzles, which can defect
fake signature message efficiently. And just likes Seluge, DiCode also exploits cluster keys to resist DoS
attacks making use of advertisement or SNACK packet. Thus, DiCode can provide a DoS-Resistant
functionality..

3. Current solutions. Currently, there are lots of research papers to satisfy these security needs. From these
mechenisms, we have identified six most common techniques used in code image dissemination of WSN.
Many reprogramming protocols are the combination of these techniques.

Based on the Hash Chain. Hash chain is a secure and light weighted approach to protect the security of
WSN. Thus, it is an appropriate way to use hash chain to verify the user’s identity in WSN. Hash chain has
many different types, but there are two basic types: one-way hash chain and multi-way hash chain. As the
name implies, multi-way hash chain compose of the one-way hash chain and more complex. So, we will
mainly introduce one-way hash chain

K, h§X)Kl h(x) . ng}Kb,lh X)k,

Fig. 2 One way hash chain

One-way hash chain is based on a hash function H (.) with the features that it is very easy to compute

the hash value, whereas pretty difficult to calculate its inverse function H—1 (.). In order to analyze the most
essential facet of one-way hash chain, we give a hash chain with the length b just shown as below (as shown
in Fig. 2). The first value KO is a randomly seed, which is generated by sensor node. And then use function H
(1) b times to calculate K1, K2...Kb. In a WSN every node has a unique node ID. When a sensor node B
receive a message from other node A (or base station), the node B will verify A’s legitimacy. This process has
two steps. The firstly step is to search whether the entity A exists. If the receiver node B finds the entity, then
go to the second step. In the second step, the sensor node B calculates whether H (Kb-1) is equal to Kb. If the
two values equal to each other, then the node B will receive the message and update the hash chain about
node A. And the next time when the node A sends message to B again, B will check whether H (Kb-2) is
equal to Kb-1 and so on. So, every time the sensor node has different key value to verify the validity of the
sensor nodes. Thus, it can protect the outer attacker even if the adversary gets the current hash value.
The above one-way hash chain is very simple. More often, many other messages will be added to this method.
For example, in [18], the authors use multiple one-way hash chain which just extends the dimension of the
one way hash chain. At the same time, some other literature [19] [20] add “salt” in one-way hash chain to
make it security stronger. The “salt” here means to use other random or special message (such as user identity)
to associate with the hash chain. Thus, the hash value is more complex and difficult to solve.

Secure code image distribution mechanism based on the hash chain can provide fast authentication of
the integrity of the data, which in theory can effectively deal with competitors using DoS and DDoS
(Distributed DoS) attacks. However, this approach must depend on good communication channel. Once the
channel conditions get worse, data page can't be carried out in accordance with the established order receiving,
it is unlikely to validate data integrity. Meanwhile, when the hash function is not so complex, it will be
cracked by a method which uses a table called Rainbow Table to encrypt the key. Rainbow table first put
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forward by Hellman in 1980 [21]. Now researchers find they can use rainbow table to crack password. For
example, in [22] [23] rainbow table used to crack the password costs shorter time as compared to brute force
method. Though it will take a lot of storage to store the whole rainbow table, it still deserves our attention.
However, this problem can be solved by adding salt and organize the hash function, such as in [24]. Therefore,
in practical application we can make use of the advantages of this technology in the sensor network identity
authentication. Meanwhile, we also need to improve the method to make it in the case of receiving page do
not match the order, also can go smoothly.

Based on Merkle Hash Tree. Merkle hash tree is also a very efficient technique to ensure the security of
code image dissemination. Though we need to use more memory to hold the extra message generating by the
constructing of the tree, the structure of Merkle hash tree makes it easy to authenticate the data packets. Since
many scholars believe that it can resist to quanta computer algorithm, it now becomes an alternative to
traditional digital signatures Such as RSA or MD families [25]. Due to these advantages, researchers apply it
in the security area of WSN.

Shen et al. [26] firstly use Merkle signature scheme in WSN to realize access control technique.
Wang et al. [27] use Merkle hash tree as a lightweight pre-authentication in two-factor user authentication
schemes. According to the authors’ experiment [27], it shows that using Merkle hash tree to authentication
can adapt dynamically to DoS attacking scenarios. Meanwhile Li et al. employs the Merkle hash tree
technique to secure smart gird communication, which can resilience to the replay attack, the message injection
attack, the message analysis attack, and the message modification attack [28]. And Zhang et al. use one-way
key chains and Merkle hash trees to defeat Sybil attacks [29], in which they uses a two-level Merkle hash tree
to create certificates. In article [30], the authors pay much attention on the overheads of the protocol, so they
use hierarchical hash tree to authenticate. By selecting proper parameters, such as the height of the tree, can
optimize Hierarchical Hash Tree and the authentication overhead can be reduced to O (N). Therefore, it is
very efficient in code image dissemination. To authenticate large amounts of data, such as a real-time data
flow, Berbecaru et al. also combine Merkle hash tree with PKC (public key cryptosystem) to make it more
effective and secure [31]. Meanwhile, in [32], Veronika Kondratieva and Seung-Woo Seo studied the problem
of optimizing the authentication tree struc-ture for sensor network environments, which can help WSN save a
lot of energy in authentication phase. For distributed transport protocol security, Dvir et al. use Merkle Trees
and Hash Chains, this shows that their protocol can resist attacks against the reliability and energy efficiency
[33]. And in [34], Przydatek et al. brings in Merkle hash tree to commit to a set of values. Their method just
takes sub linear communication between the aggregator and the user.

€14 = h(el-2||63-4)

€12 = h(61||ez) €34 = h(83||e4)

Fig. 3 Merkel hash tree a) simple tree  b) two-tier tree

From the above analysis, we can see that Merkle hash tree is a very useful and efficient technique to
apply in authentication of WSN. In different applications, there are different forms of Merkle hash tree. In
order to analyze the basic principle of Merkle hash tree, we here introduce a very simple form (as shown in
Fig. 3 part a) Merkle hash tree to verify the data integrity.
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The main idea of Merkle hash tree is to build a tree structure based on a one-way hash function h (.)
[28], the leaf nodes are the data items which can be verified through its authentication path information. In
order to illustrate the work of Merkle hash tree, we will use a simple example. Here, we have four packets P1,
P2, P3 and P4 to disseminate in the sensor network. Before disseminate these packets, we first build a Merkle
hash tree based on the hash values of these 4 packets, i.e., hi = h (Pi), i=1, 2, 3, 4. Next we use hi as leaf node
to construct hash tree. The values of internal nodes are obtained from the hash values of two child nodes. For
example, the value of h (e1-2) is h (h (el) ||h (e2)) and h1-4 = h (h (e1-2) ||h (e3-4)). This process will iterate
until the root node is created. Each node can be verified with h (e1-4) and its authentication path information.
Before disseminate the data items, the base station will first broadcast the signature h (h (el1-4)) to announce
other sensor nodes that a new round dissemination starts. Then, when a sensor node received the packet Pi, it
can immediately verify the authentication of this packet. For example, the packet P1 can be authenticated by a
sensor node only through the data item P1 and its authentication path information (h (e2), h (¢3-4)). Then, the
sensor node can immediately check the validity of P, only by computing whether h (h (h (P1) [|h (€2)) |Ih (e3.4))
equals to h (ers) [35]. Since the authentication path information is stored in sensor nodes and the
concatenation operation is easy to calculate, the Merkle hash tree technique is light-weighted.

Another form of Merkle hash tree is shown in Fig. 3 part b. In a WSN, there may be hundreds or
thousands of sensor nodes deployed in an extreme environment. Thus, a lot of users need to be authenticated.
In order to organize these nodes in an efficient and energy less way and to increase scalability of Merkle hash
tree scheme, we often use multi-layer Merkle hash tree. The following figure depicts a two-tier Merkle hash
tree. From the diagram we can see that each leaf in the upper layer consists of a Merkle hash tree, and this
feature will increase the scalability of Merkle hash tree based scheme. From the above introduction we can
see that based on Merkle hash tree is able to take advantage of the advantages of small storage space to
protect the data stored in harsh environment. Therefore, this technology applied in the field of code image
distribution is quite effective. But we also noticed that, although this technique to a large extent reduces the
quantities of stored data and at the same time ensure the security of the data dissemination, we find that the
data in the actual use of the recovery phase need to consume a lot of memory, which is a great burden for
sensor nodes. Wireless sensor nodes due to limited memory, often do not have good data computing capability.
Therefore, we need to improve the method, such as exploit cache levels to improve hash tree [36] [37], to
increase the amount of calculation of node per unit time.

Based on Fountain Codes. In WSN, the instability of communication channel be-tween sensor nodes and the
base station and accessibility to a wireless channel characteristics, make the data in the process of
transmission is not only faced with data intercepted and tampered threats, but also face the risk of
transmission error. However, the traditional data distribution with forward error correction coding, in the
event of error, can automatically correct, but for a short burst error, the error correction ability is limited, can't
timely correction [38]. This is likely to make the attacker using this channel interference, hinder the node to
receive data, so as to make the node receive wrong data message to achieve the goal of destruction the code
image dissemination process.

Code image dissemination in WSN is often confronted with data error, so in order to make this
process more secure, we need to provide a reliable code image transmission. Here, we can use Fountain codes
to solve this problem. Fountain codes [39] first proposed in 1998 is a very efficient technique for transmitting
data out of order. Foundation codes is a very convenient method in data dissemination, so many researchers
introduce this technique in WSN data dissemination to ensure its security. To ensure reliable delivery in WSN
during data dissemination, we need make the wireless channel to be tolerant to delivery error. A lot of works
focus on using Fountain codes to solve this problem in WSN. In [40], the authors employed fountain codes to
improve the fault tolerance and persistence of data in WSN. As the number of sensor nodes scales up, their
experiment shows that the decoding performance is excellent and the decoding complexity is low when
compared with other random liner codes. The sensor nodes in WSN often have constraint energy. Thus, a data
dissemination scheme with energy-efficient is extremely essential in a sensor network. This work was done by
[41]. SYNAPSE is a protocol for reprogramming WSN exploiting rateless Fountain Codes [42]. Unlike other
de facto standard reprogramming protocol such as Deluge [10] using Automatic Repeat reQuest (ARQ)
techniques to implement error recovery and SIMAGE [43] adjusting optimal payload size of packet according
according to link quality to reduce the number of retransmission, SYNAPSE utilizes Fountain Codes to make
it more efficient to recover data error. This work is very useful in large scale receivers. Later, they extended
SYN-APSE and Proposed SYNPASE++ [44]. In SYNPASE++, they use a genetic optimization technique
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with Fountain Codes encoding distribution to speed up the decoding phase and decrease its calculation time.
Moreover, in order to make most use of the advantage of fountain codes, they combine novel channel access
and pipeline technique. And it is very useful for releasing the hidden terminal problem and reduces the
collision in channel. From the papers above, we can see that the Fountain Codes is very useful in error
recovery and when combined with other technique, such as pipeline technique, it will help decrease the delay
of data dissemination. And this is very important for data dissemination security. Because many adversaries
may exploit propagation delay to launch attacks such as DoS attack.

The general fountain codes can be described as following. LT codes is the first fountain codes and it
is pretty simple [14], so we will analyze its principle. Fig. 4 shows the simple encoding and decoding process
of LT codes. S1, ..., S5 are the resource data and P1, ... , P7 are the encoded packets. The encoded packets
are a little bit more than resource packets. The fountain codes technique contains two steps: encoding and
decoding. In encoding phase, firstly divide the whole data into k parts; in the figure we get 5 parts. Then
randomly choose the degree d (here, degree means the number of the combined source packets, for example
the degree of P1 and P2 are 2 and 1. Because P1 is encoded by 2 source packets and P2 only encoded by a
single packet) of the encoding symbol from a degree distribution [14]. At last, choose d (between 1 to k)
source data packets to combine encoded packets by using XOR operation.
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Fig. 4 An example of basic Fountain code
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The decoding process can be depicted as following:

1) Receive a certain number of encoded groups and then choose the packet whose degree is one. Here, we
choose P, and P5. Thus, S, and Ss can be decoded out.

2) Use the decoded packets to do XOR operation with the connective encoded data packets and remove the
connection between them. Then, let the results represent the encoded packets.

3) Repeat steps 1) and 2), until the decoder stops.

If all the original data packets have been restored, decoding succeeds; otherwise, the decoding fails. Thus, it
has to receive more coding group to continue.

However in the process of the actual data transmission, digital fountain codes with larger redundant
coded packet, there are some decoding failure probability, and the existing need further improve decoding
algorithm. At the same time, the degree distribution is extremely important. When the degree distribution is
not as good as possible, there may be no encoded packet with 1 degree. And sometimes the decoding phase
may become very slow because of the redundancy message. So, in [14], the authors introduce Ideal Soliton
distribution and amend it to make this distribution more robust. Thus, in order to use Fountain codes in WSN
data dissemination, we need to combine other method and design more efficient code image dissemination
scheme.

Based on cryptography technology. Strong cryptography can be employed to ensure confidentiality,
integrity, authentication and non-repudiation, which can be accomplished through a combined of symmetric
key algorithms and cryptographic hash functions [45]. However, traditional secure communication
cryptography methods may not work well in WSN as the limitation of sensor nodes.
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Code image dissemination often requires high confidentiality and data integrity, so cryptography
technology is an excellent choice. Since WSN has its own features, such as the limitation in memory, storage
and energy, selecting the proper cryptographic is very important. In order to provide the security code image
distribution and enhance the data confidentiality and integrity of the certification in WSN, many researchers
proposed ECC and SHA algorithm. Although there are other methods applied in code image dissemination to
encrypt and authenticate metadata, here we focus on the most famous methods ECC and SHA.

ECC and RSA are two of the most epidemic public-key cryptography. Many works in WSN exploit
them to guarantee the security of data dissemination. Wander et al. compared the energy cost of authentication
and key exchange between RSA and ECC on an 8-bit micro-controller platform [45]. Their experiments
indicated that public-key cryptography is viable in WSN and ECC is superior to RSA .The use of ECC over
RSA can lead to significant savings in public-key communication costs and also the amount of data
transmitted and stored.

Based on Message Specific Puzzle. A large number of approaches [10], [12], [16], [46], [47] exploited
digital signatures or PTESLA methods for broadcast authentication. However, digital signatures and
UTESLA-based techniques are vulnerable by DoS attacks [47], since the receiver node cannot authenticate the
broadcast packets immediately and attackers may use this weakness to launch DoS attacks.

do | | STGH(HD))| | A7 | L
The first s bits

Fig. 5 Message specific puzzle

In order to act against the above denial of service attacks, researchers use a weak authentication
method called message specific puzzle [47] to solve this problem. The specific resistance process is as follows:
A message specific puzzle is derived from a one-way key chain. Here, a puzzle is generated by the puzzle key.
Fig. 5 shows an example of message specific puzzle, where dO denotes the code image packet, SIGsk (H (dg))
represents the signature created by the base station, K; is j-th key chain and L; is the puzzle solution. Here, a
valid puzzle solution is a value that after using the hash function H (.) to the message specific puzzles dy||
SIGsk (H (do)) || KjlILj, the first s bits are all becoming 0. Here, the parameter s represents the strength of the
puzzle. When sensor nodes meet a specific attack against signature packets, each node first use H (.) and j-th
key chain K; to test whether the puzzle key is valid and haven’t been used before. If the answer is negative,
the receiver will only drop the signature packet. Otherwise, verify the puzzle solution. Only if the solution is
right, all of the nodes of the same area can verify the signature information. Otherwise, it will not verify the
signature information so that it can withstand the DoS attacks against signature packets.

Generally, to solve a puzzle in the solution domain needs brute search. However, to test the method
validation is very quickly. Moreover, the message specific puzzle method is set based on sensor node
resources timeouts. To this end, the enemy must have enough resources in a certain period of time to calculate
enough solutions of the puzzle. Therefore, specific message puzzle method can be applied to the sensor to the
field of code image dissemination security.

Based on Secure Network coding. Network coding is a very important technique for data dissemination,
which break the routine of communication style. In general communication styles, the relay nodes only
transmit the message and do not process it. However, using network technique, the relay nodes in the network
not only deliver the message, but also encode the message to compress the metadata. Thus, through network
coding, the network transmission capacity will be improved, which will reach the ideal transmission condition
defined by max-flow min-cut theorem. Fig. 6 part a shows the difference between traditional routing method
and using network coding routing method

In WSN, network coding will become the vital technology of the next wireless network. Meanwhile,
many researchers exploit the nice features of network coding to ensure the information security. Cai et al. first
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incorporated network coding and data security [48]. In their work, they proposed a construction of secure
linear network codes, in which they employed a certain graph-theoretic to prove that their model could protect
the net-work from the wiretappers. Though the model is not that difficult, this work made a good start. Since
then many corresponding work had already started. In [49], the authors evaluate the cost of secure network
coding. Their experiments showed that the network coding is more efficient than traditional routing and their
schema can make a low probability for the wiretapper to recover the captured data. Further, Cai et al.
proposed another paper about the security condition for multi-source linear network coding [50]. Compared
with their last work in [48], this paper put forward an algebraic method to give a necessary and sufficient
condition about security of the linear network coding. And their algebra theories show that a linear network
code does not rely on the source distribution, which will give us a guide to design secure linear network codes.
In a tutorial paper [51], more details about the basic theory of the linear secure network coding were given.
Furthermore, they analyzed some other secure properties and secure model for secure network coding. The
main purpose of secure network coding is to force the wiretapper hear no source message from the radio.

Fig. 6 a) An example of network code b) A simple illustration of secure network code

Secure network coding is a very potential technique for wireless network, since the wireless network
is easier to be attacked. Although secure network coding can be alternative of routing transmission to protect
the data confidentiality, but it also has some threats and challenge to be overcome. For example, the basic
construction of network coding is vulnerable to pollution attacks, where an adversary blocks the transmission
channel by inserting fake message. Network coding exploits the operation to mix the packet flow. A single bit
error package may lead to the full packages to be polluted. Therefore, only using XOR operation to encode
the packages cannot ensure the security of data message as an adversary may inject corrupted packets to the
nodes in the network. Confronted with this problem, there are two choices: one is to detect the existence of
the adversary and another one is combined other techniques to correct the errors or resilient to the error
packets [52].

4. Open research issues. The security of code image dissemination process is often a key concern in WSN as
lots of nodes needed to be managed. Although many research efforts have been made in this area, there are
still some vital problems needed to be overcome.

Resist Interference. The signal interference is a vital problem of the security of WSN. Since WSN is an open
network, it is very easy to be affected by extra signal interference. The signal interference will force the whole
network collapse. The two sensor nodes in the wireless network cannot communicate with each other, so
disseminate the code images to sensor nodes is impossible. Thus, the software will be delayed to update and
the sensor nodes could not collect timely information. So, it is very important to design secure scheme to
resist interference.

Network Coding. Network can help us improve communication capacity, but it will also bring pollution
attacks problem. For example, an attacker may inject malicious code image packets into WSN, when these
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packets are received by sensor nodes, it will become more difficult to decode the original packets. Thus, it
will waste sensor nodes a lot of resource and energy to process these fake packets. So, there is much work to
do in order to handle this problem. With network coding techniques, the sensor network will deliver more
packets at one time. That is to say, network coding methods can virtually increase network throughput.
However, coding methods’ efficiency also affects the security of code image dissemination. If the decoding
process takes too much time or resource, it may become a new security hole.

Formal Methods and Tools for Code Image Dissemination Protocols. In the literature, almost all the
researchers stated that their approaches are secure enough, but there are no formal standards to prove that
whether an algorithm or a protocol is secure or not. That’s pretty hard to do this work. However, there are
some formal methods we may apply to solve these formal security analysis and verification. For example, coq
[53] and Isabelle [54], we can use this interactive theorem prover to do some formal verification. As far as we
are concerned that researchers have proved the famous four color theorem with Coq [55]. So, we may exploit
these tools to test whether the protocol or the scheme satisfy the secure requirements. The secure scheme can
be extracted some theorem and then use some tactics to prove them. This is a very potential research
direction.

Low Power Consumption Algorithms. Secure algorithms should consider the energy constraint of wireless
sensor nodes, since it is difficult to charge the batteries. Thus, it is very essential that using low power
consumption algorithms. For example, we can exploit “sleep “state in an algorithm if the sensor node does not
need to do other activity.

Simple Scheme is the Best. When designing a secure schema, it is not reasonable to use complex methods.
As far as we are concerned, if the method is used in WSN area, it almost useless as complex methods may
lead the network work inefficiency.

Conclusion. In this paper, we first analyze the features of WSN, and then talk about the security aspect of it.
We have analyzed several normal attacks in WSN and described the current work against these attacks. Later,
we have showed the major non-security and security reprogramming protocol in WSN. These protocols could
help us understand how to disseminate code image and how to protect this process against attackers. In order
to comprehend the salient features of WSN, we have discussed the challenge when using these security
techniques. After that, we have summarized six most useful techniques and illustrated how to exploit them in
code image dissemination. However, WSN is still in the stage of development and many proposed protocols
still need to be improved. Hence, it is urgent to research some efficient methods to reduce communication
traffic, computation time, and storage overhead at the same time ensures the security of code image
dissemination to the sensor nodes.
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