
VFAST Transactions on Software Engineering Volume 14, Issue 2, 2026 (April-June)
 

VFAST Transactions on Software Engineering 

Refine Security Control Protocols for Block
chain in Textile Industry Supply Chain
Management

Asif Raza 1*, Salahuddin 2, Sadia Latif 1, Ghazanfar Ali 3
1Department of Computer Science, Bahauddin Zakariya University Multan, Pakistan; 2Department of Computer
Science, NFC Institute of Engineering and Technology: Multan, Pakistan; 3Department of Computer Science,
University of South Asia, Lahore Cantt, Pakistan

Keywords:Block chain
Technology, Supply
Chain Management,
Security, Decentralize.

Journal Info:
Submitted:
March 18, 2026
Accepted:
April 17, 2026
Published:
April 22, 2026

Abstract Cotton is a vital cropwith numerous environmentally friendly applications in our daily lives,
making it a globally significant agricultural commodity. Pakistan ranks as the world’s third-largest pro-
ducer and consumer of cotton, utilizing 15% of its land for cultivation. However, challenges like supply
chain malpractice and opacity lead to economic losses for farmers, textile industries, and governments.
To tackle these issues, a block chain-based framework for supply chain traceability and reliability in the
cotton and textile industry has been developed. This innovative solution aims to create transparency
and trust among supply chain participants. This solution introduces Cotton Coin (CC) for transaction
tracking and utilizes smart contracts for monitoring trading and currency conversion. The Inter Plane-
tary File System (IPFS) securely stores encrypted data of supply chain participants. The experimental
results demonstrate the effectiveness of the suggested framework in comparison to existing supply
chain projects. Key performance metrics, such as new block latency, transactions per minute, average
gas charges, and transaction verification times, have shown significant improvements. These findings
highlight the potential of this block chain-based solution to enhance supply chain transparency, security,
and efficiency in the cotton and textile industry.
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1 Introduction
Cotton is a flowering plant of the genus Gossypium, and
is grown to produce fiberswhich are important to the tex-
tile industry worldwide. A significant part of the apparel
production in the world is 75 percent of cotton. At the
moment, the global yield of cotton is an impressive 25
million tons, which is a precious agricultural crop. China,
India, the United States, Brazil, and Pakistan are the five
biggest cotton-producing nations which represents the
importance of the crop in other parts of the world. Other
than being used in the textile industry, cotton has been

found to be a multi-purpose resource with environmen-
tally friendly byproducts. These include the production
of cardboard, paper, fertilizers, cooking oil, animal feed,
as well as contributing to personal hygiene and cosmet-
ics products.

Cotton is a luxurious and soft natural material, nor-
mally refined into thread or strand and is appreciated be-
cause of its potential to create breathable and posh fab-
rics. It is a vital part of keeping the textile industry alive
and developing, as well as a highly profitable cash crop
tomany farmers and other agricultural businesses. Over
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100 countries have over the past 100 years succeeded in
cotton production with China, India, the United States,
and Pakistan all contributing to about 75 percent of the
total global cotton production [1]. In 2013-14, world cot-
ton production was 26.23million tones, which greatly de-
creased to 22.03 million tones in the year 2015-16, ac-
cording to [2].

This massive reduction in cotton production across
the world has been mainly credited to two key issues;
climate change and uncontrolled use of resources. The
definition of sustainability is the continuous process
of making sure that changes are made in the way
that best suits the capability to serve the current and
future human needs and aspirations. This complex
idea includes a wise use of resources, distribution of
investments, the direction of technological progress and
the reorganization of institutions. Generally, the concept
of sustainability is associated with the integration of
three main paradigms which include social, economic
and environmental paradigms which are essential in
the quest to achieve a sustainable future as expounded
by Yang. The aim of sustainability objectives is to drive
progress in the realms of societal improvement, eco-
nomic expansion, safeguarding the environment, and
responsible utilization of natural resources, as indicated
by Vasileiou. Sustainable development, in its turn, is
aimed at satisfying the current needs and protecting the
possibilities of the future generations to satisfy theirs
[3].

The efficient and effective transportation of raw
materials plays a crucial role in sustainable production
and supply chain management in the textile industry.
Sustainable cotton supply chain is very important in
conserving both the social, economic and environmental
health of local communities and also in maintaining a
safe, efficient and competitive production process [4].
Notably, farm-level production contributes to 56% of
the total emissions in the cotton supply chain cycle,
making it a pivotal aspect of sustainability and its impact
on the environment, society, and health. The rest of
the emissions are shared between other supply chain
players, such as weaving, dyeing, transportation, and
ginning, with all these activities contributing to the rest
two-thirds of the emissions [5].

Block chain is a convenient and unchangeable regis-

ter in the context of the supply chain management, pro-
vides a decentralized and transparent method of supply
chain management that lacks central entities. Informa-
tion processing on the block chain is very efficient and
promotes cooperative activities. Comparing block chain
technology to the traditional centralized systems, a mul-
titude of benefits can be identified such as an increased
degree of efficiency, improved security, and increased
transparency [6–9].

This study, as referenced in [10–16], examines the
potential of block chain technology to enhance sustain-
ability and traceability within the textile supply chain
management. The focus is on evaluating the specific
requirements essential for implementing such a system
that involvesmultiple stakeholders. In various industries,
block chain technology has been increasingly adopted
as a supply chain solution, offering a multitude of bene-
fits. These advantages encompass enhanced data and
information transparency, increased trustworthiness,
improved traceability, and cost-effectiveness. Pakistan
ranks sixth globally in cotton farming, but the fluidity
of cotton production, processing, and consumption
poses significant challenges for accurate information
management and traceability. The presence of inter-
mediaries serving as intermediaries between farmers
and consumers results in the final cotton and textile
products being offered to consumers at unexpectedly
high prices [17–20].

Kumar et al. [19] emphasize the importance of ethical
sourcing in the textile industry and also shed light on key
aspects like transparency and traceability. They argue
that when it comes to achieving these goals, block chain
technology stands out as the sole reliable and decentral-
ized platform. However, it is noteworthy that they do not
provide a specific decentralized approach for securely
managing data transactions. Saleh K. and colleagues
[3] proposed eliminating the centralized authority as a
means to enhance the traceability of soybeans. They
stored the transaction ledger on the IPFS file system.
Nevertheless, it’s worth noting that no experiments were
carried out to showcase the framework’s performance
and system integrity.

Musamih et al. [12] proposed an Ethereum block
chain-based approach to enhance the healthcare supply
chain. Their strategy incorporated smart contracts to
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establish a robust framework for managing medication
within the supply chain. However, it is important to
note that the block chain technology has its limitations,
leading to challenges in terms of efficiency, scalability,
data privacy, immutability, and interoperability, which
become increasingly prominent in this context or other
AI domain such as medical imaging.

Villalva-Catano et al. [16] in their research carried out
an analysis of the Peruvian coffee industry to examine
the reasons behind the high logistic costs. Their strategy
was to make use of ABC costing analysis, enabling them
not only to identify the root causes but also suggest pos-
sible solutions. However, it is worth mentioning that the
issues presented and the ways to address them are ma-
jorly associated with centralized processes and organiza-
tions, which can result in trust and confidence concerns.
Alternatively, a decentralized approach can be amore re-
liable and better way of getting desired outcomes.

Pandey et al. [17] conducted a thorough analysis
of the Additive Manufacturing supply chain and sub-
sequently devised three models aimed at minimizing
potential vulnerabilities and introducing a novel cate-
gory of cyber-physical hazards. These proposed models
have all been rigorously tested and incorporate robust
safety protocols. However, it is noteworthy that none
of these systems embrace decentralization or employ
cryptographic techniques to safeguard the integrity and
security of the data, rendering them less trustworthy.
On a different note, Ferdousi et al. [18] introduced a
distributed supply chain paradigm for the management
of the US beef cattle supply chain. Under this paradigm,
user interactions, communications, and data manage-
ment are intricately coordinated, particularly when
ownership changes hands.
1.1 Problem Formulation
Some companies also engage in the cotton farming
season, where they purchase affordable cotton prod-
ucts from textile mills and later sell them at a premium.
During the agricultural season, certain unscrupulous
individuals stockpile cotton products, which they sub-
sequently sell at inflated prices during the off-season.
To address the shortage of cotton products during this
period, the government resorts to importing cotton
from other nations at high costs.

Despite some governments having clear laws and reg-

ulations in place, the current system proves challenging
to regulate due to widespread malpractice and a lack of
transparency in the supply chain, as illustrated in Figure
1.

The primary issues stemming from the insuffi-
cient transparency in the cotton management process
include:

• Disheartened Farmers: Farmers become discour-
aged when they receive very low compensation for
their hard work.

• Expensive Cotton Products: Consumers are
forced to purchase expensive cotton goods,
including clothing, which is a basic necessity.

• Economic Impact: The national economy suffers
because the government must subsidize and pay
for imported cotton.

The workflow of the current system, as depicted in
Figure 1, is as follows:

The foundation of the system consists [21–25] rices
to farmers for their products. This hinders farmers
from making a profit when selling their crops to textile
mills. During the season, textile mills offer cotton to
intermediaries or middlemen and export it to other
countries. However, during the off-season, they supply
the same cotton to distributors at significantly higher
prices. Cotton is then sold to retailers after price hikes,
and at times, shortages necessitate importing cotton,
which is acquired at a steep cost. In the end, after all
the price increases, consumers bear the brunt of the ex-
penses, while farmers and customers both suffer losses.
The middlemen or stockers are the ones reaping the
sole benefits of this current structure. Figure 2, present
the whole production procedure of cotton making.
2 Method and Materials
This study aims to leverage cutting-edge block chain
technology to establish a robust and transparent cotton
traceability system for the textile industry. This system
will meticulously track the journey of cotton, ensuring
its safety and efficiency from the farm to the final prod-
uct. By harnessing this innovative technology, retailers
will have the opportunity to procure top-quality mer-
chandise at competitive prices, encompassing clothing,
threads, and textiles, all of which can be seamlessly
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Figure 1. Traditional System

traced back to their inception in the manufacturing pro-
cess. Once a farmer acquired cotton crop seeds from
a Seed Company, all pertinent information, including
payment records, was securely documented within a
block chain.

Furthermore, the operational protocols were set in
motion through the utilization of a smart contract, which
employs a tamper-resistant proof-of-work consensus
mechanism within the block chain. Transactions and
data recorded through these smart contracts were
impervious to unauthorized access, modifications, or
deletions. Retailers were granted effortless access to the
block chain’s distributed ledger, enabling them to trace
the origins of the cotton seeds, the farms involved in pro-
duction, dates of crop yields, and intricate details of the
distribution network before making any procurement
decisions. This comprehensive system also allowed for
transparency in monitoring the production processes of
textile mills, distribution networks for clothing, fabrics,
or thread, retailer acquisitions, pricing information, and
all other aspects of the supply chain [25–28].

To regulate the pricing of cotton and its associated
products, payments made for cotton purchases are
held in a pending status until they receive approval
from designated authorities. These authorized entities
have the power to oversee and manage transactions
by leveraging data from public block chains. In case

any irregular or suspicious events occur, legal actions
can be taken against individuals involved in fraudulent
activities. Figure 7 illustrates the potential application of
block chain technology to enhance the existing cotton
production system. The proposed system’s architecture,
depicted in Figure 3, distinguishes between two types of
farmers: those equipped with digital wallets and those
without. Both groups are depicted as receiving their
payments after selling their agricultural produce.
2.1 Proposed CC Block Chain Framework

Details
The proposed system serves a wide spectrum of con-
sumers such as government, distributors, retailers,
textile mills, farmers, and seed firms. The core element
of this framework is based on a decentralized applica-
tion (DApp), which is tightly connected with the block
chain technology, user interface web platform, digital
storage, IPFS, and smart contracts. Each user is given a
unique public address when registered and uploading
data via the Cotton Management System using the
web or DApp. This is a public address that is critical in
determining all entities involved in the network. IPFS
is a mediator that helps the data to flow smoothly be-
tween the digital store and the decentralized application
[29, 30]. Three major actors or organizations have been
presented in the proposed architectural solution: the
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Figure 2. Production Procedure of Cotton making

Figure 3. Overview of Security Protocols of Block chain within the Framework of Managing Supply Chains in the Textile Industry
Based on CC novel block chain

store, the farmer, and the organization. These parties
may communicate with the Cotton Management System
(CMS) in a number of ways, such as a mobile application
or site powered by a block chain. The CMS also involves
many administrators who can be said to be users and
are expected to oversee and authorise procedures
depending on their given levels of authority.

The development of a DApp of the Cotton Manage-
ment platform is based on the smooth connection of var-
ious payment gateways, where cryptocurrency and tradi-
tional fiat currencies can be used. Such an extensive in-
tegration will include a broad scope of features that will
include support of local and digital currencies, ICOs, the
ability to facilitate token-based exchanges, and a variety

of digital wallets to effectively manage different tokens
and coins. In the Cotton Management Platform, IPFS is
used to store and share data and user information by
applying smart contracts and utilizing IPFS. To manage
its digital storage processes, IPFS uses both public and
private keys. In an attempt to give a pictorial illustra-
tion, Figure 4 illustrates the architectural structure of this
proposed system 8. Overview of CC with ICO via IPFS
through DApp Payment verification workflow.

Figure 4 illustrates the functionality of our proposed
framework. In this system, farmers equipped with digi-
tal wallets receive direct payments from organizations,
while those without digital wallets receive payments
through intermediaries who possess wallets.

66

VFAST Transactions on Software Engineering          Volume 14, Issue 2, 2026 (April-June)



Figure 4. Overview of CC with ICO via IPFS through DApp Payment verification workflow

Explanation of the Figure: Retailers can purchase cot-
ton and its related products using their decentralized ap-
plication (DApp) accounts, which are connected to digital
wallets. Once a transaction is initiated, the payment is
transferred to the farmers. Each participant involved in
the supply chain, such as textile mills and retailers, in-
curs a predefined transaction fee. The blockchain ledger
automatically records all relevant information whenever
a retailer acquires cotton or related products. This in-
cludes traceability data covering the entire process from
the farm to the final product. In addition, pricing informa-
tion for cotton sold to retailers is reported to the relevant
authorities for transparency and monitoring.

It is important to note that not all farmers possess dig-
ital wallets. In such situations, farmer groups that have
access to digital wallets can assist other farmers by help-
ing them convert their digital earnings into cash.
2.2 Proposed CC Economic CC Block Chain

Framework Details
A novel cryptocurrency named Cotton Coin has been cre-
ated to revolutionize the transparent, auditable, and se-
curemanagement of cottonwhile also controlling its pric-
ing, eliminating intermediaries. With a total circulation of
500 million Cotton Coins, each coin has a fixed value of
100 USD. However, tokens are divisible, allowing users to
acquire fractions such as 0.1CC for 10 USD, without any
specific purchase limit.

Cotton Coin (CC) can be acquired using various digi-

tal currencies like BTC, ETH, and BNB, or with local cur-
rencies such as PKR, USD, EUR, and more. Being part
of a decentralized block chain platform, businesses can
obtain Cotton Coin without incurring taxes or exchange
fees, receiving an equivalent quantity of tokens for their
payment instantly. Retailers’ wallets are credited with
the corresponding balance immediately after their Cot-
ton Coin purchase. With a seamless 100% currency con-
version rate between Cotton Coin and other tokens, re-
tailers can use these tokens to procure cotton directly
from distributors, bypassing the need for third-party ap-
plications or exchanges and avoiding additional fees. Ini-
tially distributed through an ICO, Cotton Coin was estab-
lished as an ERC20 token on the Ethereum network.

Explanation of the figure 5 is following:
• Farmers who possess digital wallets have the
opportunity to receive direct payments in Cotton
Coin and subsequently convert these tokens into
traditional currency through an ICO exchange.
Alternatively, farmers can access funds by engag-
ing with government-approved entities. These
organizations can accept payments in Cotton Coin
through their digital wallets, convert them into fiat
currency via an ICO, and subsequently distribute
the funds to the farmers. Each time a farmer
receives payment, the blockchain records proof
of the transaction, often in the form of an image
or scanned receipt. This record serves as reliable
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Figure 5. Represents that there are two ways for farmers to receive payments in return of their Cotton crop yield sold.

confirmation of the precise amount disbursed to
the farmer.

• The blockchain is a multifaceted system that en-
gages various stakeholders. It allows public access
to blockchain data to facilitate government veri-
fication, authentication, and auditing processes.
At the same time, it preserves the privacy of key
stakeholders such as farmers, retailers, textile
mills, and distributors. Figure 5 illustrates the
proposed economic model and token distribution.

2.3 Distribution of Token
2.4 Fee Conversion to Secure Payment
Different charges have been implemented to ensure
long term sustainability of Cotton Coin. These include
exchange costs, miscellaneous costs and the running
of Cotton Coin itself. It is worth mentioning that these
charges can differ, depending on the exchange, even
such popular ones as Binance. The rules that have
been laid down determine how these fixed charges are
charged. Each time CottonCoin is bought or traded, a
fee is incurred. Also, there will be a small mining charge
on any exchange of Cotton Coin between one party and
another, and the aim will be to maintain the stability of
the system in the long run.

The Cotton Management System and its associated
DApp serve as direct access points for users. Every user
within the system possesses a DApp profile that includes

a public address, a wallet, and settings for managing
their profile. The platform’s backend is responsible for
hosting an ICO as well as an exchange. The purchase
of CC within the platform can be made through various
payment methods, such as bank transfers and credit
card payments. Subsequently, the funds are converted
to CC through the exchanges linked to the ICO. Upon
completing this cycle, the retailer receives Unspent
Transaction Outputs (UTXOs) in their wallet, which can
then be sent directly to textile factories and distributors.

The exchange functionality is not limited to retailers;
textile distributors and mills can also utilize it to convert
CC to fiat currency and vice versa. Moreover, organi-
zations have the option to compensate farmers who
may not have wallets by converting CC to traditional
currency through the exchanges. Admin users are
responsible for managing token distribution policies,
user authentication, and smart contract administration.
The connections between the exchange and the ICO
are governed by smart contracts, which also define
the pricing rates of CC on the exchanges in relation to
various currencies.
2.5 Layers Proposed CC Block Chain

Proposed Model
Proposed Framework Architecture is based on different
Layered structure. It includes eight different layers in-
cluding application layer, infrastructure layer, interface
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layer, business logic layer, security and administration
layer, block chain layer, transaction layer and trust layer.
Each layer details are as follows: (see Figure 6)

The interface layer encompasses web applications,
DApps, and user interaction tools, serving as the bridge
for communication with the cottonmanagement system.
It provides an interface accessible to farmers, retailers,
textile mills, consumers, and various stakeholders, facil-
itating the initiation of all processes within the system.
This layer encompasses transaction metadata, identity
verification, payment details, and record-keeping. Its
primary function is to facilitate secure communication
between the business logic layer and the interface levels
through the use of smart contracts.

This layer serves as the central hub for managing var-
ious roles, user interactions, stipulated rules, and term
compliance within a smart contract. It functions as the
dynamic core of the smart contract, encompassing all as-
pects of invocation, communication, and execution rules.
3 Results and Implementation
In this section, we will present performance outcomes,
practical applications of our proposed framework in real-
world settings, and simulated scenarios. We operate un-
der several assumptions: The distribution of hash power
in the system ensures that no single miner or coalition
of miners possesses more than 51% of the total hashing
power. Access to product purchases and sales will be re-
stricted to registered users.
3.1 Setup Systems
To facilitate the deployment of our framework, we lever-
age the open-source MetaMask wallet, which is compat-
ible with Web 3.0 technology, to establish a connection
with the Ethereum software within the Hardhat develop-
ment environment. For the development of smart con-
tracts, we have chosen the Remix IDE. To interact with
the bloc kchain’s HTTP requests, we utilize Postman. We
assess the block chain’s performance through the Access
Chain and Validate Block functions, employing a similar
approach for additional performance evaluations. Addi-
tionally, we utilize a customized Python script and the
Web 3.0 Python library to send 50,000 transactions to the
network for testing purposes, (see Figure 7).

We have implemented a contract function named
buy Cotton from Farmer, as depicted in Figure 8. This

functionality is designed to facilitate the purchase of cot-
ton by the buyer from a specific farmer. It captures and
stores essential information, including the addresses
of both the buyer and the farmer, the price of the
cotton, and the quantity being purchased. Whenever
a successful cotton purchase occurs, the contract trig-
gers an event named Cotton Purchased. This event is
initiated by the contract’s constructor, which initializes
crucial parameters such as the buyer’s details, cotton
price, and the quantity to be purchased. To ensure the
integrity of the transaction, the contract incorporates
multiple require statements. These statements serve as
checks to ensure proper authorization and valid inputs.
If all the conditions specified in the require statements
are met, the contract proceeds to update the farmer’s
address and adjust the quantity and price of the cotton.
Finally, if all prerequisites are satisfied, the contract
emits the Cotton Purchased event to signal a successful
transaction.

This functionality of the buy Thread fromWarehouse
method is captured in our contract as discussed in Figure
9. This is an attribute, which can be used to control vital
data, including the address of the buyer and the ware-
house, the price and quantity of the threads being pur-
chased. Each time a purchase is executed successfully
by the buyer of thread, it raises an event called Thread
Purchased. It is the duty of the builder of this feature
to initialize the various required variables, such as buyer
identity, thread price and amount to be bought. This fea-
ture will mainly be used to make it easier to buy thread
within a particular warehouse. The system has a number
of require statements to assure integrity of the system.
Such statements are checks that verify that the authoriza-
tion is authentic, that the inputs given are valid. Within
the functions of this feature, various actions take place.
These are the updating of variables related to the price
and quantity of the thread along with the address of the
warehouse. Moreover, upon fulfillment of all the given
requirements, the feature sends the Thread Purchased
event, indicating a successful transaction.

The functionality of the buyClothesFromFactories
function is described in a contract that is represented in
Figure 10. This feature is meant to simplify the process
of purchasing clothes, in which important details like the
address of the buyer and factory, the price of clothes
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Figure 6. Layers Proposed CC Block Chain Proposed Model

Figure 7. Construct of Systems

Figure 8. Farmer Buy Cotton

and the overall number of clothes purchased are cap-
tured. An event called ClothesPurchased is fired once a
successful purchase has been made. The first values of

Figure 9. Warehouse Thread for Buy Cotton

the buyer, the cost of the clothing, and the quantity are
determined in the process of the contract construction.

Figure 10. Factory Clothes for Buy Former
The feature has been coded with several require

statements available in order to guarantee the correct
authorization and the correctness of input parameters.
The functions behind this contract can update the
location of the factory, quantity of clothing and pricing
variables as well. Providing all the required conditions,
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the contract sends out the ClothesPurchased event,
thereby simplifying the customer process of obtaining
clothing in a particular factory.

Figure 11. Warehouse Raw Clothes for Buy
Figure 11 shows the contract of the buy Raw Material

From Warehouse function, which is a vital aspect and
helps in acquiring raw materials within a warehouse.
This role carefully takes care of addresses of buyers and
the warehouse, cost and quantity of the raw materials
being acquired. When it is successfully executed, it
causes an event called Raw Material Purchased. The
initiator of this contract determines the initial values of
the buyer, quantity and price of the raw material they
wish to buy. To guarantee the integrity of the operation,
the contract has a series of require statements which are
used to validate authorization and input data. The roles
in this contract execute a number of important activities
among them updating the address of the warehouse,
changing the quantity and price variables of the raw
materials and issuing the Raw Material Purchased event
under the condition that all the prerequisite conditions
are satisfied. This strong strategy makes the process of
acquiring raw materials by customers in the warehouse
of their preference seamless and secure.

Figure 12. Cotton Clothes for Sell
Wehave implemented a contract called sell Cotton By

Farmer which is outlined in Figure 12. This functionality
is supposed to facilitate the process of cotton sales be-

tween a buyer and a farmer. It entails the storage of the
addresses of the buyer and farmer and also the record-
ing of price and quantity of cotton being sold. An event
called CottonSold is raised when a successful cotton sale
is made. The address, price of cotton, and quantity of
cotton that should be purchased are all initiated by the
builder of this contract.

To ensure the correctness and security of the con-
tract, it includes multiple require statements. These
statements serve to enforce proper authorization and
validate input parameters. One of the functions within
the contract restricts the farmer’s ability to sell cotton
only once, and additionally prevents the buyer from
taking on the role of the seller. The functions within
this contract also handle the updating of the farmer’s
address, as well as the variables related to the amount
and price of cotton. If all the necessary conditions are
met, the contract emits the CottonSold event to indicate
a successful transaction.

Figure 13. Warehouse Clothes Thread for Sell
We have a contract in place called sellThreadByWare-

house (Figure 13) that serves as a critical component of
our system. This functionality is responsible for manag-
ing the sale of threads, keeping track of essential infor-
mation such as the buyer’s and warehouse’s addresses,
as well as details regarding the thread’s price and the
quantity sold. When a seller successfully completes a
thread sale, this contract emits an event named Thread-
Sold. This event includes crucial information about the
buyer, the thread’s price, and the quantity sold. The ini-
tial values for these parameters are set during the con-
tract’s constructor execution. To ensure the integrity and
security of the system, the sell ThreadByWarehouse con-
tract incorporates several input data. Among the various
conditions checked, there is one specific condition that
restricts the number of sales the warehouse can execute

71

VFAST Transactions on Software Engineering          Volume 14, Issue 2, 2026 (April-June)



to just one.
Furthermore, the contract ensures that the buyer can-

not require statements. These statements play a crucial
role in confirming proper authorization and validating in-
put data. Among the various conditions checked, there is
one specific condition that restricts the number of sales
the warehouse can execute to just one. Furthermore,
the contract ensures that the buyer cannot assume the
role of the seller. Upon fulfilling all the necessary condi-
tions, the contract proceeds to update the variables re-
lated to thread price and quantity. Additionally, it emits
the ThreadSold event, capturing all pertinent details of
the transaction. If required, the contract may also up-
date the address of the warehouse as part of its opera-
tions. This robust set of checks and actions ensures the
smooth and secure operation of the thread-selling pro-
cess within the system.

Figure 14. Factories Clothes Thread for Sell
Wehave a contract that includes the sellClothesByFac-

tories function, illustrated in the Figure 14. This feature
is designed to manage the sale of clothing items, track-
ing important details such as the buyer’s and factory’s
addresses, the cost of the clothing, and the quantity be-
ing sold. Whenever a successful clothing sale occurs, an
event named ClothesSold is triggered. The initial values
for the buyer, clothing cost, and quantity are set during
the contract’s constructor execution. This functionality
plays a crucial role in facilitating clothing sales within the
warehouse. It incorporates several require statements
to ensure proper authorization and valid inputs. Among
its functions is a constraint that restricts a factory’s abil-
ity tomakemultiple transactions, and it also enforces the
rule that the buyer cannot act as the seller. These func-
tions are responsible for updating the factory’s address,
as well as adjusting the quantity and price variables for
the clothing. If all the necessary conditions are met, they
emit the ClothesSold event to indicate a successful trans-

action.

Figure 15. Warehouse Raw Clothes for Sell
Our contract contains sellRawMaterialsByWarehouse

(Figure 15) function, which is represented in the diagram.
This operation has the mandate of supporting the sale
of raw materials by a warehouse to a buyer. It includes
important information like the address of the buyer and
warehouse, price of the rawmaterial, and the quantity of
rawmaterials sold. An event named RawMaterialsSold is
emitted on the successful completion of a sale of a raw
material by a seller. The values of the buyer, the cost of
the rawmaterial and the quantity are initially established
during the course of the execution of the constructor.
This is a useful feature in tracking the sales of rawmateri-
als in a warehouse. It uses several require statements to
facilitate appropriate authorization and valid inputs. It is
worth noting that one of the functions limits the number
of sales that a warehouse can make to one, and it also
precludes the buyer to play the role of a seller. When all
the required conditions and prerequisites are provided,
these functions can also update the price of the raw ma-
terial, and the address of thewarehouse and offer a com-
plete solution to manage the sales of the raw material in
a safe and systematic way.

Figure 16. Structure of Cotton
Attributes of Cotton Product (Figure 16) structure

include quantity of cotton, type of quality and quantity.
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Each distinct cotton product is linked to these attributes
in a mapping where the product ID is the key. Under
the Cotton Product function, we have a variable of next
Product Id which is used as a tracker of next available
product ID. Additionally, this function triggers a Cotton
Product Updated event whenever updates are made to
cotton products, capturing all the necessary information.
The main aim of this feature is to allow users to make
changes to the properties of a cotton product. This is
done by establishing a new cotton Product struct, a
new product ID in the cotton Products mapping and
then the nextProductId variable is incremented. This
mechanism allows the user to change the quantity,
type of quality, and the amount of the cotton product.
CottonProductUpdated is an event that is fired every
time any of the following changes are applied to the
product: Id, quantity, quality type, and amount.

Figure 17. Structure of Thread
The contract includes a function called updateThread

(Figure 17) which is responsible for managing threads.
This function takes into account attributes such as
thread quantity, thread quality type, and thread the
updateThread function, there’s a variable called next-
ThreadId which plays a crucial role in monitoring the
next available thread ID. Additionally, this function
triggers a ThreadUpdated event whenever threads
amount. To keep track of these threads, a mapping is
utilized, with the product ID serving as the key. Within
are updated, collecting the necessary information in the
process. Users have the capability to modify various
properties of a thread through this function.

A new instance of the Threads struct is created and
assigned to the threads mapping, with the next available
thread ID being used as the key. Furthermore, the next-
ThreadId variable is incremented based on the input

values for quantity, quality type, and amount. Once
these updates have taken place, the ThreadUpdated
event is emitted, providing information about the thread
ID, quantity, quality type, and amount that have been
modified.

Figure 18. Structure of Clothes
Figure 18 illustrates a contract named updateClothes

with a set of properties designed to manage information
about clothes. To store instances of the Clothes, struct, a
mapping called clothes is employed, utilizing the clothes
ID as the key.

Under this function exists a variable, nextClothesId,
which holds the next available clothing ID, and an event
called ClothesUpdated, which occurs when changes are
made to the clothing data, and the required information
is captured. The main aim of this functionality is to en-
able users to adjust the properties of a piece of clothing.
It takes three input parameters: quantity, type of quality
and amount. Then a new Clothes struct is created and
this is added to the clothesmapping. Also, nextClothesId
variable is made to go through to give a new clothing ID.
After the records of the clothes have been updated in
terms of their ID, quantity, quality type and quantity, the
Clothes Updated event is emitted. Same as other tech-
nologies [31–36].

Figure 19. Structure of Raw Materials
The updateRawMaterial functions in Figure19 are key
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elements of our system, which handle the raw material
information of our contract. Attributes used in each up-
date operation include the number of raw material, the
type of raw material quality and the quantity of the raw
material. To effectively store and retrieve the data of
RawMaterials, we use amapping structurewhose unique
key is the raw material ID. Among these functions, the
nextRawMaterialId is a critical variable. It continuously
checks the available raw material ID next to be tracked.
When updates aremade, there is an emission of an event
named RawMaterialUpdated which gives the needed in-
formation of the change made to the raw materials.

This activity assists in keeping the transparency and
capturing significant changes in our raw material data.
This operation enables one to modify the properties of
a raw material. It creates a new RawMaterial struct that
has its inputs, the amount, number, and type of quality. It
also updates the value of the nextRawMaterialId variable
tomake sure that the next available rawmaterial ID is as-
signed in themapping of the rawmaterials. Once the raw
materials ID, quantity, quality type and amount are suc-
cessfully updated, the RawMaterialUpdated event will be
triggered and shown.

Figure 20. Structure of Record of Cotton, Threads, Clothes,
and Raw Materials

Figure 20 illustrates the Record contract, which
serves to create and manage cotton records. The
contract employs a mapping named Records with the
ID serving as the key to store instances of the Record
struct. The Record struct encapsulates the data re-
lated to a cotton, threads, clothes, and Raw Materials
record. The contract also maintains the tracking of the
next available record ID via the nextRecordId variable.
Whenever a cotton, threads, clothes, and Raw Materials

record are successfully removed, the contract emits the
RecordDeleted event, capturing the ID of the deleted
record.

Users have the ability to delete records using the
deleteRecords function by specifying the ID as a parame-
ter. If the provided ID is valid, the record associated with
that ID is removed from the mapping using the delete
keyword. After the removal of a record, an event is
triggered with the identifier RecordDeleted. Overall, this
smart contract seems to be a basic system for managing
raw material records with the ability to create, delete,
and emit events for record management operations.
Users can interact with the contract to maintain and
keep track of their raw material data.

EntityAdded Function function (Figure 21) allows
users to add entities with various entity types through a
dropdownmenu. It releases an EntityAdded event when
an entity is successfully added, providing information
about the entity, including its ID, name, and entity type.
EntityType Enum available entity kinds are represented
by an EntityType enum, which includes the following
values: None, Farmer, Factory, Warehouse, and Stake-
holder. This enum likely defines the different types of
entities that can be added. Entities Mapping There is a
mapping named entities that uses the entity ID as the
key and stores instances of the Entity struct.

Figure 21. Structure of New Entity
This mapping is used to keep track of added entities.

Entity Struct represents an entity and has at least two
properties: name and entity type. These properties
are used to describe the entity.nextEntityId Variable is
used to keep track of the next available entity ID. When
a new entity is added, this variable is incremented to
assign a unique ID to the newly added entity. addEntity
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Function is responsible for adding new instances of the
Entity struct. It increases the nextEntityId variable to
generate a new ID for the entity, assigns the provided
parameters (name and entity type) to the entity, and
stores it in the entities mapping with the next available
entity ID.EntityAdded Event: After adding the entity to
the mapping, the addEntity function broadcasts the
EntityAdded event, providing the ID, name, and entity
type of the newly added entity as part of the event data.

DropdownMenu: The function EntityUpdated allows
users to interact with a dropdown menu. This menu en-
ables them to select from various entity kinds. These se-
lections seem to represent different types or categories
of entities. EntityType: Each selected entity kind is rep-
resented by the EntityType. It implies that the function
uses some sort of data structure or enumeration to cat-
egorize entities into these types.

Entity Storage: The function utilizes a data structure
called entities mapping to store instances of an Entity
struct. The Entity struct appears to contain at least two
properties: the entity’s name and its entity type. The
struct instances are stored using the entity ID as the key
in this mapping.

Event Triggering: An event named EntityUpdated is
triggered or emitted when a new entity is successfully
added. This event carries information about the newly
added entity, including its ID, name, and entity type. This
event likely allows other parts of the system to react to
the addition of new entities. Updating Existing Entities:
Users can also update existing entities using a function
called updateEntity.

Figure 22. Structure of New Entity Update
To do this, they need to provide the entity’s ID, a new

name, and a new entity type as parameters. This func-

tion performs validation to ensure that the supplied ID
is valid and less than nextEntityId. If successful, it up-
dates the entity’s name and entity type in the entities
mapping. Broadcasting Event for Updates: After success-
fully updating an existing entity, the updateEntity func-
tion broadcasts the EntityUpdated event again. This time,
it contains information about the changed entity, includ-
ing its ID, the new name, and the new entity type. This al-
lows other parts of the system to react to changes made
to existing entities (Figure 22). Similarly work has been
done for delete entity (Figure 23).

Figure 23. Structure of New Entity Delete
We utilized a selection of transactions as a represen-

tative sample for evaluating the data. To assess the pro-
posed framework against alternative solutions, we con-
ducted the following five tests and comparisons:

• Calculation of response time: Measurement of
response time in milliseconds using the proposed
framework to obtain the longest chain of data.

• Delay analysis: Analysis of delays in adding new
blocks to the blockchain, alongwith other statistical
comparisons.

• Block and transaction evaluation: Evaluation of
block confirmations, transaction processing time,
block addition latency, and data retrieval latency.

• Transaction fee comparison: Comparison of aver-
age transaction fees between the proposed frame-
work and other alternatives.

• Performance assessment: Assessment of overall
performance ratings across various blockchain
technologies.

The implementation of the Access Chain functional to
various blocks to get blockchain data. This operation
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supported the process of timestamping to determine
the amount of time required in accessing data and
helped in extracting particular data among different
blocks in the chain. Latency varied, beginning at about
412 milliseconds/block, dropping to 94 milliseconds and
finally returning to 963 milliseconds. This variability
in latency across blocks is due to the decentralized
nature of the block chain. New block latency, in which
the numbers of the blocks, and the measurements of
the delay in milliseconds, which are performed. The
data of different latency rates: 412 milliseconds block
1, 368 milliseconds block 53, 57 milliseconds block 107,
643 milliseconds block 168 etc. The time of retrieval
improves significantly as the block size is larger because
of the need to access several nodes to retrieve the data.

The response time to retrieve the longest chain,
shown in Figure 24, shows response times in pairs with
different blocks. The time to retrieve the longest chain
data is represented in Figure 8 graph. The number of
blocks is plotted on the horizontal axis, whereas the time
is in milliseconds, plotted on the vertical axis. The graph
line shows the time needed to take each block: Block 1
(412milliseconds), Block 53 (368milliseconds), Block 107
(57 milliseconds), Block 168 (643 milliseconds), etc. The
approach that we have proposed shows considerably
quicker block addition to the block chain, in comparison
to other networks. As an example, Ethereum network
requires 15 seconds on average to add a new block
when compared to the Bitcoin network which requires
10 minutes.

Figure 24. Verification Response Time
Comparing the transaction fees of Ethereum and Bit-

coin networks with our suggested method, as depicted

Figure 25. Fee per Transections

in Figure 25, highlights the cost-effectiveness of our ap-
proach. Our architecture loads a new block every three
seconds, as illustrated in Figure 25, showcasing superior
latency performance in incorporating new blocks. With
this expedited block insertion, the suggested method
provesmore efficient in verifying transactions compared
to traditional networks. Show casing superior latency
performance in incorporating new blocks. With this
expedited block insertion, the suggested method proves
more efficient in verifying transactions compared to
traditional networks. Due to increased block delays,
Ethereum and Bitcoin networks handle daily transaction
volumes of 1.13 million and 0.213 million, respectively.

In contrast, the suggested framework boasts the
capacity to accommodate an average of 15.28 million
transactions per day onto the block chain. Figure 26
elucidates the time required for twelve network con-
firmations, crucial for accepting financial payments,
and presents new block statistics across various block
chains. Remarkably, our suggested system verifies new
transactions 200 times faster than Bitcoin and 6 times
swifter than Ethereum. While the average transaction
price in our suggested system stands at 0.3 USD, con-
gestion periods on Bitcoin and Ethereum networks can
escalate fees up to 100 USD. A comparative analysis of
the suggested framework’s average fee against current
systems is delineated in Figure 26. Moreover, Figures
8-23 presents the code scripts of proposed method.
Table 3 lists the outcome.

Table 1 furnishes a comprehensive juxtaposition be-
tween the proposed framework and the existing block
chain. It facilitates a swift comparison of transactions
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Table 1. Comparison with Existing Studies
References Transaction/Block Block Time (min) Time for 12 Verify (KS) Fee Transactions/Day (Million)

Nakamoto et al. [13] 2.7 10 7.2 $10 0.213
Salah et al. [14] 0.07 0.25 0.18 $20 1.136
Kumar et al. [15] 0.07 0.25 0.18 $20 1.136
Proposed System 0.57 0.03 0.0362 $0.30 15.28

Figure 26. Statistics of New Block

per block, total block time in minutes, time required for
12 verifications in KS, fee per transaction, and number
of transactions per day in million between the proposed
and conventional contract systems.
Performance Evaluation Result
Table 3 presents the performance evaluation results
for blocks 1 to 100, including latency and size measure-
ments.
4 Conclusion
Cotton farming has remained a pillar of world agriculture
because of its centrality in manufacturing environmen-
tally friendly products, as well as ordinary cotton clothes.
Pakistan becomes one of the strongest countries in the
world in cotton crop production. When it comes to resolv-
ing the problems of its supply chain, a research project
suggests the use of a block chain-based architecture de-
signed specifically to solve the problems of the cotton
and textiles industry. This new system provides a full
traceability and better price control on cotton products.

The proposed structure, which is implemented on
the Binance Smart Chain (BSC), has fast transactions
and lower costs than the popular block chains such as

Table 2. Performance Evaluation Result
Total Number of Blocks Added Latency (ms) Size (KB)

1 87 1.00000000
2 50 1.81519183
3 90 2.36487979
4 79 2.57874558
5 65 2.64587879
6 85 3.24556657
7 53 3.71321515
8 60 3.82684682
9 57 4.48265641
10 68 5.32451265
11 52 6.19254927
12 99 6.35985658
13 66 7.26512554
14 73 8.15584682
15 55 8.52820551
16 81 8.92248214
17 100 9.25884684
18 100 9.82264566
19 96 10.42558438
20 52 10.88698952
21 87 11.28225268
22 91 11.98822225
23 65 12.05516888
24 79 12.32659419
25 77 12.50515944
26 69 13.11558449
27 51 13.35959929
28 89 14.35461646
29 61 14.50461694
30 93 14.88264646
31 83 15.66664643
32 100 15.76946565
33 51 16.36466822
34 93 17.22698946
35 69 17.96666164
36 89 18.26943694
37 80 18.46565161
38 52 18.71665862
39 67 19.21695146
40 69 19.46816655
41 70 19.92654664
42 57 20.46161944
43 67 20.76639556
44 83 21.23564169
45 100 22.41644322
46 97 23.11549499
47 67 23.46598946
48 55 24.56993599
49 83 25.14464299
50 77 25.35646946

Ethereum and Bitcoin. At the core of this solution is
the proposal to introduce Cotton Coin, a cryptocurrency
that is supported by smart contracts. The use of the
CC token has brought in significant monetary gains to
all the parties concerned. The system also provides
good control over the export of cotton, which allows the
government to simplify activities, and save resources by
avoiding the cost of importing cotton at the off-season.
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Table 3. Performance Evaluation Result
Total Number of Blocks Added Latency (ms) Size (KB)

51 88 25.76323265
52 225 25.96231649
53 221 26.16494916
54 91 26.31466414
55 221 26.81196622
56 65 27.25965223
57 219 27.46166929
58 74 27.65656356
59 256 27.95231352
60 71 28.11245656
61 88 28.23463594
62 108 28.46679946
63 106 29.63594926
64 126 30.13265946
65 68 30.99492399
66 259 31.16494926
67 175 31.26659944
68 217 31.29646662
69 68 31.30161616
70 232 31.72649164
71 215 32.11616918
72 256 32.48964694
73 158 32.80661495
74 52 33.10995269
75 51 33.46589462
76 255 33.82616135
77 280 33.62669916
78 291 34.25649497
79 179 34.59598166
80 272 35.16655999
81 256 36.49268166
82 158 36.76299952
83 52 36.81696299
84 151 37.49997595
85 240 37.99169499
86 95 38.14659933
87 205 38.44662699
88 84 38.76199412
89 234 39.13649466
90 202 39.35649962
91 136 39.46689260
92 96 39.86594359
93 79 40.66593594
94 84 41.49688943
95 296 41.53294644
96 229 42.12546997
97 198 42.65639466
98 171 43.64692546
99 143 44.14554680
100 140 44.93005160

To enhance the level of data safety and inspire trust in
stakeholders, the Inter Planetary File System (IPFS) is
the storage of encrypted information related to farmers,
textile companies, warehouses, and merchants.

In the future, the next possible direction of improve-
ment is to customize smart contracts and maximize per-
formance and reduce transactional costs by optimizing
transactional functions. Also the further improvements
may include creating mobile traceability applications as
well as special smart wallets to handle Cotton Coin trans-
actions in a flawless manner.
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