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Abstract
Cybersecurity is essential to safeguarding intellectual property, patient information, and
other sensitive data from unauthorised access by cybercriminals. As healthcare tech-
nology advances, integrating the Medical Internet of Things (MIoT) into smart diagnostic
laboratories has become instrumental in enhancing diagnostic accuracy and efficiency in
patient care. However, this integration also introduces significant cybersecurity and pri-
vacy risks, given the high confidentiality of patient information stored and processed by
MIoT systems. Ensuring the security of these systems is critical to maintaining trust and
safety in digital health platforms. To address these cybersecurity challenges, this study
proposes a smart cybersecurity scheme for MIoT systems. Using the Emulated Virtual
Environment for Network Graphing (EVE-NG), we simulate potential cyberattacks target-
ing diagnostic laboratory software to evaluate the system’s resilience and identify risk
levels. This simulation-based approach enables cybersecurity professionals to develop,
test, and improve defensive mechanisms in a controlled virtual environment. The pro-
posed cybersecurity scheme is assessed for its effectiveness in mitigating cyber threats
within MIoT systems, providing insights into safeguarding sensitive health data, and en-
suring reliable diagnostic processes.
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1 Introduction
Cybersecurity in Medical Internet of Things (MIoT) sys-
tems is increasingly critical due to the integration of
IoT technology in healthcare, where vast amounts of
sensitive data are generated, stored, and transmitted.
These systems, particularly diagnostic software, are
vulnerable to a range of cyber threats that jeopardize
patient data privacy and system integrity. Effective
cybersecurity measures in MIoT systems require a
comprehensive risk assessment, as it helps in identi-
fying, evaluating, and categorizing potential threats
and weaknesses in the system. As an initial step,
risk assessment addresses technical vulnerabilities,
environmental factors, and human errors that can
lead to adverse incidents, forming a foundation for
implementing robust security mechanisms[1],[2]. Risk
assessment is essential for diagnosing cybersecurity
in MIoT systems, enabling healthcare providers to
recognize potential threats to diagnostic software—a
category of softwarewidely used bymedical practition-
ers to interpret patient data and provide treatment
recommendations. Diagnostic software facilitates
efficient testing, accurate diagnoses, and systematic
records management, which are indispensable for
medical laboratories[3]. However, this software also
poses cybersecurity risks, as malicious actors may
exploit vulnerabilities, insert harmful code, and gain
unauthorized access to sensitive patient data, includ-
ing personal identification and health information.
An attacker could potentially leverage this access for
identity theft, data manipulation, or extortion, under-
scoring the necessity for a cybersecurity framework
that can preemptively address these threats [4],[5].
Simulation-based approaches, especially through
tools like the Emulated Virtual Environment for
Network Graphing (EVE-NG) and Graphical Network
Simulator-3 (GNS3), have become instrumental for
cybersecurity testing and risk assessment in MIoT
systems. These simulators provide virtual environ-
ments where cyber-attacks can be emulated, allowing
professionals to analyze their impact and evaluate
defensive mechanisms in a controlled setting. With its
HTML5 client access, EVE-NG is particularly valuable. It
enables network engineers and security experts to de-

sign and test virtual networks with real-life scenarios,
saving time and resources [6].
2 Literature Review
In the literature, we found some simulation and eval-
uation tools commonly used in cybersecurity and net-
work training environments, along with brief descrip-
tions and their functionalities, applicable to healthcare
and general IoT or network systems:
1. NS-3 (Network Simulator 3): NS-3 is a discrete-

event network simulator widely used for re-
search and academic purposes[7],[8]. It provides
a realistic environment for simulating various
internet protocols, network configurations, and
cyberattack scenarios, making it suitable for
IoT-based healthcare applications. It includes
extensive libraries for implementing and eval-
uating network models, making it popular for
academic research on network performance and
cybersecurity scenarios.

2. OMNeT++: Thismodular, extensible simulation li-
brary is used for building network simulations for
IoT, vehicular networks, and more[9],[10]. OM-
NeT++ is commonly applied in healthcare IoT re-
search because of its ease in simulating complex,
layered networks, including those incorporating
real-world protocols. It provides comprehensive
support for evaluating network behaviour and se-
curity in connected environments.

3. Mininet: Mininet is an emulation platform
primarily used to simulate large-scale Soft-
ware Defined Networks (SDN) and OpenFlow
networks[11],[12]. It is lightweight and ideal
for testing virtualized networks within IoT
healthcare scenarios, providing a framework
for experimenting with network configurations,
routing, and attack defenses in controlled
environments.

4. Cyber Range (e.g., IBM X-Force Command): Cy-
ber Ranges, like IBM’s X-Force Command, are
sophisticated simulation platforms designed for
real-world training and cyber defense strategies
[13],[14]. These platforms allow cybersecurity
professionals to experience simulated attacks
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and defenses in virtualized environments, which
is invaluable for understanding vulnerabilities in
MIoT systems used in healthcare.

5. Core Network Emulator (Common Open Re-
search Emulator): The Core Network Emulator is
designed to create virtual network environments
for cybersecurity research and is used for IoT
network simulations[15],[16]. It is particularly
beneficial for prototyping IoT applications with
cybersecurity components, making it relevant
for educational and practical healthcare imple-
mentations.

6. Cuckoo Sandbox: Cuckoo is an automated mal-
ware analysis tool that is used to evaluate and
identify vulnerabilities within systems[17],[18].
This sandboxed environment is ideal for simulat-
ing malware attacks on diagnostic software and
healthcare-related IoT systems, allowing users
to observe and record malware behavior with-
out affecting the main network or production
environment.

7. Packet Tracer: Cisco’s Packet Tracer is a vi-
sual simulation tool for creating network
configurations and testing cybersecurity
measures[19],[20]. Although widely used in
educational settings, it provides useful insights
into network behavior, and device management
and can simulate basic security incidents. This is
useful for healthcare networks that rely on Cisco
hardware.

8. Nexpose: Nexpose is a vulnerability manage-
ment tool that scans, assesses, and manages
network vulnerabilities effectively[21],[22]. It
is particularly suited for IoT networks, such
as those in healthcare settings, by identifying
weaknesses in real time and evaluating the effec-
tiveness of security patches across networked
devices.

9. Scapy: Scapy is a packet manipulation tool capa-
ble of creating, manipulating, and transmitting
network packets [23],[24]. It can simulate a
wide range of network attacks, like spoofing and
Denial of Service (DoS), and is widely used in
evaluating the resilience of healthcare diagnostic

software and other MIoT-based applications to
these threats.

10. Metasploit: Metasploit is a comprehensive pene-
tration testing platform that allows cybersecurity
professionals to perform simulated attacks on
systems[25],[26]. It includes numerous exploits
and payloads, making it an essential tool for
evaluating and testing healthcare network secu-
rity. Its extensive library enables simulations of
sophisticated attacks, allowing researchers to
identify and mitigate potential security threats
within MIoT ecosystems.

Each of these tools offers unique features suited
to cybersecurity training, IoT network evaluation,
and healthcare software testing, providing valuable
insights into potential vulnerabilities and aiding in
the development of robust, secure environments for
critical applications.
2.1 Cybersecurity Schemes and MIoT

Systems
To gain insights into the effectiveness of various
cybersecurity schemes, we evaluate them based on
several vital parameters, including security architec-
ture, vulnerability detection, cost-effectiveness, and
ease of implementation. We compare three notable
cybersecurity schemes for MIoT systems: EVE-NG,
GNS3, and Nessie, in terms of their applicability to
healthcare systems, especially diagnostic laboratory
software.
1. Security Architecture: Security architecture plays

a crucial role in the robustness of a cybersecurity
scheme. EVE-NG offers a sophisticated architec-
ture that supports network emulation, allowing
users to model complex network setups and sim-
ulate potential attacks[6],[27],[28]. This structure
is ideal for analyzing cybersecurity in MIoT sys-
temswhere large networks interconnectmultiple
devices. GNS3, while versatile, lacks some of the
advanced emulation features of EVE-NG, making
it less adaptable to sophisticated cyberattack sim-
ulations. Nessie, primarily a network testing tool,
offers a simpler architecture focused on vulnera-
bility scanning rather than comprehensive emu-
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lation, a supplementary rather than primary tool
for MIoT security testing [7],[29],[30].

2. Vulnerability Detection: In vulnerability detec-
tion, EVE-NG stands out for its ability to create
scenarios that mimic real-world cyber threats,
allowing users to conduct simulated attacks on
diagnostic laboratory software to identify weak
points. This capability is critical in MIoT systems;
it enables proactive detection of security gaps
that could compromise patient data. GNS3,
though effective for network simulation, offers
less flexibility in emulating targeted cyberattacks
on software vulnerabilities, as its primary focus is
on network topology rather than threat-specific
simulations. Nessie, on the other hand, excels at
detecting common vulnerabilities but does not
offer emulation capabilities for complex attack
scenarios, limiting its utility for advanced MIoT
systems [6],[7], [8],[31].

3. Cost-effectiveness: Cost considerations are vital
for healthcare organizations that operate within
constrained budgets. EVE-NG is cost-effective as
it provides robust emulation capabilities without
the need for expensive hardware, making it
accessible to both large healthcare facilities
and smaller diagnostic labs [6]. GNS3 is an
open-source tool that is cost-efficient but may re-
quire additional resources for complex network
configurations, adding to its total operational
costs. Nessie, while suitable for basic vulner-
ability scanning, may not be cost-effective for
comprehensive cybersecurity testing, as it lacks
the in-depth simulation capabilities offered by
EVE-NG and GNS3[8],[32],[33].

4. Ease of Implementation: The ease of imple-
mentation is another important parameter, as
cybersecurity tools must be user-friendly to en-
courage adoption in healthcare settings. EVE-NG,
with its intuitiveHTML5-based client, allows users
to access it through web browsers, simplifying
its deployment and making it highly accessi-
ble to network engineers and cybersecurity
professionals. GNS3, although comprehensive,
requires a more complex setup and may present

a steeper learning curve for users unfamiliar
with network simulation software. Nessie is
relatively straightforward to use but lacks the
advanced functionality needed for thorough
cybersecurity testing in MIoT systems, making
it less suitable for environments requiring high-
level simulations[6], [7], [8],[34],[36],[35].

The comparison reveals that EVE-NG offers the
most comprehensive set of features for simulating
cybersecurity in MIoT systems, making it a preferable
choice for healthcare applications involving diagnostic
software. Its ability to emulate complex attack sce-
narios, combined with cost-effectiveness and ease
of implementation, positions EVE-NG as a valuable
tool for cybersecurity professionals seeking to protect
patient data and system integrity in MIoT environ-
ments. GNS3, while versatile and cost-effective, is
better suited for general network simulations rather
than specific cyber-attack emulations. Nessie, with its
focus on vulnerability scanning, complements other
tools but lacks the emulation capabilities required
for in-depth MIoT security assessments. Ultimately,
simulation-based cybersecurity schemes are essential
for preemptively identifying vulnerabilities and en-
hancing the resilience of MIoT systems, particularly as
healthcare increasingly depends on interconnected
digital infrastructures.
1. Comprehensive Cybersecurity Simulation and

Smart Framework: EVE-NG (Emulated Virtual
Environment for Network Graphing) stands out
for its robust simulation capabilities tailored to
advanced MIoT security applications. Its architec-
ture supports multi-layered, real-time emulation,
allowing healthcare professionals to simulate
attacks on diagnostic laboratory software and
test various defense mechanisms in a controlled,
virtualized environment. A key strength of EVE-
NG is its smart framework, which automates
cyber-attack scenarios, vulnerability analysis,
and response actions in real time. The frame-
work is especially suitable for healthcare systems
due to its adaptability to MIoT-specific threats, in-
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cluding data breaches and unauthorized access
attempts on patient data repositories. Further-
more, EVE-NG’s ease of use and low deployment
cost through HTML5-based access make it ac-
cessible to healthcare professionals with limited
technical backgrounds[6],[3],[37],[38].
EVE-NG has proven particularly effective in the
healthcare domain for simulating cyber-attacks
on MIoT devices and software due to its high
adaptability and advanced threat detection
features. Research underscores the framework’s
utility for organizations looking to bolster their
MIoT security while keeping costs manageable,
as it removes the need for physical network
setups. Additionally, EVE-NG enables a quick re-
sponse to evolving cybersecurity threats, making
it a preferred choice in health settings where pa-
tient data security is paramount[1],[4],[35],[39].

2. GNS3 - Limited MIoT-Specific Capabilities : GNS3
(Graphical Network Simulator-3) is widely used
for general network security training and testing
but is less effective for healthcare-specific MIoT
security applications. GNS3’s architecture allows
for network topology emulation and vulnerabil-
ity testing; however, it lacks the MIoT-specific
frameworks and smart features required to
effectively simulate the advanced cyber threats
facing diagnostic laboratory software. GNS3
provides a basic simulation environment, which
may be suitable for general testing but is limited
in its adaptability to highly specialized healthcare
systems. The absence of automated smart
framework capabilities restricts its utility for
organizations requiring sophisticated, real-time
threat detection and mitigation.
Despite its limitations, GNS3 remains a valuable
tool for educational and basic network simula-
tion purposes due to its open-source nature and
widespread accessibility. For healthcare profes-
sionals in smaller practices or academic settings,
GNS3 provides a cost-effective entry point to
cybersecurity training. However, healthcare
organizations needing targeted MIoT security
capabilities may find GNS3 inadequate due to its

limited adaptability to the security requirements
of diagnostic laboratory software[2],[7].

3. Nessie - Basic Vulnerability Detection and Lim-
ited Smart Framework: Nessie is primarily a
vulnerability scanner rather than a full-fledged
network simulator. Its framework focuses on
identifying basic vulnerabilities within network
systems, making it beneficial for preliminary
assessments. However, its applicability to health-
care MIoT systems, such as diagnostic laboratory
software, is limited due to a lack of complex
emulation and smart framework functionalities.
Nessie can detect common security gaps and
weak points, which are helpful in establishing
a basic cybersecurity foundation, but it lacks
the capability to simulate targeted MIoT attacks
or to automatically respond to threats. This
restricts Nessie’s effectiveness in healthcare
settings where real-time attack simulation and
automated response are crucial.
Despite its limitations in advanced threat simu-
lation, Nessie is often employed in conjunction
with more sophisticated simulators like EVE-NG.
Its low cost and ease of use make it suitable for
organizations that need an accessible tool to ad-
dress basic vulnerabilities before implementing
a more comprehensive security solution. Nessie
serves as an economical option to conduct initial
security audits, but requires supplementation to
meet the dynamic cybersecurity needs of health-
care MIoT systems[5],[39],[16].

When comparing EVE-NG, GNS3, and Nessie
for cybersecurity in MIoT systems, particularly for
healthcare applications such as diagnostic laboratory
software, each tool serves different needs. EVE-NG’s
comprehensive, automated framework provides high
adaptability and real-time threat response, making
it well-suited for healthcare systems with stringent
security requirements. GNS3 offers a more generalist
approach, suitable for basic network security training
but limited in MIoT-specific applications. Nessie,
though primarily a vulnerability scanner, provides a
cost-effective starting point for initial vulnerability de-
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tection but lacks the robustness needed for advanced
healthcare cybersecurity. For healthcare facilities
handling sensitive patient information and seeking
automated, intelligent threat response capabilities,
EVE-NG is the most suitable choice, while GNS3 and
Nessie may serve as complementary tools.
The literature shown in Table 1 summarizes the com-
parative research studies on cybersecurity schemes
in MIoT systems, focusing on essential parameters
like security architecture, vulnerability detection,
cost-effectiveness, ease of implementation, and smart
framework. Each reference provides insights into
simulation tools and techniques applicable to cyber-
security in MIoT-based healthcare systems, such as
diagnostic laboratory software.

3 Methodology and Design
This methodology assesses and compares the effec-
tiveness of three notable cybersecurity schemes—EVE-
NG, GNS3, and Nessie—based on their performance
in MIoT systems for healthcare applications. This
comparative analysis focuses on five primary param-
eters: security architecture, vulnerability detection,
cost effectiveness, ease of implementation, and smart
frameworks.
NS-2 (Network Simulator 2) is a widely used tool
to simulate network protocols and systems, partic-
ularly in research and academia. However, it may
not be preferred in some scenarios due to its steep
learning curve, the need for advanced programming
skills, limited support for modern technologies, and
resource-intensive simulations. Furthermore, NS-2
lacks real-time simulation capabilities, making it less
suitable for interactive or cutting-edge MIoT and cy-
bersecurity scenarios compared to more user-friendly
and modern tools such as EVE-NG or GNS3.
1. Systematic review: The initial phase of the

methodology involved a systematic review of
recent literature (2022–2024) to understand the
application, advantages, and limitations of each
tool in MIoT-based cybersecurity for healthcare.
The selected articles and case studies provided
insight into how each simulator performs under

conditions relevant to healthcare, such as pa-
tient data protection and integrity of diagnostic
software.
In the literature, to address the quantitative met-
rics or benchmarks to substantiate the effective-
ness of EVE-NG in the proposed scheme, the fol-
lowing steps can be taken:
(a) Key Performance Indicators (KPIs): Defining

the specific quantitative metrics that align
with the objectives of the cybersecurity
framework. For example, the following KPIs
can be considered:
i. Attack Detection Time: Measure the
time taken by EVE-NG to identify a cyber
attack after it is initiated.

ii. Mitigation Time: Quantify the time
required to mitigate the detected attack
or breach.

iii. Throughput and Latency: Evaluate the
throughput and latency of the MIoT
system under attack simulation to un-
derstand the impact on performance.

iv. Resource Consumption: Assess CPU,
memory, and network usage during
simulations to gauge the efficiency of
EVE-NG in resource management.

v. False Positive Rate: Determine the
rate at which false positives occur
during threat detection and response
simulations.

(b) Benchmark Against Industry Standards:
Compare the results obtained from EVE-NG
with industry-standard benchmarks for
cybersecurity resilience in MIoT systems.
For instance, results can be compared with
widely accepted security standards, such
as the CIS Critical Security Controls or NIST
cybersecurity framework.

(c) Real-World Simulation Scenarios: Create
detailed and realistic attack scenarios that
mimic the types of threats MIoT systems
may encounter in healthcare environments.
Measure how well the EVE-NG framework
performs in detecting and mitigating these
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Table 1. Literature review table summarizing the comparative research studies on security schemes in MIoT systems
Study Security Architec-

ture
Vulnerability De-
tection

Cost-
Effectiveness

Ease of Imple-
mentation

Smart Framework

EVE-NG [6]
(2022)

Offers a sophisti-
cated multi-layered
security architec-
ture, supporting
MIoT

Enables real-world
threat simulations;
detects weak points
in MIoT diagnostic
software

Cost-effective
due to its open-
source nature
and virtualized
testing capabili-
ties

Easy deployment
via HTML5 inter-
face

Provides a struc-
tured, smart sim-
ulation approach
to assess and re-
spond to MIoT cyber
threats

GNS3 [3]
(2023)

GNS3 architecture
supports network
topology simulation
but lacks specific
MIoT threat simula-
tion capabilities

Effective for general
network testing but
less adaptable to
MIoT-specific vulner-
abilities

Open-source
and widely acces-
sible, but may
require addi-
tional resources
for complex con-
figurations

Moderate com-
plexity; requires
familiarity with
network simula-
tion setups

Basic framework,
not tailored for
MIoT-specific cyber-
security assessment

Nessie [2]
(2022)

Nessie focuses on
vulnerability scan-
ning, with a simpler
security architecture
designed for basic
threat detection

Good at detecting
common vulnera-
bilities but limited
in simulating com-
plex MIoT-specific
attacks

Basic tools; af-
fordable for
routine security
checks but lacks
in-depth emula-
tion capabilities

Simple to use,
minimal setup
needed; acces-
sible to non-
technical staff

Lacks a smart frame-
work; supplemen-
tary tool for MIoT
risk assessment

EVE-NG [1]
(2023)

EVE-NG’s smart,
multi-functional
architecture allows
full-spectrum MIoT
threat simulation

Capable of compre-
hensive attack emu-
lation, allowing for
robust vulnerability
analysis

Highly cost-
effective; allows
testing without
high-end physi-
cal hardware

User-friendly
interface, HTML5
access enhances
accessibility

Employs a smart
cybersecurity frame-
work tailored to
MIoT systems

Zhou et al. [4]
(2022)

Developed a smart
framework within
EVE-NG, tailored
to diagnostic lab-
oratories’ MIoT
cybersecurity needs

Detailed vulner-
ability mapping
assesses the impact
of threats on patient
data security

Affordable
solutions for
healthcare facili-
ties with limited
budgets

HTML5 client
simplifies de-
ployment, mak-
ing it suitable
for healthcare IT
staff

A smart framework
enhances risk as-
sessment accuracy
and adaptability in
MIoT systems

Mortensen
& Tran [7]
(2024)

Compared security
architectures of
EVE-NG, GNS3, and
Nessie for health-
care applications

Comprehensive
review of vulnera-
bility detection in
simulation tools;
EVE-NG shown to be
superior

GNS3 is budget-
friendly but may
need upgrades;
EVE-NG proves
most versatile
and scalable

GNS3 is mod-
erately easy;
EVE-NG offers
the easiest web-
based access,
making it more
favorable

Concludes EVE-NG’s
framework best sup-
ports adaptable, in-
telligent MIoT secu-
rity frameworks

Gomez &
Anand [5]
(2023)

Validates EVE-NG’s
architecture for
complex MIoT-
based security
simulations and
threat response

High fidelity in de-
tecting advanced
threats; suitable
for healthcare MIoT
systems’ unique
security needs

Cost-effective as
it avoids physical
hardware and
reduces opera-
tional expenses

Simple to im-
plement via
VMware; suit-
able for exten-
sive cybersecu-
rity training and
testing

A smart cyberse-
curity framework
offers real-time
threat response
capabilities
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threats, and report the results in terms
of success rates, detection accuracy, and
system performance under different attack
intensities.

(d) Impact on System Reliability and Availability:
Quantitatively measure how the system’s re-
liability and availability are impacted during
a cyber attack, by monitoring uptime, down-
time, and recovery time.

(e) Statistical Analysis: Use statistical analysis
methods to validate the performance and
effectiveness of the proposed scheme, such
as comparing the success rates of attack
detection and mitigation across multiple
simulations, and calculating the confidence
intervals to assess the robustness of the
framework.

2. Parameter-Based Evaluation: The selected cyber-
security schemes were evaluated on five core pa-
rameters:
(a) Security Architecture: The framework and

design of each tool’s security protocols and
defenses.

(b) Vulnerability Detection: The ability to iden-
tify and mitigate security vulnerabilities.

(c) Cost-Effectiveness: Relative cost and value
for implementation in MIoT-based health-
care.

(d) Ease of Implementation: Installation com-
plexity, user interface, and learning curve.

(e) Smart Framework: Automation and adapt-
ability for advanced threat detection and re-
sponse.

3. Comparative Analysis: The tools were assessed
through direct tests and simulations to gauge
performance in these five areas. Diagnostic
laboratory software was deployed in each envi-
ronment to observe its resilience to simulated
attacks and to measure each tool’s responsive-
ness to cyber threats. The proposed smart
solution framework integrates three prominent
cybersecurity simulation tools—EVE-NG, GNS3,
and Nessie—to strengthen the security of Medi-

cal Internet of Things (MIoT) systems, particularly
in healthcare diagnostic laboratories. These
tools were chosen for their complementary
strengths, enabling a layered approach to cy-
bersecurity. Below is a scholarly comparison of
each tool and its role within the proposed hybrid
model:
(a) Nessie: Initial Vulnerability Assessment

Nessie is primarily used as a vulnerability
scanner for identifying foundational security
gaps in diagnostic software. It is designed
to perform basic network scans and detect
common vulnerabilities, such as improper
configuration settings or outdated software
components. In the context of the proposed
framework, Nessie plays an essential role in
establishing the baseline security posture
of the MIoT system. By scanning for known
vulnerabilities, Nessie provides valuable
insights into areas of concern that need to
be addressed before implementing more
advanced security measures. However,
Nessie is relatively limited in scope when
it comes to simulating complex attacks or
performing detailed network security emu-
lation. Its strength lies in its simplicity and
efficiency in performing initial scans, which
makes it ideal for early-stage assessments.

(b) GNS3: Network Security Simulation GNS3
(Graphical Network Simulator-3) serves
as a bridge between Nessie’s vulnerability
scanning and EVE-NG’s advanced emula-
tion capabilities. After Nessie identifies
vulnerabilities, GNS3 is used to simulate
network security configurations and im-
plement basic network-level safeguards,
such as firewall rules, intrusion detection
systems (IDS), and access control mea-
sures. It is particularly effective in creating
a realistic virtual environment for testing
network topologies and security protocols
without the need for physical hardware.
GNS3’s strength lies in its ability to simu-
late complex network setups and test the
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Table 2. Literature review table summarizing the comparative research studies on security schemes in MIoT systems
Study Security Architecture Vulnerability Detec-

tion
Cost-Effectiveness Ease of Implementa-

tion
Smart Framework

EVE-NG [6] (2022) Offers a sophisticated
multi-layered security
architecture, supporting
MIoT

Enables real-world
threat simulations; de-
tects weak points in
MIoT diagnostic soft-
ware

Cost-effective due to its
open-source nature and
virtualized testing capa-
bilities

Easy deployment via
HTML5 interface

Provides a structured, smart
simulation approach to as-
sess and respond toMIoT cy-
ber threats

GNS3 [3] (2023) GNS3 architecture sup-
ports network topology
simulation but lacks spe-
cific MIoT threat simula-
tion capabilities

Effective for general
network testing but
less adaptable to MIoT-
specific vulnerabilities

Open-source and widely
accessible, but may
require additional re-
sources for complex
configurations

Moderate complexity;
requires familiarity with
network simulation se-
tups

Basic framework, not tai-
lored for MIoT-specific cy-
bersecurity assessment

Nessie [2] (2022) Nessie focuses on vul-
nerability scanning, with
a simpler security archi-
tecture designed for ba-
sic threat detection

Good at detecting com-
mon vulnerabilities but
limited in simulating
complex MIoT-specific
attacks

Basic tools; affordable
for routine security
checks but lacks in-
depth emulation capa-
bilities

Simple to use, minimal
setup needed; accessi-
ble to non-technical staff

Lacks a smart framework;
supplementary tool for
MIoT risk assessment

EVE-NG [1] (2023) EVE-NG’s smart, multi-
functional architecture
allows full-spectrum
MIoT threat simulation

Capable of comprehen-
sive attack emulation, al-
lowing for robust vulner-
ability analysis

Highly cost-effective;
allows testing without
high-end physical hard-
ware

User-friendly interface,
HTML5 access enhances
accessibility

Employs a smart cybersecu-
rity framework tailored to
MIoT systems

Zhou et al. [4] (2022) Developed a smart
framework within EVE-
NG, tailored to diagnos-
tic laboratories’ MIoT
cybersecurity needs

Detailed vulnerability
mapping assesses the
impact of threats on
patient data security

Affordable solutions for
healthcare facilities with
limited budgets

HTML5 client simplifies
deployment, making it
suitable for healthcare IT
staff

A smart framework en-
hances risk assessment
accuracy and adaptability in
MIoT systems

Mortensen & Tran [7]
(2024)

Compared security ar-
chitectures of EVE-NG,
GNS3, and Nessie for
healthcare applications

Comprehensive review
of vulnerability detec-
tion in simulation tools;
EVE-NG shown to be
superior

GNS3 is budget-friendly
but may need upgrades;
EVE-NG proves most ver-
satile and scalable

GNS3 is moderately
easy; EVE-NG offers
the easiest web-based
access, making it more
favorable

Concludes EVE-NG’s frame-
work best supports adapt-
able, intelligent MIoT secu-
rity frameworks

Gomez & Anand [5]
(2023)

Validates EVE-NG’s ar-
chitecture for complex
MIoT-based security
simulations and threat
response

High fidelity in detecting
advanced threats; suit-
able for healthcare MIoT
systems’ unique security
needs

Cost-effective as it
avoids physical hard-
ware and reduces
operational expenses

Simple to implement
via VMware; suitable for
extensive cybersecurity
training and testing

A smart cybersecurity
framework offers real-time
threat response capabilities

effectiveness of various security controls
under controlled conditions. While it does
provide amore advanced level of simulation
compared to Nessie, GNS3 still lacks the
comprehensive attack emulation and real-
time threat response capabilities offered by
more advanced tools like EVE-NG.

(c) EVE-NG: Advanced Emulation and Threat
Detection EVE-NG (Emulated Virtual Environ-
ment for Network Graphing) is the core tool
within the proposed framework, offering
a sophisticated and scalable environment
for simulating complex attacks and assess-
ing MIoT system vulnerabilities. EVE-NG
stands out due to its ability to emulate
multi-vendor networks and simulate a wide

range of advanced cyber-attacks, making it
ideal for the dynamic and high-risk environ-
ments associated with healthcare systems.
It allows for real-time simulation of attacks,
enabling cybersecurity professionals to not
only detect and mitigate security threats
but also automate threat response actions.
EVE-NG’s flexibility enables tailored simula-
tions of attacks specific to MIoT vulnerabili-
ties, such as unauthorized access to medical
devices, data breaches, and exploitation
of weak communication protocols. Fur-
thermore, it provides valuable feedback
through real-time threat detection, helping
continuously refine security protocols and
improve system resilience. By integrating
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various cybersecurity solutions, such as
IDS/IPS (Intrusion Detection/Prevention
Systems) and SIEM (Security Information
and Event Management), EVE-NG forms
the backbone of the framework, ensuring
that the MIoT system remains secure and
responsive in the face of evolving cyber
threats.

3.1 Comparative Analysis for the
Proposed Hybrid Model

The proposed hybrid model leverages the strengths
of EVE-NG, GNS3, and Nessie in a complementary
manner, each serving a distinct purpose in the
multi-layered security approach:
1. Nessie, as the first layer, ensures that founda-

tional vulnerabilities in the MIoT system are
identified and addressed. Its simplicity and
focused vulnerability scanning capabilities make
it an efficient tool for early-stage security assess-
ments. However, its limitations in simulating
attacks and handling complex configurations
make it unsuitable for more advanced attack
simulations.

2. GNS3, whilemore advanced thanNessie, focuses
on simulating network-level security measures.
It allows for testing the configurations and pro-
tocols necessary to create a secure baseline but
does not support the level of attack emulation
required for comprehensive threat assessment.

3. EVE-NG, with its advanced emulation capabilities,
forms the heart of the proposed framework. It
allows for sophisticated attack simulations that
mimic real-world cyber threats, particularly those
targeting MIoT systems in healthcare. Its ability
to automate threat detection and response pro-
vides real-time feedback and ensures continuous
improvement of security measures.

After thorough reviews, each tool—Nessie, GNS3,
and EVE-NG—has its individual strengths and limi-
tations. Their combined use in the proposed smart
cybersecurity solution creates a robust and compre-
hensive defense mechanism. Nessie ensures that
initial vulnerabilities are addressed, GNS3 builds upon

this by simulating network-level security configura-
tions, and EVE-NG brings advanced emulation and
real-time attack response capabilities. This hybrid ap-
proach effectively securesMIoT systems by identifying,
addressing, and continuously improving cybersecurity
measures in a dynamic healthcare environment.
3.2 Comparative Analysis Between

Nessie, GNS3, and EVE-NG
The following table provides a comparative analysis of
Nessie, GNS3, and EVE-NG based on key parameters:

The proposed hybrid model ensures a systematic
approach to MIoT cybersecurity:
1. Nessie addresses early-stage vulnerabilities.
2. GNS3 focuses on configuring and testing secure

network architectures.
3. EVE-NG simulates advanced threats and provides

real-time attack mitigation.
This multi-layered strategy ensures robust protec-

tion forMIoT systems in healthcare, combining founda-
tional checks, network security, and advanced threat
emulation.

The proposed hybrid model leverages the
strengths of EVE-NG, GNS3, and Nessie in a com-
plementary manner, each serving a distinct purpose
in the multi-layered security approach:
1. Nessie, as the first layer, ensures that founda-

tional vulnerabilities in the MIoT system are
identified and addressed. Its simplicity and
focused vulnerability scanning capabilities make
it an efficient tool for early-stage security assess-
ments. However, its limitations in simulating
attacks and handling complex configurations
make it unsuitable for more advanced attack
simulations.

2. GNS3, whilemore advanced thanNessie, focuses
on simulating network-level security measures.
It allows for testing the configurations and pro-
tocols necessary to create a secure baseline but
does not support the level of attack emulation
required for comprehensive threat assessment.

3. EVE-NG, with its advanced emulation capabilities,
forms the heart of the proposed framework. It
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Table 3. Comparative Analysis of Nessie, GNS3, and EVE-NG
Feature Nessie GNS3 EVE-NG
Vulnerability Scanning Comprehensive foundational checks Limited to network vulnerabilities Advanced, with attack simulation capabilities
Configuration Complexity Simple setup Moderate complexity Highly complex and versatile
Attack Simulation Not supported Limited Fully supported with real-world emulation
Real-time Feedback Limited Limited Advanced, including automated response
Targeted Use Foundational MIoT vulnerabilities Network-level security measures Advanced threat emulation and automation

allows for sophisticated attack simulations that
mimic real-world cyber threats, particularly those
targeting MIoT systems in healthcare. Its ability
to automate threat detection and response pro-
vides real-time feedback and ensures continuous
improvement of security measures.

After thorough reviews of each tool—Nessie, GNS3,
and EVE-NG—has its individual strengths and limita-
tions, their combined use in the proposed smart cyber-
security solution creates a robust and comprehensive
defense mechanism. Nessie ensures that initial vul-
nerabilities are addressed, GNS3 builds upon this by
simulating network-level security configurations, and
EVE-NG brings advanced emulation and real-time at-
tack response capabilities. This hybrid approach effec-
tively secures MIoT systems by identifying, addressing,
and continuously improving cybersecuritymeasures in
a dynamic healthcare environment.
3.3 Proposed Solution Flow Diagram
Based on findings, a process flow diagram illustrates
the recommended approach for utilizing EVE-NG,
GNS3, and Nessie in tandem. This hybrid approach
leverages EVE-NG’s robust emulation for primary
security, GNS3’s ease of network setup for initial
testing, and Nessie’s vulnerability scanning as an early
detection layer. The following process flow illustrates
the proposed methodology for integrating EVE-NG,
GNS3, and Nessie into a comprehensive cybersecu-
rity solution for diagnostic laboratory software in
MIoT-based healthcare systems.
1. Nessie Vulnerability Scan: Nessie performs an

initial vulnerability scan to detect basic secu-
rity gaps in the diagnostic laboratory software.
Identified vulnerabilities are documented.

2. GNS3 Basic Simulation: Using GNS3, basic net-
work security tests are conducted to establish

a secure baseline environment. Preliminary
configurations and patches are applied based
on Nessie’s findings.

3. EVE-NG Advanced Simulation: EVE-NG is then
deployed to simulate complex cyber-attacks. Its
smart framework automates threat response,
monitors for real-time vulnerabilities, and as-
sesses the effectiveness of security protocols
applied in GNS3.

4. Feedback and Improvement Loop: Data gath-
ered from EVE-NG simulations feed back into the
system for continuous improvement, updating
configurations in both Nessie and GNS3 as
required.

4 Results and Discussion
The EVE-NG is available in three versions: commu-
nity, professional, and learning centre. We used
the community version for our proposed scheme
for simulation because it is free and mostly used
for personal purposes, while the Professional and
Learning Center versions are paid. For setting up
Minimal PC Desktop/Laptop Small Labs Prerequisites
the following features:
1. CPU: Intel CPU supporting Intel® VT-x /EPT virtu-

alization
2. Operating System: Windows 10, 11 or LinuxDesk-

top
3. VMware Workstation 15.0 or later
4. VMware Player 15.0 or later.
The performance and quantity of nodes per lab

depend on the types of nodes deployed in the lab. The
settings used for hardware and virtual machines for
running the community version are shown in Table 4:
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Table 4. Comparative metric analysis of the proposed scheme with popular cyber simulation tools.
Tool Security Architec-

ture
Vulnerability De-
tection

Cost-
Effectiveness

Ease of Implemen-
tation

Smart Frame-
work

EVE-NG
[6],(2022)

Multi-layered (real-
time) emulation;
valid for MIoT sys-
tem

Comprehensive
threat simulation

Low cost, open
source, supports
extensive testing

Simple Deploy with
HTML5

Automated threat
detection for MIoT

GNS3
[3],(2023)

Basic architecture;
lacks MIoT-specific
focus

General vulnerabil-
ity testing in MIoT
applications

Open-source and
moderate cost

Moderate learning
curve for network
simulation

Does not support
advanced auto-
mated systems

Nessie
[2],(2022)

Simple security
model, focused
on vulnerability
scanning

Basic vulnerability
assessment only

Very cost-effective;
primarily for initial
assessments

Extremely easy to
implement; mini-
mal configuration
needed

No smart frame-
work for auto-
mated response

Proposed
Smart
Scheme

Multi-layered se-
curity framework
integrating EVE-NG,
GNS3, and Nessie

Advanced, dy-
namic vulnerability
detection and real-
time simulations

Cost-effective by
utilizing open-
source tools

User-friendly inte-
gration of existing
tools; streamlined
process

Smart framework
for automated
threat response
and adaptive secu-
rity measures

Figure 1. The Process Flow Diagram of the Proposed Simulation Model

EVE-NG is a versatile network emulator that
provides robust features for both educational and
professional environments. Its ease of implemen-
tation and user-friendly interface make it an ideal
choice for supervising student activities in a virtual lab
setting. After careful evaluation, EVE-NG was selected

due to its ability to integrate essential features found
in other network simulators with minimal limitations.
The platform supports remote computer network lab
exercises, allowing students to participate in hands-on
learning under teacher supervision from any location.
The pro version of EVE-NG is especially beneficial for
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Table 5. Hardware and Virtual Machine Requirements for MIoT Systems
Hardware Requirements

CPU Intel i7 (8 Logical processors or higher), Intel VT-
x/AMD-V for virtualization

RAM 16GB or higher (to handle multiple concurrent
processes and data processing)

HDD 500GB SSD or higher (for faster data access and
system responsiveness)

Network 1 Gbps LAN/WLAN (for high-speed data transfer
and real-time communication)

GPU (Optional) Dedicated GPU (for advanced simulations and
machine learning workloads)

Virtual Machine Requirement
Memory 16GB or higher (to allocate sufficient resources

for VM-based simulations)
Processor 8 virtual CPUs (to simulate parallel processes and

manage complex workloads)
Network Adapter NAT or Bridged (for direct communication with

physical network or internet)
USB Controller Present (for connecting external devices or sen-

sors, if required)
Display Auto-detect (or specify higher resolution for de-

tailed diagnostics and visualization)

educational settings, as it enables multiple users to
work simultaneously within the same lab environ-
ment. Additionally, administrators can assign specific
user roles within EVE-NG, providing a controlled
environment by restricting user actions such as device
movement and configuration changes. This is espe-
cially valuable in structured learning environments
where varied access levels are essential. Moreover,
EVE-NG includes Cisco images, which facilitate net-
work device simulation with complex functionalities,
making it an effective tool for students to learn about
network device configuration and management.
4.1 Simulating Hacking Attacks in

Healthcare Diagnostic Software
In healthcare, diagnostic software plays a critical role
by supporting accurate diagnosis and appropriate
treatment recommendations. However, when this
software is compromised through a hacking attack, it
presents severe risks, both to patient safety and data
integrity. A security breach can lead to misdiagnosis

or inappropriate treatment recommendations, po-
tentially increasing the risk of patient harm. Hacking
attacks on healthcare diagnostic software can have
multiple adverse effects, including compromising
patient safety, degrading data integrity, violating
privacy, and resulting in legal and ethical ramifications.
These risks can also significantly damage the institu-
tion’s reputation, as patients and stakeholders lose
confidence in the security and reliability of healthcare
services. To simulate a hacking scenario on diagnostic
software in a controlled environment, the following
setup was used:
1. Attacker PC: Configured with Kali Linux, a plat-

form widely used for penetration testing and
ethical hacking, is shown in Figure 2.

2. Laboratory PC: Running the diagnostic software,
OpenClinic GA, which is an open-source health-
care management system.

3. Patient PC/Mobile: A client system representing
the end-user, accessing the diagnostic software.
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In the simulated environment, Kali Linux launched
cyberattacks on the laboratory PC where the diag-
nostic software was installed. This setup allowed for
an analysis of potential vulnerabilities and security
gaps within the software. Vulnerabilities identified
during the attack simulation provide critical insights
into areas requiring enhancement to protect against
real-world cyber threats. This simulation highlights the
importance of cybersecurity measures in healthcare
diagnostic software, especially given the potential
repercussions of compromised data integrity and
patient privacy. The findings from such exercises
emphasize the need for continuous improvement in
healthcare IT security protocols to protect patient data
and ensure the safe operation of critical diagnostic
tools.
4.2 KALI Linux
The attacker from Kali Linux was using the social
engineering kit shown in Figure 3 to attack, in which
several options were given to choose from attacks
on other PCs. It’s the introductory interface of SET.
An attack was generated using Kali Linux’s Social
Engineering Toolkit (SET), as shown in Figure 3. The in-
terface provides multiple options for selecting specific
attack methods aimed at targeting another computer.
The figure illustrates the introductory interface of SET,
where users can choose different attack vectors to
initiate cyber-attacks, such as phishing or credential
harvesting, against the target system. In Figure 4, the
option has been given to select the module of attack;
we chose option 2 In Figure 4, the interface of
Kali Linux’s Social Engineering Toolkit (SET) is shown,
where users are provided with various options to
select the desired attack module. In this simulation,
Option 2 was chosen, which corresponds to a specific
attack method designed to target and compromise
the security of the system under test. This step is part
of the broader process of initiating and executing the
chosen attack strategy.

In that step, we chose option 3 to set the Attack as
shown in Figure 5

In Figure 5, attack module is configured by se-
lecting Option 3 in the Kali Linux Social Engineering

Toolkit (SET). This step involves finalising the attack
setup, where specific parameters and configurations
are defined to execute the chosen attack. The figure
illustrates the process of setting the attack method
and preparing it for deployment against the target
system.

In the step pre-define web application option has
been given and chosen 1 as shown in Figure 6

In Figure 6, the pre-defined web application option
is selected, with Option 1 chosen for the attack setup.
This step involves selecting a specific web application
target, allowing the attack to be directed at a known
vulnerable application within the system. The figure
illustrates the process of configuring the attack to ex-
ploit weaknesses in the selected web application.

After this web template option has been given, we
select 2 Google templates becausemost users find this
website reliable, then SET itself the harvest parameter
from the website to make its clone site as illustrated in
Figure 7.

In Figure 7, after selecting the web template option,
Option 2 (Google template) is chosen for the attack.
This selection is made because many users trust
Google’s website, making it an ideal target for phish-
ing attacks. SET then harvests parameters from the
Google website to create a cloned site, which is used
to deceive users into entering sensitive information.
The figure demonstrates this process, showing how
the cloned site mimics the trusted web application for
malicious purposes.

All set to go for attacking a system as shown in Fig-
ure 8

In Figure 8, all configurations are finalized, and
the system is now ready for the attack. The setup is
complete with the cloned Google website ready to
deceive the target users. This step marks the initiation
of the attack, where the attacker can begin exploiting
the vulnerabilities of the target system using the pre-
viously configured parameters. The figure illustrates
the final stage before launching the attack against the
system.
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Figure 2. Simulation of hacking attack in EVE-NG

Figure 3. Attack Generation Using Kali Linux’s Social Engineering Toolkit (SET)

In Figure 9, a fake link has been generated to open
clinic GA software administrator.

In Figure 9, a fake link is generated to target the
clinic GA software administrator. The link, disguised
as a legitimate URL, is designed to deceive the admin-

istrator into clicking on it. Once accessed, the link
can potentially compromise the system by exploiting
the vulnerabilities of the targeted software, leading
to unauthorized access or data breaches. The figure
demonstrates the process of generating and using the
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Figure 4. Selection of Attack Module in SET

Figure 5. Chosed option 3 to set the Attack

fake link to execute the phishing attack.
The administrator has checked email and clicked

the links shown in Figure 10.
In Figure 10, the clinic software administrator

checks their email and clicks on the fake link. This
action is a critical step in the phishing attack, as
the administrator is unknowingly directed to the
cloned website. Once clicked, the attack can initiate,
potentially leading to data compromise, unauthorized
access, or other malicious activities. The figure illus-
trates the moment when the administrator interacts

with the phishing attempt, triggering the vulnerability
exploitation.

In Figure 11, the administrator has logged in with a
password on the clone page of the simulator

In Figure 11, the clinic software administrator logs
in using their password on the cloned page of the
simulator. This step is crucial in the phishing attack,
as it allows the attacker to capture the administrator’s
credentials. Once entered, the attacker can gain
unauthorized access to the system, potentially leading
to data breaches or system manipulation. The figure
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Figure 6. Selection of a Predefined Web Application for Attack

Figure 7. Selection of Google Template for Attack in SET

illustrates the point where the administrator unknow-
ingly submits their login information to the malicious
cloned site.

After the administrator enters the password, all the
data is shown to the hacker on the Kali Linux PC. A re-
port has been generated as shown in Figure 12.

In Figure 12, after the administrator enters their
password, all the captured data is displayed on the
hacker’s Kali Linux system. The malicious login creden-
tials and other sensitive information are successfully
harvested. A report is generated on the Kali Linux
machine, detailing the stolen data. This step illustrates
the success of the phishing attack, where the attacker

gains access to critical information, which can be used
for malicious purposes, such as unauthorized system
access or identity theft.

After simulating attack, we conclude hacking attack
effects user interface and database layer of diagnosis
software while exploiting Improper Input Validation,
Lack of Rate Limiting.

After simulating the attack, it was concluded that
the hacking attempt impacted both the user interface
and the database layer of the diagnostic software.
This exploitation was primarily due to vulnerabilities
such as improper input validation, lack of rate limiting,
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Figure 8. Final Setup for Attacking the System

Figure 9. Generation of Fake Link to Target Clinic GA Software Administrator

and insufficient data encryption.
The proposed smart solution framework inte-

grates three prominent cybersecurity simulation
tools—EVE-NG, GNS3, and Nessie—to fortify MIoT
systems, particularly within healthcare diagnostic lab-

oratories. Each tool was selected to address specific
vulnerabilities and provide comprehensive security
coverage. Nessie serves as the initial layer, conducting
basic vulnerability scans to identify and document
any foundational security gaps in diagnostic software.
This initial assessment informs the configurations
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Figure 10. Administrator Clicking on the Fake Link

Figure 11. Administrator Login on the Cloned Page

applied in GNS3, where a basic network security
simulation is conducted to establish a secure baseline
and implement preliminary safeguards.
EVE-NG plays a central role in the framework, offering
advanced emulation capabilities that allow for sophis-
ticated attack simulations tailored to MIoT-specific
vulnerabilities. Its smart framework automates threat
detection and response, providing real-time feedback
that enables continuous improvement in security
protocols. EVE-NG’s robust simulation environment
ensures that the system is resilient against complex
cyberattacks, thus securing sensitive patient data and
diagnostic processes.
The study dived into the practical potential of the

proposed cybersecurity framework, especially em-
phasizing EVE-NG’s cost-effectiveness in simulating
cybersecurity attacks and defenses for MIoT systems
in healthcare. However, the real-world implemen-
tation of this framework could encounter several
challenges. First, while EVE-NG offers a powerful
simulation environment, scaling the solution for large-
scale, real-world MIoT systems in healthcare may
require significant computational resources and more
complex configurations. Additionally, the integration
of the simulation tools with existing healthcare infras-
tructure could face interoperability issues, particularly
when dealing with legacy systems. Furthermore,
continuous updates to the MIoT system’s security
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Figure 12. Data Captured by Hacker and Report Generation

protocols and ensuring real-time attack detection and
responsemay pose practical challenges inmaintaining
system effectiveness. Therefore, while the framework
demonstrates strong potential, addressing scalabil-
ity, integration, and maintenance challenges will be
crucial for its successful deployment in real-world
healthcare environments.

The framework’s layered structure creates a feed-
back loop where results from EVE-NG’s simulations
are used to update configurations in Nessie and
GNS3, ensuring adaptive protection. This integrated
approach not only improves threat detection but
also enhances ease of implementation and cost-
effectiveness, making it viable for resource-sensitive
healthcare applications. By utilizing these tools
together, the proposed solution offers a dynamic,
scalable, and efficient method for securing MIoT
systems in healthcare, enhancing patient data safety
and diagnostic reliability.

4.3 Limitations
The proposed smart solution framework has certain
limitations that must be addressed for effective
implementation. Firstly, while it aims to create a
smart environment leveraging interconnected de-
vices, it currently lacks proper IoT imagery and does
not provide animated effects to illustrate various

scenarios effectively. This absence may hinder user
understanding and engagement with the simulation
results. Additionally, the use of personal virtual
machines (VMs) running on different ESXi hosts com-
plicates testing procedures. Segmented networks
are required to evaluate firewalls and run malware
simulations; however, these infrastructures often
rely on port groups that can inadvertently commu-
nicate with one another and with the internet via
the production infrastructure. This overlap poses
security risks and complicates the testing environ-
ment. Furthermore, when an engineer departs from
the organization, their VMs and the accumulated
knowledge associated with them are often lost. This
raises concerns about the continuity of expertise and
knowledge retention within the organization. Lastly,
the VMware platform, while widely used, does not
provide the necessary features and flexibility to fully
support the diverse needs of the proposed framework,
rendering some aspects of the approach less effective.

5 Conclusion and future work
5.1 Conclusion
The proposed smart solution framework for enhanc-
ing cybersecurity in MIoT systems within healthcare
diagnostic laboratories offers a robust strategy by in-
tegrating EVE-NG, GNS3, and Nessie. This multi-tiered
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approach effectively addresses critical security chal-
lenges, including vulnerability detection and real-time
threat simulation. However, it is essential to recognize
the limitations associated with the current implemen-
tation, particularly in the areas of IoT imagery and the
operational complexities of personal VMs. Despite
these challenges, the framework provides a valuable
foundation for securing sensitive patient data and
healthcare processes.
5.2 Future Work
Future research should focus on addressing the lim-
itations identified in this study. Enhancements to the
simulation environment could include the develop-
ment of proper IoT imagery and animated scenarios to
improve user engagement and understanding. Addi-
tionally, exploring alternative virtualization platforms
that offer greater flexibility, and functionality may
enhance the overall effectiveness of the framework.
Further investigation into robust methods for knowl-
edge retention within organizations is also warranted
to ensure continuity of expertise. Finally, integrating
AI-based predictive analytics and intrusion detection
systems could bolster the framework’s ability to antic-
ipate and mitigate emerging cybersecurity threats in
real-time. By addressing these areas, the proposed
framework can evolve into a more comprehensive
and effective solution for securing MIoT systems in
the healthcare sector.
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