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Abstract

In the present era of common email use, the constant challenge of distinguishing be-
tween emails that are genuine and spam necessitates the adoption of complex ap-
proaches. This study evaluates a Random Forest and Naive Bayes ensemble’s perfor-
mance in handling the difficult problem of email classification by using a voting classifier.
The research uses important preprocessing techniques, such as feature selection and
data integrity checks in addition to machine learning models, to ensure the validity of
the analysis using real email data. Training and evaluating the collaborative learning
model—a hybrid of Random Forest and Naive Bayes—focuses on key performance in-
dicators including accuracy and classification reports. Robust techniques are used to
address common problems with email data, such as missing values. In particular, our
Collaborative Voting Classifier demonstrates its effectiveness as a powerful tool that en-
hances overall model performance by providing an equitable means of email classifi-
cation. The results offer a thorough examination of memory, accuracy, and precision
together with an understandable illustration made possible by confusion matrices. In
this study, we assess the effectiveness of a number of classification algorithms on a par-
ticular dataset, including our proposed Voting Classifier, K-Nearest Neighbors, Gaussian
Naive Bayes, and Random Forest. With considerable precision (99%), recall (96%), and
F1-Score (95%), the proposed Voting Classifier performs exceptionally well overall, with
high accuracy (95.9%). This study offers a thorough viewpoint for real-world classifica-
tion task applications, giving insightful information about the relative advantages and
disadvantages of different methods.
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1 Introduction

In the modern era of widespread email use, the
ongoing difficulty of differentiating between authentic
emails and spam has led to the requirement for
sophisticated techniques. By delving into the com-
plexities of email classification and utilizing ensemble
learning to combine the strengths of Random Forest
and Naive Bayes algorithms, this study tackles the
persistent problem of spam overload.

Ensemble approaches are an attractive and suc-
cessful strategy because of the dynamic nature and
growing amount of spam, which need for reliable
and adaptable solutions. Email communication has
become a necessity in modern life, but its effective-
ness and security are threatened by the ever-growing
spam epidemic. It's becoming increasingly important
to distinguish between undesired spam and real
communication, which is why academics are pushing
for more advanced methods of email classification.
The progressive development of spam, characterized
by its ever-changing nature and growing complexity,
calls for creative approaches to guarantee that email
filtering systems remain effective. Combining Random
Forest with Naive Bayes in an ensemble model offers
a viable way to raise the efficacy and accuracy of email
categorization. The utilization of ensemble learning,
which harnesses the combined intelligence of several
algorithms, presents a strategic way to address the
complex issues presented by contemporary email
spam. The study emphasizes the value of ensemble
learning in addressing the complex dynamics of email
classification and in overcoming technological obsta-
cles in a comprehensive manner. Using an actual
email dataset, this study emphasizes how important
it is to use careful preprocessing methods in order to
guarantee the accuracy of the results. As part of the
preliminary processes, frequent problems like missing
values are addressed and the foundation for a solid
and trustworthy analysis of the ensemble model is
built.

The Voting Classifier, an integrative tool that in-
tegrates certain algorithms in a synergistic way, is a
key component of the technique and has shown to
be a successful tool for email categorization. To fully

assess the effectiveness of the ensemble model, the
research heavily emphasizes performance criteria like
as the confusion matrix, recall, accuracy, and preci-
sion. The results add significantly to the continuing
discussion on efficient spam detection techniques by
providing insightful information on the advantages
and drawbacks of using a variety of algorithms for
email filtering. This research seeks to provide profes-
sionals and academics with a better grasp of ensemble
learning techniques and how to apply them to the dy-
namic area of email classification, extending beyond
short-term solutions. One distinctive aspect of our
research is the use of a unique ensemble approach in
conjunction with a well-designed Voting Classifier that
smoothly blends the Random Forest and Naive Bayes
algorithm. This cutting-edge technology is notable for
its exceptional performance, with 95.9% accuracy rate
in the face of challenging email classification jobs.

This paper gives detailed insights into the indi-
vidual merits and downsides of various algorithms,
adding a complete viewpoint to the larger issue of
machine learning applications in email security. Using
a genuine email dataset and demanding prepara-
tion processes, we demonstrate the usability and
robustness of our method. Beyond simple theoretical
advances, our work has important practical implica-
tions for email security applications. Interestingly, the
proposed collaborative voting classifier shows out as a
robust solution, attaining the best possible recall and
precision ratio. It presents as a useful tool in practical
circumstances, deftly handling the complex dynamics
of spam and non-spam categorization. In addition, our
work establishes the foundation for further advance-
ments in the discipline. It provides insightful advice
to practitioners and scholars alike, promoting the
investigation of various machine learning techniques
to address the changing demands of email classifica-
tion. Essentially, we want to push ensemble learning'’s
practical application in the ever-changing field of email
security, as well as its theoretical understanding.

The remainder of the paper is as follows: Related
Work provides a concise synopsis of earlier research
on email spam detection. Our methodical approach
was outlined in Section 3 which also included the
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specifics of preprocessing and ensemble model im-
plementation. Section 4 offers insightful information
on the advantages and disadvantages of different
classification methods. A comprehensive analysis of
the model's performance is done in Section 5 with
future directions.

2 Related Work

Many studies have made significant contributions to
the progress of email spam protection systems, mostly
by increasing the accuracy and efficacy of spam classifi-
cation. The Naive Bayes approach, created by Sahami
et al. [1], was the first machine learning application
for email categorization. This study laid the ground-
work for further studies on the differentiation between
spam and legitimate emails.

Abkenar et al. [2], explored the use of textual fea-
tures in spam detection, providing valuable insights
into content-based filtering algorithms. According to
current research, ensemble learning is an effective
way for increasing the resistance of spam classifica-
tion systems. The authors in [3, 4] demonstrated how
ensemble techniques may overcome the drawbacks
of single algorithms, which is consistent with our
findings on the Random Forest method. Likewise,
Zhao et al. [5] investigated the specifics of ensemble
learning for email filtering, emphasizing the need of
using many classifiers to produce the best results.
Extensive research has been conducted to address
the dynamic nature of spam and the need for adaptive
algorithms in email spam filtering. Akinyelu et al. [6]
emphasized the need of developing models that can
adapt to new spam trends in their comprehensive
assessment of machine learning approaches for email
filtering.

Recent breakthroughs in email spam detection
include the study of neural network topologies [7] and
deep learning algorithms [8]. Kim et al. [7] looked at
several neural network topologies to improve email fil-
tering, whereas Smith and Johnson [8] employed deep
learning techniques. Patel et al. [9] also enhanced
email spam detection through the use of natural
language processing algorithms.

A comparative study of ensemble learning meth-

ods for categorizing email spam [10] contributes to
the area by offering insight on the relative advantages
of various ensemble approaches. This improves our
understanding of ensemble tactics for email spam
detection in general. Recent research has looked into
new approaches for dealing with the ever-changing
difficulties of email spam detection. To improve
performance, Wang et al. [11] proposed a novel tech-
nique for multi-perspective feature fusion that makes
use of Graph Attention Networks. Using previously
trained language models, Li et al. [12] focused on
transfer learning for real-time spam detection on edge
devices.

Khan et al. [13] provided a federated learning-
based spam filtering system that is explainable while
also protecting privacy. Wu et al. [14]investigated ad-
versarial training to enhance resilience against textual
evasion attacks, whereas Chen et al. [15] investigated
multimodal attention fusion to detect spam in emails
with varying content. Our study's use of Random
Forest and Naive Bayes in an ensemble learning
framework is consistent with broader advances in the
field [16, 17].

Using real-world datasets, our study broadens
the evaluation of ensemble techniques and provides
valuable information about how well they perform
in current email classification tasks. Our research
increases successful email spam filtering systems
by combining current breakthroughs in ensemble
learning with a thorough examination of past studies.
Recent surveys and reviews [18] provide a compre-
hensive overview of the state-of-the-art in email spam
detection, offering insights into a variety of method-
ologies, such as feature selection and ensemble
learning [19], adversarial attacks and defenses [20],
deep learning with attention mechanisms [21], hybrid
approaches that combine support vector machines
and deep neural networks [22], and the use of con-
volutional neural networks in email spam detection
[23].

Systematic studies [24] also include the evolution of
machine learning methodologies [25], upgraded Naive
Bayes methods [26], ensemble learning with multiple
classifiers [27], and hybrid feature selection with deep
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learning [28]. The study of cutting-edge approaches
such as gradient boosting decision trees [29], recur-
rent neural networks [30], [31], and transfer learning
[32] advances the state-of-the-art in email spam detec-
tion.

Recent research [25] have included a variety of
unique strategies and breakthroughs in email spam
detection. Refinement of Naive Bayes algorithms
[23], as emphasized in [26], is an important addition.
These enhancements aim to increase the precision
and efficacy of spam detection systems. Investigating
hybrid approaches is another important step, as
indicated in [33]. These approaches seamlessly blend
convolutional neural networks with random forests,
providing a mix of old and new methods for more
effective spam detection.

Attention techniques are fundamental in the field
of deep learning [34]. These procedures increase deep
learning models’ performance by tackling complicated
patterns and nuances in email content, allowing for
more accurate and nuanced spam categorization.
The investigation of transfer learning in [32] finds it
to be a good method. Transfer learning improves
the flexibility of spam detection systems, allowing
them to effectively address evolving email threats
by leveraging existing knowledge and models [24].
The application of adversarial training strategies, as
outlined in [23], provides a new viewpoint on the
processes. These strategies fortify spam detection
models against possible flaws by simulating adversar-
ial scenarios, hence increasing the system’s overall
resilience. In conclusion, the combined results given
in the conference proceedings [27] demonstrate how
dynamic and ever-changing the area of email spam
detection research is [28]. Combining complex hybrid
approaches [35], advanced deep learning techniques
[29], and upgraded classical methods [36, 37] demon-
strates a determined effort to stay ahead of the curve
in the ongoing fight against email spam.

3 Methodology

To achieve successful email categorization, we provide
a system in Figure 1 that smoothly incorporates the
Random Forest and Naive Bayes algorithms inside

a soft voting ensemble architecture. Our method
begins with a comprehensive preparation of the
dataset, which includes removing non-informative
columns and doing painstaking checks to guarantee
that no values are missing. The numerical features
of the dataset are then utilized to build the Random
Forest and Naive Bayes models once it has been
thoroughly divided into training and testing sets. Our
technique is based on merging predictions from the
Random Forest and Naive Bayes models in a way that
complements one another, using a Voting Classifier,
an effective ensemble learning tool.

This strategy tries to improve prediction resilience
and precision by leveraging the unique features
of each algorithm. The trained ensemble model is
thoroughly assessed on the test set, and performance
measures like as accuracy, precision, recall, and F1
score are calculated. To gain a better understanding
of our model’s behavior, we create and publish a thor-
ough confusion matrix. This thorough assessment
technique not only assesses the performance of our
ensemble model, but also emphasizes the nuances of
its prediction abilities.

Our novel technique builds on past work on ensem-
ble algorithms and tailors them to the specific issues
of email categorization, contributing to the continued
evolution of effective spam filtering systems. Through
this project, we hope to assist future improvements in
email security and provide a robust response to the
ever-changing world of spam detection and categoriza-
tion.

3.1 Proposed Methodology

This study approaches the email categorization
problem using the Naive Bayes (NB) and Random
Forest algorithms individually. This study evaluates
and compares the performance of many algorithms
individually, emphasizing their strengths and short-
comings. The study uses criteria such as accuracy,
precision, recall, and F1 score to determine how
effectively each system handles the complexities of
email classification.
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Figure 1. Methodology's Block Diagram

3.2 Naive Bayes

The probabilistic classifier takes the class label as in-
put. The Naive Bayes hypothesis states that the exis-
tence of one attribute does not indicate the presence
of another. These assumptions are utilized by Naive
Bayes in email classification to estimate the likelihood
that an email belongs in a given category based on the
presence of specified words or characteristics.

3.3 Random Forest

During training, a variety of decision trees are built us-
ing Random Forest, an adaptable ensemble learning
approach that determines the mode of the individual
trees’ classes (classifications). Each tree in the Random
Forest is created using a random selection of features
and training data, reducing the chance of overfitting
while increasing variety. In the context of email cate-
gorization, Random Forest examines several attributes
simultaneously, finding complex relationships in the
data.

3.4 Algorithm

The fundamental stages of a voting classifier algorithm
are described in Table 1, whereby a majority voting
system is used to determine the final prediction after
many base classifiers have made predictions.

4 Experiments and Results

Comprehensive assessment criteria, including as
F1-score, recall, accuracy, and precision, provide a
full understanding of the models’ capability for email
category recognition. Confusion matrices were used
to supplement the study, providing detailed informa-
tion on true positives, true negatives, false positives,
and false negatives for each class. This interpretability
can help decision-makers select the optimal model
for a particular categorization assignment and make
educated judgements.

4.1 Experimental Setup

We employed three distinct machine learning models
in our study: Random Forest, k-Nearest Neighbors
Gaussian Naive Bayes, and Voting Classifier. Each
model's training and assessment steps were done
with meticulous attention to detail, ensuring a rigid
and consistent method. This rigorous technique
improves the reliability and reproducibility of our
experimental setup, as well as providing a solid
foundation for the model's impending performance
evaluation.

4.2 Measures of Evaluation

A comprehensive examination of the model's perfor-
mance was carried out using a variety of evaluation
standards, including the F1-score, recall, accuracy,
and precision.
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Table 1. Steps for Aggregating Predictions from Multiple Base Classifiers

Step Description

1 Initialize an empty array for the predictions of each base classifier:
predictions_array[]

2a For each base classifier in classifiers, train the classifier using the
training data (X_train, y_train)

2b Make predictions on the test data (X_test)

2c Append the predictions to predictions_array[]

3 Initialize an empty array for the final aggregated predictions:
aggregated_predictions/[]

43 For each instance in X_test, initialize a dictionary to store the count of
each predicted class: class_counts = {}

4b For each prediction in predictions_array[], increment the count of the
predicted class in class_counts

4c Find the class with the maximum count in class_counts

4d Append the selected class to aggregated_predictions[]

5 Set y_pred to aggregated_predictions[]

6 Return y_pred as the final predicted labels for the test data

Table 2. Comparative Research of Methodologies

Algorithm Accuracy | Precision Recall F1-Score
0 1 0 1 0 1
Voting Classifier 0.95 099 0.89| 095 098|097 0.93
K-Nearest Neighbors 0.80 0.89 0.63 |0.82 0.75| 0.86 0.69
Gaussian Naive Bayes 0.93 0.96 0.87 | 095 0.91 |09 0.89
Random Forest 0.93 0.95 091|096 087|096 0.89

These measurements are critical for providing a more
thorough view of the models’ situational detection
skills, notably in the difficult email classification task.
The F1-score gives a fair rating that accounts for both
false positives and false negatives. It represents the
harmonic mean of accuracy and recall. Recall, also
known as sensitivity, examines the model's capacity
to incorporate all relevant samples inside a class.
While accuracy is a broad measure of accurate fore-
casting, precision evaluates the accuracy of positive
projections.

By combining these detailed measurements, we
may gain valuable insights about the models' inad-
equacies in a variety of performance areas. This
detailed evaluation ensures a complete grasp of

the models' ability to handle the complexity con-
nected with email categorization, allowing us to make
informed judgements about model selection and
improvement.

4.3 Results

With regard to email categorization especially, the
comparison analysis shown in Table 2 provides insight-
ful information about the efficacy of four different
machine learning techniques: our proposed Voting
Classifier, K-Nearest Neighbors, Gaussian Naive Bayes,
and Random Forest. Each algorithm’s efficacy is
evaluated using key parameters such as accuracy,
precision, recall, and F1-score; special emphasis is
placed on how well it performs in Class 0 (non-spam)
and Class 1 (spam). With a phenomenal accuracy
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of 95.9%, the proposed Voting Classifier is the most
successful of the techniques tested. Our model
not only achieves great overall accuracy, but it also
operates in a balanced way, as seen by outstanding
recall and precision scores for spam and non-spam
classifications.

The anticipated Voting Classifier is an excellent
choice for email categorization due to its ability
to strike a compromise between detecting spam
(recall) and preventing misclassifications (accuracy).
In contrast, K-Nearest Neighbors (KNN) obtains a
lower overall accuracy of 80.2% by trading recall for
accuracy. Despite its somewhat lower recall rate,
K-Nearest Neighbors achieves an excellent balance
between accuracy and recall. Gaussian Naive Bayes
and Random Forest produce comparable results,
with accuracies of 93.6% and 93.7%.These algorithms
have relatively poor accuracy but a high recall for
spam. The findings demonstrate how effectively
our suggested technique performed in producing an
all-encompassing and well-rounded email categoriza-
tion solution.This algorithm’s superior performance
indicates that it has the potential to be a top choice for
practitioners seeking a well-rounded model capable of
handling the complicated dynamics of distinguishing
spam from non-spam.

Now we will discuss the results separately.

4.3.1 Voting Classifier (Our proposed)

The proposed Voting Classifier has an impressive
accuracy of 95.94%, making it a standout performer.
A closer look at the classification report confirms the
model’s efficacy, as it has good recall, accuracy, and
F1-scores for classes 0 and 1, respectively. In instance,
the classifier achieves an impressive 99% accuracy
for class 0, indicating a high proportion of correctly
categorized cases among those expected to be in class
0. The model's 95% recall score highlights its ability
to capture a considerable portion of real-world class
0 situations, while its 97% F1-score suggests a good
trade-off between accuracy and recall. The model
works well for class 1, with an amazing accuracy of
89%, indicating a good ability to reliably detect in-
stances of class 1 among expected positive cases.This

performance is similarly impressive.  Recall of 98%
shows that the model can capture the majority of
real-world samples of class 1, resulting in an F1-score
of 93%.

Our Voting Classifier's performance may be better
understood by examining the confusion matrix, which
is illustrated in Figure 2 and provides a comprehen-
sive analysis of true positives, true negatives, false posi-
tives, and false negatives in Table 3. Class 0 (non-spam)
and Class 1 (spam) is depicted separately.

This detailed analysis sheds light on the instances
that the model accurately classifies, as well as the
places where misclassifications happen. A more
sophisticated knowledge of the Voting Classifier's
advantages and any shortcomings may be gained by
analyzing these elements.

Confusion Matrix (VotingClassifier]
Too

- 400

True

- 300

- 100

- 100

Pradictad

Figure 2. CONFUSION MATRIX OF VOTING CLASSIFIER

4.3.2 K-Nearest Neighbors Classifier
The K-Nearest Neighbors (KNN) Classifier, with an
overall accuracy of 80.24%, presents a nuanced per-
formance that warrants a closer examination through
the classification report. The model exhibits com-
mendable precision (89%), recall (82%), and F1-score
(86%) for instances associated with class 0, indicating
its proficiency in accurately identifying instances
belonging to this category.

However, as we delve into the model's perfor-
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Table 3. Classification Report of Voting Classifier

ACCURACY VOTING CLASSIFIER: 0.959
CLASSIFICATION REPORT VOTING CLASSIFIER

Class Precision | Recall | F1-Score | Support
0 0.99 0.95 0.97 739

1 0.89 0.98 0.93 296
Accuracy 0.96 (1035)

Macro Average 0.94 0.96 0.95 1035
Weighted Average 0.96 0.96 0.96 1035

mance for instances of class 1, challenges become
apparent. The precision of 63%, recall of 75%, and
F1-score of 69% suggest limitations in effectively
classifying instances from this class. This imbalance
between precision and recall highlights the model's
struggle to accurately identify instances of class 1,
potentially leading to misclassifications.

Figure 3 and Table 4 offer a clear depiction of the
model’s ability to correctly classify instances (true pos-
itives and true negatives) and areas where misclassifi-
cations occur (false positives and false negatives).

This detailed breakdown facilitates a granular un-
derstanding of the model's performance across differ-
ent scenarios. By analyzing these aspects, valuable in-
formation emerges, guiding potential refinements to
address specific challenges. In this case, enhancing the
KNN Classifier's ability to accurately identify instances
of class 1 becomes a focal point for improvement.

4.4 Gaussian Naive Bayes Classifier

The Gaussian Naive Bayes Classifier showcases a ro-
bust performance, achieving an impressive accuracy
of 93.64%. A more in-depth analysis through the clas-
sification report provides a nuanced understanding
of the model's effectiveness in categorizing instances
from different classes.

Notably, for class O, the classifier demonstrates
remarkable precision of 96%, indicating a high pro-
portion of accurately predicted instances among
those classified as belonging to class 0. The recall
score of 95% reflects the model's ability to capture a
substantial portion of actual instances of class 0, and
the resulting F1-score of 96% signifies a harmonious

Confusion Matrix (KNN)

1500

588
- 2000

True

- 1500

- 1000
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Figure 3. CONFUSION MATRIX OF KNN CLASSIFIER

balance between precision and recall.

Similarly, for instances belonging to class 1, the
Gaussian Naive Bayes Classifier exhibits a commend-
able precision of 87%, underlining its capability to
accurately identify instances of class 1 among the
predicted positive cases. The recall score of 91%
indicates the model's effectiveness in capturing a
significant proportion of actual instances of class 1,
resulting in a well-balanced F1-score of 89

Our comprehension of the model's performance is
further enhanced by the confusion matrix, which is il-
lustrated in Figure 4 and described in Table 5. This ma-
trix provides a detailed perspective of the occurrences
that the model successfully and mistakenly identified.
It does this by segmenting the classification results into
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Table 4. CLASSIFICATION REPORT OF KNN

ACCURACY KNN CLASSIFIER: 0.80
CLASSIFICATION REPORT KNN

Class Precision | Recall | F1-Score | Support
0 0.89 0.82 0.86 3321
1 0.63 0.75 0.69 1334
Accuracy 0.80 (4655)
Macro Average 0.76 0.79 0.77 4666
Weighted Average 0.82 0.80 0.81 4666

true positives, true negatives, false positives, and false
negatives. Understanding the strengths and possible
areas for development of the model may be gained
from analyzing these components.

Confusion Matrix (GaussianNE)
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Figure 4. CONFUSION MATRIX OF GAUSSIANNB CLASSIFIER

4.5 Random Forest Classifier:

With 93.68% accuracy, the Random Forest Classifier
performed admirably. For both classes, the clas-
sification report shows high recall, accuracy, and
F1-scores.

Class 0 precision, recall, and F1-score are 95%, 96%,
and 96%, respectively. Class 1 accuracy, recall, and F1-
score are 91%, 87%, and 89%, respectively. The confu-
sion matrix Figures 5 and 6 provide for a comprehen-
sive assessment of the model's performance by pre-
cisely categorizing occurrences of each class.

Confusion Matrix (Random Forest)
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Figure 5. CONFUSION MATRIX OF RANDOM FOREST
CLASSIFIER

Figure 6 depicts a comprehensive box plot of the
four machine learning models' cross-validation accura-
cies: The proposed Voting Classifier, K-Nearest Neigh-
bors, Gaussian Naive Bayes, and Random Forest. This
graphical representation of the accuracy score distri-
bution gives informative information by displaying cru-
cial statistical characteristics such as quartiles, proba-
ble outliers, and the median accuracy for each model.

One of the most noteworthy conclusions from the
box plot is the comparison of the models’ median ac-
curacies. In particular, our technique, Voting Classifier,
outperforms K-Nearest Neighbors in terms of median
accuracy, providing an exciting new perspective on per-
formance dynamics.

Meanwhile, the median results of Gaussian Naive
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Table 5. Classification Report of Gaussian NB Classifier

ACCURACY GAUSSIAN NB CLASSIFIER: 0.936
CLASSIFICATION REPORT GAUSSIAN NB CLASSIFIER

Class Precision | Recall | F1-Score | Support
0 0.96 0.95 0.96 3321
1 0.87 0.91 0.89 1334
Accuracy 0.94 (4655)
Macro Average 0.92 0.93 0.92 4655
Weighted Average 0.94 0.94 0.94 4655

Table 6. Classification Report of Random Forest Classifier

ACCURACY RANDOM FOREST CLASSIFIER: 0.936
CLASSIFICATION REPORT RANDOM FOREST CLASSIFIER

Class Precision | Recall | F1-Score | Support
0 0.95 0.96 0.96 3321
1 0.91 0.87 0.89 1334
Accuracy 0.94 (4655)
Macro Average 0.93 0.92 0.92 4655
Weighted Average 0.94 0.94 0.94 4655

Bayes and Random Forest appear to be similar, allow-
ing us to gain a more comprehensive understanding of
their relative usefulness.

Box Plot of CrossVakdation Scores

VotingClascifier NN Gausmarkd Random korest

Figure 6. BOX PLOT CROSS VALIDATION SCORES

The box plot's whiskers and box spreads graphically
show the diversity in accuracy scores across several

cross-validation folds.

The interquartile range, which highlights this
variability, allows for a more in-depth assessment
of each model's dependability and robustness. No-
tably, the plot's outliers reflect either unusually
high-performance levels or challenges that the mod-
els experienced during specific folds, providing a more
in-depth insight of their consistency.

The box plot, as a visual representation, increases
our ability to analyze each model's overall perfor-
mance stability across a range of cross-validation
settings. Researchers and practitioners can better
understand the models’ dependability in actual
applications by examining how consistently each
model performs. This graphical representation aids
in selecting the optimal model for a certain set of
email classification needs by offering a more detailed
understanding of the models’ benefits and drawbacks.

This visual inquiry not only supports the quantita-
tive analysis shown in the findings, but it also provides
a more comprehensive view of the models' perfor-
mance characteristics across several cross-validation
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folds.

5 Conclusions & Future Work

Our study finishes with a detailed examination of the
nuanced behavior of Gaussian Naive Bayes (GNB),
Random Forest, K-Nearest Neighbors (KNN), and the
ensemble technique via the Voting Classifier in the
context of email classification. Table 2 provides a
full examination of each algorithm’s distinct qualities
and trade-offs. The proposed Voting Classifier is the
best performer, with a staggering total accuracy of
95.9%.This ensemble model outperforms in terms
of recall and precision for both spam and non-spam
classes, while also being well-balanced. Its ability to
establish a balanced approach makes it an excellent
choice for effective email classification— an important
point that is emphasized throughout our discussion.

On the other hand, the K-Nearest Neighbors (KNN)
algorithm decides to compromise between recall and
accuracy, resulting in a lower total accuracy of 80.2%.
Although it achieves excellent precision, the reduced
recall rate obviously implies a trade-off, raising the like-
lihood of limitations in accurately recognizing spam sit-
uations.

This tactical trade-off is consistent with the algo-
rithm’s basic qualities, highlighting the need of taking
specific demands into consideration when construct-
ing email categorization systems. Random Forest
and Gaussian Naive Bayes (GNB) have comparable
accuracies of 93.7% and 93.6%, respectively.

As was previously mentioned, these algorithms
perform exceptionally well in recall for spam cases
but have comparatively poorer accuracy. These al-
gorithms’ intrinsic recall and accuracy trade-offs are
deeply ingrained; we went into great detail about
this in our paper on how to use them for email
categorization.

Our findings have significant practical implications
that align with the overall goal of improving email clas-
sification systems. Due to its improved performance,
which was discussed in the discussion, the anticipated
Voting Classifier is the recommended option for prac-
titioners looking to strengthen the efficacy of email fil-
tering systems. Its ability to navigate the complex dy-

namics of spam and non-spam categorization shows
great potential for practical uses.

The knowledge gained from our research provides
a solid basis for creating methods that can increase
email filtering systems’ efficacy. In the future, more ex-
tensive experimentations can be carried out to further
explore the problem of spam filtering. Nature-inspired
algorithms with NLP can be combined together to fur-
ther improve the solution.

The future work will focus on significantly strength-
ening defenses against spam, improve email classifica-
tion accuracy, and ultimately raise the general depend-
ability of email communication systems in practical sit-
uations.
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