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Abstract In this study an encryption/decryption algorithm is proposed and de-
veloped. The developed algorithm is based on the idea that any given plain text
can be encrypted like a block cipher with a combination of three encryption keys
k1, k2, k3 that use any value between N = 1, 2, 3,n, . Then the cipher values can be
used to make the blocks of alphabets containing only A, B, C, D, E, F, G, H, I, J, each
block is separated by a space. The steps of algorithm could also be reversible
for decryption of the cipher text. A MATLAB code is written to implement the al-
gorithm and tested different input messages.Secret message consists of website
link and bank account details. The specialty of the algorithm is that it can be flex-
ibly used to encrypt and decrypt the secret messages containing not only English
alphabets but also those messages containing the numbers, punctuations, ele-
mentarymathematics operations and the special characters. The performance of
the algorithm is evaluated in terms of computational time, memory usage. From
the analysis it is found that the proposed algorithm is faster in terms of execution
time as compared to the modern algorithm which makes the algorithm computa-
tionally secure. The proposed research particularly contributes as the addition of
knowledge in the field of cryptography and generally to the information security;
consequently can be beneficial to the society.
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1 Introduction
Cryptography is concerned with the encryption and decryption of secret messages and perhaps is an
ancient art of coding private information. More generally, cryptography is concerning construct and ana-
lyzing the algorithms that avoid third party or the public as of interpretation confidential communication
[1]. The history of cryptography dates bakes to around 1900 B.C. when an Egyptian inscription carved used
substandard hieroglyphs to transform the original message [2]. The different forms of cryptography have
been appeared independently in various civilizations. The classical applications of cryptography rang from
diplomatic missive to time of war combat strategy. After the computer era and extensive advance of com-
puter communications the cryptography has become an indispensable tool for secure communications
over the network. There are several ways of classifying cryptographic algorithms but mainly are classified
into two categories i.e., Secrete key cryptography (also called symmetric encryption) and public key cryp-
tography (also called asymmetric encryption). In addition to these two types of encryption methods; Hash
Functions are also used that applymathematical transformation to irreversibly "encrypt" information, pro-
viding a digital fingerprint and mainly concerned with message integrity. The Symmetric encryption uses
a single key for both encryption and decryption and is primarily used for privacy and confidentiality. The
idea of symmetric key encryption is illustrated by Fig 1. Where a plain text is encrypted by a secret key
and the resulted ciphertext is send to receiver. Then the receiver use similar secret key to decrypt the
received message and recovers the original message. Asymmetric encryption uses one key for encryp-
tion and another for decryption mostly applied for verification, non-repudiation, and key swap the idea of
asymmetric key encryption is illustrated by Fig 2. Where a plain text is encrypted by a public key and the
resulted cipher text is sent to receiver [3-4]. Then the receiver uses different key (private key) to decrypt
the received message and recovers the original plain text.

Figure 1. Illustration of Symmetric key encryption
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Figure 2. Illustration of Asymmetric key encryption

2 BASIC TERMINOLOGY
In order to understand the principles and algorithms of cryptography it is worthwhile to understand
the basic terms. This section will define the most basic terms that will be required to understand the
algorithms of cryptography.
Plaintext: The original secret text message that is intended to send to another person or party is called
a plaintext. For example, Alice is a person who needs to send out the communication Hello, Who are
you? to his friend Bob. Here the message Hello, Who are you? is called plaintext [5-6]. The plaintext may
contain alphabets of any language, numbers, punctuations, special characters, etc.
Ciphertext: The message that is transformed into unreadable or encoded form and obtained by applying
any encryption method is called a ciphertext. An example Thoor, Tre hud xos@ is a ciphertext of the
plaintext communication Hello,Who are you [7-8]. Cipher: Cipher is used to transforms plaintext to cipher-
text, this process is called encryption. In further: it is a mechanism of convert clear and understandable
information into meaningless information [9-10]. The cipher is based on some mathematical operations
independent of the plaintext. Different operations along with secret values will yield different ciphertext.
Keys: A key is a numeric or alpha numeric manuscript might be a special character and is considered as
a main secret value in any encryption/decryption algorithm. The key is use on the moment of encryption
take position on the plaintext and on the moment of decryption takes place on the ciphertext. The choice
of key in cryptography is very essential since the protection of encryption algorithm depends directly on
the choice of more secret key. For example Alice used a key of k=3 to encrypt the plaintext President then
ciphertext produced will be Suhvlghqw [11 12].
Encryption: A systematic procedure of converting the given information (plaintext) into the encoded
information (ciphertext) is called as encryption. Cryptography uses the encryption techniques to send
secret message(s) securely so that only the intended person may read the sent message(s). Mainly, the
procedure of encryption requires two things an encryption algorithm and a key, usually the encryption
takes place at the sender side [13, 14].
Decryption: The decryption is the reverse procedure of the encryption that is; in decryption the original
information (plaintext) is recovered from the hidden or coded information (ciphertext). Usually, the
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decryption takes place at the receiver side as the receiver already may have the method or algorithm and
decryption key [15-16]. If the decryption process is applied by a third party between sender and receiver
then it will be considered as a cryptanalytic attack.

3 BREIF REVIEW OF THE PERFORMANCE OF DIFFERENT
SYMMETRIC KEY ALGORITHMS

The modern symmetric key methods are based on the concept of bit key and binary blocks with logical
operations. Each method has its own merits and demerits depending upon the level of security and
computational complexity. In this section, the performance of different cryptographic algorithm is
reviewed. In this context, a relative study on DES, 3DES, AES was done by [17] using Java programming
on the basis of the parameter rounds, block size, key size, encryption/decryption time, CPU process
time in the form of throughput and power utilization. He concluded that the AES has benefit more than
the additional 3DES and DES in conditions of throughput (Throughput = Plain Text (MB) / Encryption or
decryption time (sec)) and decryption time. Another experimental analysis of AES, DES and RSA (a public
key encryption algorithm) is conducted [18] and it was accomplished that AES algorithm consume smallest
amount encryption time and RSA use highest encryption time. They also observed that decryption of
AES algorithm is improved than other algorithms. [19] Analyzed encryption time for different symmetric
key algorithms for a variety of file features like different information type, information compactness,
information volume and key range. From the simulated results it is concluded that the encryption time
and data size is proportional to each other. As the size of information increase the encryption time also
increase proportional to information size and vice versa. For all block cipher algorithms AES appear
to be fastest block cipher with throughput or encryption speed of 108MB/sec. Recently, a latest time
assessment model base on random number generating mechanism is projected by [20] to analyze the
time-consuming of the known block cipher symmetric cryptographic algorithms. Their theoretical results
showed that under the similar key length and for the same size of the processed data, Triple-DES is
about quite a few hundred times slower than AES, DES and IDEA. In order to know whether to choose
AES, RSA or IDEA a comparative study was carried out by [21] by considering the factors such as the key
length, cipher kind, block size, protection, likelihood key, probable ACSII printable character keys, time
necessary to ensure all probable keys. They proved that the AES is better than IDEA and RSA. Similarly,
another performance comparison between the DES, 3DES, AES and Blowfish was implemented and
simulated on .NET environment by [22]. Their conclusion reveals that 3DES has a better performance
result with ECB (Electronic Codebook) mode and CBC (Cipher Block Chaining) mode than other common
encryption algorithms used. [23] Presented the implementation limitations of DES, 3DES, CAST-128,
BLOWFISH, IDEA, AES, and RC6 symmetric techniques and RSA of asymmetric techniques. The analysis
of the results showed that asymmetric algorithms are better in security; however they take more time
for processing and require more memory. [24-25] Demonstrated that the AES algorithm is limited just
for text as an input. So it is challenging to execute the AES algorithm for a variety of type of effort and
requires less decryption time; it also has the more time complexity. From the above review it can be
concluded that the major disadvantage of symmetric key encryption algorithms is the sharing of the same
key. In classical methods the number of keys is limited consequently the brute force or cryptanalysis
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attack may easily break the encrypted message. While among the modern methods the AES is reported
more secure and fast as compared to other methods. But firstly, AES is complicated to implement and
secondly the encrypted message has block of (4+4) bits (meaning a pair of characters) that may have side
channel attack. Therefore, the proposed study is the motivation for the development of a simple but
computationally secure symmetric encryption/decryption algorithm.

4 PROPOSED METHODOLOGY
The formulation of symmetric encryptionmodels involves various steps including different aspects of sym-
metric encryption key. For the sack of brevity the major steps involved in the research methodology are
listed below:
Step 1E. Define the secret messages (SM) to be encrypted/decrypted. In general, any message having sen-
sitive or intelligence information can be used. But in this study the following secrete message will be used
for testing and implementation purpose.
Secret message-(SM): Open the bank website http://www.banknp.com the user name is BC2016 and the
password is my20161516banknp transfer 1 million US-dollar to this account111562938-5.
Step 2E. Assign and label the nonnegative integer values to the alphabets, digits, operators, brackets and
special characters. Total 97 symbols are used that will be sufficient for the conversion of given plaintexts
to ciphertexts. The list of such symbols and their assigned values is given in the following Table 1.
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Table 1. List of plaintext symbols and their values

Step 3E. Select the proper keys k1, k2, k3 from N = 1, 2, 3. . .n to encrypt the given plaintext and apply
the following three operations:

S1 = pv.k1, (1)
S2 = S1 + k2, (2)

S3 = S2 – k3 = cv. (3)
where pv represents the plain values and k2 ≥ k3 to for non-negative values. The idea behind using theseoperations is that the plaintext is converted easily to cipher values without using any other operations like
modular arithmetic, matrices or logical operations. Since, the multiplication, addition and subtraction are
the most basic arithmetic operations. The division is not used because it will produce the cipher values
into fractions and will mislead to identify the character values. As for each character or symbol only a
whole number can be used to label.
Step4E. In the final step, S3 produces the streamsof cipher values containing the digits {0, 1, 2, 3, 4, 5, 6, 7, 8, 9}.
Each individual streamof canbe converted into theblocks of alphabets containing only A,B,C,D, E, F ,G,H, I, J.
The framework of the proposed encryption algorithm is exhibited by the following Figure 3.
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Figure 3. Illustration of Symmetric key encryption
Thus the given plaintext will be converted into the blocks of capital alphabets from A to J. The length

of each block will vary with respect to the length of the keys used to encrypt the original message. The
length of the three encryption keys is independent of length of plaintext. It should be noted that the there
will be as many blocks as the characters of plaintext. The encrypted message (EM) will be quite difficult to
break for the attacker as there will be no clue like frequency analysis. Meaning the original message may
contain any symbol but the encrypted message will have always blocks containing only A, B, C, D, E, F, G,
H, I, J.

T1 = cv + k3, (4)
T2 = T1 – k2, (5)
T3 = T2

k3 = pv. (6)
Finally, label the to the symbols as given in the Table 1. Thus the original message will be recovered. The
framework of the proposed decryption idea is exhibited by the following Figure 4.
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Figure 4. The proposed decryption algorithm
In order to check the correctness of the proposed encryption/decryption algorithm first of all the imple-

mentation steps were verified. Messages were tested for encryption/decryption. The encryption of secret
message.
SM: Open the bank website http://www.banknp.com the user name is BC2016 and the password is my
20161516 banknp transfer 1 million US-dollar to this account 11562938 – 5 Encrypt the given message, by
the using following keys K1 = 456654; K2 = 328975; and K3 = 7992:
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Table 2. Encryption output of SM by proposed algorithm and its comparison with some modern symmetric key en-
cryption methods
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Table 3. Decryption output of SM by proposed algorithm and its comparison with some modern symmetric key
encryption methods

It can be seen that, the input messages encrypted by the proposed algorithm with three different keys.
Also it can be seen that the reverse of encryption is also true that is; decryption of the secret messages
produces the original message successfully by deciphering the encrypted messages provided that the key
is same as used in the encryption process, for SM. The proposed algorithm have also been verified and
compared withmodernmethods like DES, T-DES, IDEA and AES. In a similar fashion, the inputmessage SM.
Themain difference in theworking principle of the proposed algorithmand the othermodern algorithms is
that the proposed algorithm converts each character of secretmessage into the blocks of capital alphabets
from A to J by considering the input keys into hexadecimal bits while the other modern ciphers convert
each letter of the secretmessage into a block of a pair of hexadecimal characters having size (4+4) bits. Also
the length of the encrypted message in modern methods is a multiple of 8 because the modern methods
work on S-box (8x8 squarematrix). Thus, it is very clear that the proposed algorithm is quite novel in terms
of simplicity, variable block size as well as the consistency in the length of message during encryption and
decryption processes.

5 PERFORMANCE METRICS
1:-Computational time (sec)
2:- Memory space utilization (bytes)
Computational time: The encryption/decryption time (in seconds) is the time taken by a computer to pro-
cess the encryption/decryption algorithm. In order to evaluate and compare the encryption/decryption
time taken by the proposed algorithm the Intel Core M-5Y10c CPU, with 0.8 GHz-1.00 GHz processor, 4
GB RAM, Windows 8 64 bit operating system and MATLAB computational resources are used. In this sec-
tion the encryption/decryption time taken by the proposed algorithm is analyzed and compared with the
somemodern symmetric key algorithms, exhibits the encryption time taken by proposed algorithm to en-
crypt secret message SM. In order to test the advanced efficiency of the proposed encryption/decryption
algorithm its computational time is compared with modern symmetric key encryption methods. The en-
hancement in the efficiency in terms of computational time in the proposed algorithm can be observed
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in the Fig 5. reveals that proposed algorithm takes less encryption for input message as compared to the
modern symmetric key encryption algorithms DES, T-DES, IDEA and AES. The T-DES takes highest encryp-
tion time while the encryption time of AES is near to the encryption time of the proposed algorithm but
the implementation of AES is based on complicated process. Similarly, Fig 6. exhibits the decryption time
of proposed algorithm in comparison with modern symmetric key algorithms. It can been seen that the
decryption time taken by the proposed algorithm is less than other algorithms for input message.

Figure 5. Comparison of computational time analysis of proposed encryption algorithmwith somemodern algorithm

Figure 6. Comparison of computational time analysis of proposed decryption algorithmwith somemodern algorithm
Memory Space Utilization: The each given plaintext or ciphertext occupies space in computer mem-

ory. Each character in text takes 8 bytes of memory, for example; a plaintext having size 100 characters
including alphabets, numbers, special symbols and blank spaces will occupy 8x100 = 800 bytes inmemory.
The memory utilization may or may not be the same in encryption and decryption algorithms respectively.
In this section the encryption/decryption memory usage (in bytes) by the proposed algorithm and some
modern symmetric key algorithms is tested. In order to achieve this goal the same computational re-
sources used as discussed in the above section. The figure. analyzes the memory usage by proposed
algorithm to encrypt secret messages SM, and comparison with modern symmetric key encryption meth-
ods. It is again seen that in Fig 7. the proposed algorithm takesmorememory usage in terms of encryption
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algorithm as compared to some modern algorithms, DES, T-DES, IDEA and AES. This is again better accu-
racy and performance of the proposed algorithm. And evaluation of decrypted data blocks of ciphertext
takes equal memory utilization of the proposed algorithm as well as modern decryption algorithms DES,
T-DES, IDEA and AES, which is exhibited in the Figure 8.

Figure 7. Comparison of memory usage in proposed encryption algorithm with some modern algorithm

Figure 8. Comparison of memory usage in proposed decryption algorithm with some modern algorithm

6 conclusion
A symmetric key encryption/decryption algorithm is developed which is based on the idea of stream and
blocks ciphers inwhich the encryptedmessage is converted into blocks of capital alphabets of English from
A-J. The algorithm is very simple in terms of mathematical operations as it uses only arithmetic operations
and does not use modular arithmetic, matrices or other complicated mathematical operations. One of
the special features of developed algorithm is that it is not limited on just 26 English alphabets but can
be applied efficiently to encrypt the secret messages containing the numbers, punctuations, elementary
mathematics operations and special characters. Also, there is no limit of keys for encryption/decryption of
the messages because the algorithm works well for all keys K1; K2; and K3; K2 ≥ K3; taken from N = 1, 2, 3.
Thus the probability of brute force attack is very small.
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