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ABSTRACT

Machine learning (ML) techniques are popular for classification of botnets as they have been argued to have improved strengths compared to
signature-based approaches. The level of performances of some of these detection schemes have been traced to the relevance of the features used for the
classification models.  Therefore, extraction and selection of the most discriminative features in the classification of botnets is an important research area. It
has equally been found that when a Machine-learning based approach is being used to identify botnets, the dataset chosen has to be real and representative.
Extraction and selection of promising features are necessary steps prior to using a Machine Learning-based classification algorithm for identifying botnets.
The reason for the pre-processing and feature selection steps in Machine Learning-based model is to be able to remove irrelevant and redundant data in the
experimental dataset, minimize computational complexity, and increase both model simplicity as well as accuracy. This paper provided a survey of some
feature extraction and feature selection approaches that have been used for ML based botnet detection models. The main purpose of this approach is to provide
a better understanding and insights on how improved botnet detection mechanisms can be achieved through enhanced feature extraction and selection methods.
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INTRODUCTION

Botnets have been identified as serious threat vectors used for carrying out various attacks by the attackers. Several
studies have proposed ML approaches for the identification of botnets in the cyber space. However, botnet malware are
becoming more and more sophisticated against detection models as they are coming up with resilient features. Botnets have
been identified as the most serious of the malware in the cyber space [1]-[5]. The attacks carried out by botnets include DDOS,
Phishing, Identify theft, Spyware, Spoofing, Click fraud and spam attacks [6]. A bot is an autonomous program that is
performing some tasks. In a botnet, every malicious bot hides and communicates with its command and control server. A
botnet contains a number of these bots and are used for carrying out coordinated attacks in enterprise networks or cyber space.

The number of cyber or network attackers is on the increase and these insecurity issues has led to various intrusion
detection approaches [7].With the increase in these botnet attacks, computer networks suffer from attacks that render ICT
infrastructure useless [8]. Discovering the most useful and representative features is of great importance for any machine
learning problems [9]. Researchers in classification or regression problems have clearly identified feature extraction and feature
selection as very key stage in predictive analytics. Feature Selection involves selecting the most relevant attributes while
Feature Extraction focuses on combining attributes into a new reduced set of features; Feature Selection focuses on selecting
the most relevant attributes or variables from the dataset. Relevant features are extracted and selected using suitable algorithms
and will go a long way in achieving improved botnet detection schemes.

There have been several publicly available botnet datasets that have been used for botnet researches in the literature.
Some examples are: ISOT botnet dataset [10], ISCX botnet dataset [11], and CTU-13 dataset [12]. However, some of these
datasets have been reported to be small or generated using synthetic modelling. The common characteristics of these datasets
are they contain a number of features and have to be effectively pre-processed and selected before being fed into a Machine
Learning classifier. Out of all these datasets, CTU-13 is currently the largest as it contains real botnet and non-botnet traces
[12] as there is a need for improved model for classifying botnets [13]. The CTU-13 dataset was captured at Czech Technical
University with a view to advancing researches in botnet detection. The dataset is very large and is contained in thirteen captures,
popularly called scenarios. On each of the captures (scenarios) in CTU-13 dataset, a specific malware which used several
protocols and performed different malicious actions are included. Based on the characteristics of the dataset, improved feature
extraction and selection technique will be required. This paper surveyed different feature extraction and feature selection
techniques that have been proposed in Machine-learning based botnet researches.
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Importance of Extraction and Selection Features

A feature is the input attribute which serves as a representative information that is extracted from the raw data set.
Extraction and selection of good network features which can maximally aid in the detection of malicious traffic [14]. That is
why these techniques have been found to be very useful in Machine Learning-based problems across many domains. Authors
in [15] claimed that dimensionality reduction is a pre-processing step in ML that is targeted at removing irrelevant so that
predictive accuracy can be gained. Similarly,[ 16] argued that selecting proper features for the classification model is important.
However, he further pointed out that there is a trade-off between achieving high detection accuracy.

In most classification tasks, feature extraction is
succeeded by Feature selection. The Feature selection algorithm in a Machine Learning-based predictive analysis focuses on
selecting promising variables. In Feature Selection, we have the full feature set and then try to build an identified feature set
for the problem in the domain that we are investigating [17]. If a researcher uses all the features to build a classification model,
this leads to a significant overhead. Similarly, if he uses improper or too few features may cause the accuracy rate to decrease.
The choice of which of the approaches is to be used depends on a number of factors. At times, the problem may require that
both feature extraction and feature selection methods are used while one of them may be preferred in some other scenarios.
However, the emphasis of this work is on works that reported extraction and selection of features in botnet detection researches.
Feature extraction involves the transformation of original dataset to a dataset with a reduced number of attributes,

while the feature selection involves the selection of features which contain the most discriminative information. In feature
selection, given a feature space, the focus is on how to have an optimal mapping which will serve as the one that does not result
into increase in the minimum probability of error. In classification problems, authors in [18] have pointed out that the feature
extraction and selection process can be achieved in different ways depending on the goal, and resources. Moreover, [19]
mentioned that feature extraction is a very core determinant for the purpose of developing a powerful botnet detection system.
This is because to be able to design an effective botnet detection model, it is required to identify which discriminating features
to get.
Machine Learning-based Classification Problems

Common problem in ML is defeminising a representative set of features that allow us to construct a classification
model for a task [20]. The classification focuses on learning from a training dataset S in which each instance is represented by
feature-values with a target class , and to predict class labels of the instances outside S. The increase in the use of internet
platforms for various activities has equally attracted people with malicious intent to launch attacks in the cyber space through
the use of malware such as viruses, trojan horses, botnets and many others [21]. Before a Machine Learning researcher begins
building a model using a dataset, it is important that a preliminary investigation of the data be carried out so as to better
understand its specific characteristics.

The Machine-learning based detection models make use of datasets while making botnet prediction. These datasets
are expected to be real and comprehensive [22]. While designing and developing detection models, Feature Extraction and
Selection techniques have been found to have great impact. This is because discovering the most useful and a representative
feature is of great importance for any machine learning problems [23]. In most learning-based tasks across different research
domains, data can be represented by a fixed number of features which can be binary, categorical or continuous. It is then left
with the researcher to find a good data representation which most times, is very domain-specific. In the literature, researchers
have been employing machine learning methods using different feature sets as a prevalent method [24]. It is believed that
improvement in feature extraction techniques will promote the correct classification of modern botnet malware.

Machine Learning Algorithms and Botnet Detection Models

Machine Learning techniques have become prominent for use in detecting botnets in the internet space [23]. However,
due to the increasing evolution and sophistication of these botnets, improved models are required from time to time. A Machine
Learning algorithm can be supervised, unsupervised or semi-supervised. Authors in [24] [25] asserted that high dimensionality
of data is a fundamental problem in science applications that use data as a result of growth in learning complexity and this is
applicable in botnet detection because modern botnets are becoming more sophisticated in their approaches to attacks.

The best way to approach any classification problem in ML is to start by doing a proper analysis of the dataset. The
main focus of a feature extraction technique is to reduce the number of features in a dataset by creating new features from the
existing ones and then the throw the original features out. It has to be pointed out that in any ML classification problem, we do
have a pairs of observations that are taken as (x;,yi) which are drawn from distributions such as (blood status, cancer) and
similar classification problems in different domains.

While using Machine Learning approach for the detection of botnets, it is important to make sure that the true
representations of features are used. Apart from the Traditional Machine Learning algorithms such as Support Vector Algorithms,
Naive Bayes, Logistic Regression, Random Forests, Deep Learning Algorithms such as Deep Belief Network (DBN), Recurrent
Neural Network (RNN), and Convolution Neural Network (CNN) are fast being used in botnet detection researches. It has been
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argued that Deep Learning extend the state of the art in feature extraction as Deep Learning classifiers have the ability to scale
when the datasets are large enough [26].These Deep Learning Algorithms allow automatic feature extraction or construction
from the domain datasets. That is, Deep Learning algorithms have come with the power of automatically extracting features in
your data unlike the traditional Machine Learning algorithms. Figure 1 shows the fundamental principle upon which a Machine
Learning model operates.
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Figure 1: Basic set up of ML Problem [36]

METHODOLOGY

The methodology adopted in this study is a survey of related literature on the subject-matter. The survey focuses on
feature extraction and feature selection approaches that have been proposed in past botnet classification studies. Recent studies
in botnet domain in respect of feature extraction and feature selection methods were emphasised in the work. Emphasis was on
relevant papers in notable research outlets from 2013 to 2019 were consulted. A feature extraction method explains the process
through which targeted features are obtained out of the network traces while the feature selection describes the process through
which a sub set of features are identified from the whole.

3.0 FEATURE EXTRACTION AND SELECTION TECHNIQUES IN BOTNET DETECTION MODELS

Researchers in [27] proposed a feature extraction method for Peer-to-Peer Botnet Detection using Graphic
Symmetry Concept. The authors used this approach due to the various kinds of features required to identify a Peer-to-Peer
(P2P) botnet characteristics. Botnets are known to be used for various attacks such as DDoS attacks, phishing attacks and much
more. The paper extracted data packet size and corresponding periods in the flow according to the concept of graphical
symmetry. Combined with the entropy of the flow information and session features, frequency domain features can be sorted
to obtain features with better correlations, solving the problem of the multiple types of features required for bot detection. The
authors in [28] designed an approach to extract different predefined types of network events from network flow data. The
proposed technique is based on analyzing the computational properties of event types as stipulated by their attributes in a
specific descriptive language. The corresponding events are then extracted with a higher recall compared to a relevant event
extraction portion of the intrusion detection system during production called Camnep.

In the study by [29], a number of features were extracted for the purpose of identifying evidence of botnet. Features
were registered using nfdump. The researchers in [29] used net streaming features that have the following attributes: Ts (stream
start time), Te (stream ends time), Td (stream duration), Sa (source IP address), Da (destination IP address), Sp (source port),
Dp (destination port), Pr (protocol), Ra / flg (Flg Flags), Ipkt (input packets), ibyt (input bytes). The authors used the filter
selection method, to identify discriminatory traits. This technique is applied to measure the subset of features with the highest
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predictive power. Every filter based feature is not based on any algorithm and can be used in any field. The authors used
CfsSubsetEval as a filter method to select the most relevant traits in the experiment [29]. The researchers argued in [30] that
because HTTP connections created as command and control (C&C) channels in Botnets have specific implementations that
differ from the patterns used by legitimate HTTP accesses, a bot proof can be created. The authors in [8] used connection-based
and HTTP-based features that are able to distinguish between C&C bot channels and benign traffic. The authors in [8] also
claimed that the method achieved more than 99% accuracy with zero false positives, based on the proposed approach.

Authors in [16] developed a botnet detection scheme by analyzing their network flows on the Internet. The system
classified similar network flow traffic into groups, and then extracted the behavior patterns of each group for machine learning
classifier. The system focused on analyzing Peer-to-Peer botnets characteristics the flow traffic features. Similarly, authors in
[31] used a netflow-based technique for the detection of botnets with the use of selected machine learning algorithms to software
defined networks without the reading of packet payload. The study used network flows as input and process these flows so as
to extract a statistical feature set to be used for classification. Network flow stream was used for the feature extraction. The
feature set that was extracted was from selected trace and relevant historical flows. In [9][23], the researchers carried out a
study that investigated the presence of botnets in CTU-13 dataset and focus of the extraction of network flow summary in the
dataset. The features were extracted using a Deep Learning architecture. The chosen Deep Learning architecture was able to
do feature extraction automatically which is different from the techniques in Shallow Machine Learning Algorithms.

Authors in [11] designed a technique that generated feature set for botnet detection that is based on connectivity among
botnets at their phase of C and C server. The authors aimed at maximizing the detection rate of these botnets. A Genetic
Algorithm was used to select the set of features that gives the highest detection rate. In [9] , the writers analyzed the most
discriminating features for the purpose of building an efficient and effective botnet detection system. The authors argued that
there is not enough research performed to explore the effect of the selection of feature set in botnet detection. Authors in [11]
reviewed studies on netflow-based features employed in the existing botnet detection studies and then evaluated their relative
effectiveness. The researchers were able to show that the effectiveness of different combination of features in terms of providing
more detection coverage has not been fully studied [11].

Writers in [32] proposed a study that is based on the analysis of network flow community behaviour. Authors focused
on community behaviour of the attributes if the network features generated with a view to identifying the evasion techniques
used by Peer-to-Peer botnets. Authors in [33] investigated how the packet header features extraction extracted through the use
of Netmate and Tranalyzer affect the detection accuracy of the selected Machine Learning algorithms. Experimentations carried
out on two public botnet datasets show that the feature extraction approaches affect the performances of the selected Machine
Learning algorithms: Support Vector Machine, Logistic Regression and Neural Network. The work concluded that the extracted
features from the botnet dataset have great impact on the performances of the botnet detection algorithms. The researchers in
[34] emphasized the need to have an improved botnet detection models because new variant of botnets are exhibiting evasion
techniques.

The authors in [35] - [38] expressed traffic features as flows using the Softflowd tool. In this case, the features are
derived from the package header information alone. The authors also claimed in [38] that the features can be used to classify
encrypted traffic as well. Also, researchers in [14] performed a performance comparison of three different feature selection
algorithms in a machine learning-based classifier. These feature selection techniques include correlation-based feature
selection; Consistency-based subgroup assessment and principal component analysis. The authors then used the features
identified in some machine learning algorithms. Experimental comparisons were made on three different machine learning
techniques - decision trees, Naive Bayes classifier, and Bayesian network classifier. Classifiers were evaluated to detect the
traffic of peer-to-peer (P2P) botnets. In the study, the authors emphasized that a number of training data samples and a good
"feature set" are prerequisites for building effective classification models using machine learning algorithms.

DISCUSSION
Some of the literature surveyed are very current and discussed the evolving directions in Machine learning-based
botnet detection researches. Machine Learning-based botnet detection mechanisms that were found in literature were examined
and reported. The studies focus on feature extraction and selection techniques used in some of these Machine-Learning based
detection models. The reviewed papers emphasized the need for efficient and effective pre-processing of botnet datasets for the
purpose of having a more accurate. To have a generally acceptable datasets for Intrusion Detection System, the datasets used
for botnet detection are required to be comprehensive enough in order for them to aid in the detection accuracy. Discovering
the most useful and representative features in such datasets is of great importance for any machine learning-based model [9].
Some of the studies reviewed equally pointed out that there is a trade-off between achieving high detection accuracy and
spending huge computation time on constructing a large classification model. It was equally observed that Net flow features
were the central focus of most of the works reviewed.
For this reason, researchers that use all features in a botnet dataset to build a Machine classification model can have
significant overhead. As pointed out by [36], a Machine Learning problem follows the steps in figure 1. Some of the works
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reviewed also pointed out that using improper or too few features may cause the detection accuracy rate of the model to decrease.
The review equally pointed out that CTU-13 dataset is getting more attention from recent botnet researchers as the dataset is
argued to be more comprehensive and realistic in nature when compared to others such as ISCX, ISOT and so on. Studies such
as [9] [23][37] emphasized the imperative of using ML techniques for botnet detection just like it was emphasized in this survey
work.

CONCLUSION AND FUTURE WORK
The work discussed the feature extraction and feature selection approaches reported in literature in respect of Machine
Learning-based botnet detection models. The study identified that most authors emphasised how good feature extraction and
selection for different botnet datasets can aid in achieving improved detection of the malware in the cyber space. During the
review of literature, it was revealed that CTU-13 dataset is becoming very popular for botnet researches as it has been identified
to contain real-life traces and found to be very comprehensive. Specifically, the future work will focus on achieving improved
selection of the most discriminative features in the evolving botnet (CTU-13) dataset. That is, in future, our interest is to design
improved feature selection approaches that can be used for selecting discriminative features in a benchmark dataset named
CTU-13. Then, such features will be used to achieve improved botnet detection mechanisms in more innovativeway. Based on
the different protocols in the dataset, we intend focusinon features that can promote the detection of some resilient botnets that
use P2P and DNS-based protocols. It is believed that this approach will go a long way in helping the security research
communities to achieve more successes in the fight against botnet malware.
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