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ABSTRACT: Objectives: To increase needed for exchanging digital photos 
electronically, due to alarming demand for multimedia applications, and because of 
the increasing use of images in electronic processes. Hence, the need for protection 
by unauthorized user is necessary. Method: This paper primarily is focusing on the 
necessary protection of these images using a specific analyzes algorithm: Advanced 
Encryption Standard (AES) with a full its description, which is known as an algorithm 
(Rijndael). Findings: It will be determined the address decryption, which is made up 
of different styles in all encryption and decryption steps in order to protect the 
valuable information. This algorithm will be implemented on MATLAB software 
programming. Application: The above results and analysis for this crypto system 
based on AES algorithm give a high performance. So we have reason to believe that 
use this method to encrypt the image will have a very good prospect in the future. 
Keywords: Encryption Advanced Encryption Standard (AES), Cryptography, 
MATLAB.

 
1. Introduction. In recent years; the technology advancement has increased the possibility to transfer digital 
images, which can be easily found online. The encrypted images are converted from digital data to privacy. 
The application of most keys and algorithms is to restore the original data from symbols and blades. The 
encrypted photos and videos have greater application in many fields such as medical imaging in internet 
connection, military communication systems and multimedia systems[1,4,15]. 

Basically, two available encryption algorithms types namely: symmetric and asymmetric systems; 
asymmetric such as Data Encryption Standard and Advanced Encryption Standard and it is normally used as 
an identical key for both sender and receiver in order to encrypt the text messages. As an example of systems 
asymmetric is considered the Elliptic Curve Cryptosystem (ECC), which uses variant keys to encrypt and 
decrypt[2,14]. Asymmetric encryption systems are more suitable for encrypting large amounts of data at very 
high speed. In this paper we design a kind of digital image encryption based on AES algorithm. Through the 
digital image processing to get the AES encryption standard data, encrypt the date in packet. Eventually put 
all the data together, reduction of encrypted image, achieve the desired encryption effect[3,9,17]. 

2. Materials and Methods: Content of different types of images the encryption algorithms had been 
proposed. In order to keep data secured from possible various attacks and for the data integrity, we must 
encrypt the digital image before the transmitting or saving[6,13]. In above Figure 1 Blocks are given which is 
implemented step by step for image encryption by using AES algorithm for digital image encryption and 
decryption[18]. 
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Figure-1: Digital Image Encryption/Decryption Process 

The Advanced Encryption Standard (AES) algorithm has been applicable in mobile phones, ATMs, and 
smart cards. Converts plain text into cipher text can be applied by using this algorithm and may return to the 
original text with lot of differs about the idea of the original text[5,20]. Figure 1 shows the process of 
encrypted standards using a key revenge. 

 

Figure-2: Encryption of AES Operation 
 

The Rijndael law can identify the key sizes and block of any 32-bits complications but in range of 128-bits to 
256-bits. So, the problem is to break the key to be more complex in coding. Also known as the AES as the 
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Rijndael has a fixed size of 128-bits and the size of the key is 128,192,256, AES algorithm might be 
implemented in efficient way by hardware and software[10,19]. However, AES allows data length of 128 
bits, which can be divided into four blocks of the main process, these blocks are working on a set of data units 
and organized in a matrix of 4 × 4, which called State, data are passed by Nr rounds (Nr = 10, 12, 14) [4, 6]. 
These rounds are controlled by the next transformations. The Key-Block-Round combinations, which 
conform to this standard, are shown in Table 1.  

 

Table 1. Key Block – Round Combinations 

 Key Length 
(Nk words) 

Block Size 
(Nb words) 

Number of Rounds 
(Nr) 

AES-128 4 4 10 
AES-192 6 4 12 
AES-256 8 4 14 

 

The AES encryption algorithm in each round consists of 4 Transformations:   
2.1. Sub Bytes Transformation. Which is used to replace bytes and to make each unit of bytes operate 
independently based on the use of replacement schedule. This image square is called the table and it includes 
a 256 number of (0-255) and matched to the other side results[8,16]. It will add value to the simple process 
consists of each round of words or notes, which are created by the extension of key routine[11,17]. 

 

Figure-3: Sub Bytes Transformation 

2.2 Shift Rows Transformation. The transformation of the ranks moves periodically in the last three rows 
through multiple offsets, and left first row without a change in the process of transformation, then converts 
each byte of the second row to one post to the left, after turns third and fourth rows by two or three functions, 
it is done gradually, respectively as shown on Figure 4. This simple switch turns bytes in the last three rows 
periodically and removes the third column from 1 byte to 3-byte values. The value of the shift entirely 
depends on the grade (r) that already has a significant impact on the byte shift to fewer jobs per class 
happen[7,15].  
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Figure-4: Shift Rows Transformation 

2.3 Mix Columns Transformation. Mixed columns similar to hitting a columns matrix by each vector 
column with fixed matrix, it will be dealt with bytes instead of numbers, running and replaced each byte of 
the status column on the process as it was expected; the mixed columns are replaced 4 bytes by the 4 original 
ones, Figure 5. 

 

Figure-5: Mix Columns Transformation 

2.4 Add Round Key Transformation. Add a Round Key to the phase shift is added key for the tour, which 
will result in a shift of mixed columns process by bitwise XOR operation, which is derived from Round Key. 
Each round of master key is using key encryption expansion algorithm or decoding, which needs 128-byte 
Round Key, Figure 6[12,20]. 

Figure-6: Add Round Key Transformation 

The development of decoding operations that are in a reverse order, compared with arranged decoding mode 
and therefore at the beginning of the preliminary round, followed by nine occurrences of the regular round 
reverse, but ends with the addition of key stage consists regular tours inverse[3,11].   
2.5 Inv. Shift Rows Transformation. The Inv. Shift Rows actually reversed the process for Shift rows. In 
this case the removal bytes will be allocated in the last three rows periodically by different numbers of bytes, 
[5,14] where the first row r = 0, Hence, there is no shift for three lower ranks of the converted value of 
transformation and it is totally depends on the row number as shown in Figure 7.   
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Figure-7: Inv. Shift Rows Transformation 

2.6 Inv. Sub bytes Transformation.  The Inv. Sub Bytes, it actually reversed the process for Sub bytes 
transformation. In this case, the applied inverted S box per byte are obtained by the inverse of the application 
which is converted to GF (28), so it will be used the Inverse Sub bytes transformation in the next Figure 8.  

 

Figure-8: Inv. Sub Bytes Transformation 

2.7 Inv. Mix Columns Transformation. The Inv. Mix Columns is the reversed of the process for Mix 
Columns transformation. The operations considered gradually columns one by one and treated each column 
as a border quad-term pillars of the cells that go beyond, where GF (28) and have hit the value of X 4 + 1 with 
a plurality of fixed borders a - 1 (x) = {0b} x3 + {0d} x2 + {09} x + {0e}, we can call hitting of this matrix 
and replace the units which followed the byte in the painting in a separate column in the following Figure 9.  

 

Figure-9: Inv. Mix Columns Transformation 

2.9 Inverse of Add round key Transformation.  Add round key is the reversed of the process for Add 
round key transformation, because it depends on the application while the shape of the main tables of 
encryption and decryption is still the same shape, it is very important to note that there are some 
characteristics of the AES algorithm allow the Inverse equivalent to remain in the same previous transitions. 
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This is accomplished with the changes in the main table and characteristics that allow for this Inverse power 
parity, XOR running on the equivalent transformations and inverse differences from other transformations in 
Sub-bytes transfers, as well as Shift rows transfers to be light as results of sub-byte transfers immediately 
followed by Shift rows remittances[2,9,13]. 
Key Expansion: In AES encryption, it is well known that the secret key is kept secure for both the recipient 
and the sender. The AES algorithm and the secret key cannot be fixed any way even if it knows how the text 
cipher encryptions are designed. The AES algorithm using one of the three main sizes: AES-128, AES-196 
and AES-256 key sizes respectively, these keys are secured by the core values and therefore, there is no value 
will make the encryption introduced from the other. Extended keys and expansion routine keys to be used in 
the encryption algorithm AES shown in Figure 10, this expansion routine Key cannot lead role in the all-time 
but when it is needed [4,8,17].

 

Figure-10:  Key Expansion 

3.Results and Discussions: The goal of this research is to study the application of Advanced Encryption 
Standard algorithm (AES) for secure and efficient multimedia delivery. The importance of balanced 
applications such as the work of iterative adjustments and the structure of the tables for decryption and 
optimization of the AES algorithm processes have been implemented on a 128 byte message. Encrypted and 
decrypted text analyses have also been studying the proposed AES algorithm efficiency. 

It is also expected that AES algorithm study will have an effective role in strategic applications, 
because the encryption algorithm applied on hardware is also take a place in strategic communications 
equipment, it is safe and possible to develop this algorithm in terms of height and speed of time that have 
approved mainly on logistical aspects not on the technical aspects. It is possible to encrypt and decrypt by 
AES encryption used in many highly sensitive applications like Image encryption, ATM networks, 
Confidential Cooperate Documents, Personal Storage Devices, Smart Cards, Government Documents, 
Person Information Protection and other applications.  

This research has simulated the digital image encryption and decryption in MATLAB software using 
interface guide. First of all we would take an image and then we obtain its corresponding matrix. Then it was 
necessary to encrypt the image matrix using AES crypto system. The outcomes clearly illustrate the original 
images (color) and encrypted images. Note that the image after decryption is the same as it was before in the 
original view (figure 11 and figure 12). 

The performance of proposed method is evaluated through some factors (visible scene, histogram 
distribution). Experimental results clearly show that the proposed method has good result with very low 
encryption time in comparison with other two methods. 
3.1 Visible scene and histogram: For a test lena.bmp image, histogram distribution is shown in Figure 13. 
Note that the histogram uniformly distributed, this means the proposed method is strong against. Entropy is 
calculated by the following equation. 

            

(1) 
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Figure-11: Digital Image Encryption Using MATLAB Interface 

 

Figure-12: Simulation for Digital Image Encryption 

 

Figure-13: AES Crypto System Test and Result 

The solution of the histogram of the original image; the encrypted image and the decrypted image are 
shown as Fig.13. 
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From the histogram we can see that there is obvious change between the encrypted image histogram 
and the original image histogram. There are great changes from the distribution of original image pixels and 
encrypted image pixels. This result approve that the AES algorithm has good effect for image encryption. It 
also suggests that this kind of algorithm had a high performance for security. In the process of the image 
transmission it will be not susceptible to tampering or eavesdropping. 
4.2 Peak signal to noise ratio: It tells about the quality of the image. It is estimate of peak error if we have 
high value of PSNR then the quality of image is high. PSNR can be calculated as: 

2

10

(255)
10logPSNR

MSE
            (2) 

When MSE (Mean Square Error) is a measure of the deformity in the reformed image, it can be seen in 
equation 3. 

2
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Simulation results for color image encryption process shows that AES algorithm gives a better PSNR result. 
Table 2 present a performance result for our crypto system.

Table 2. AES Crypto System Evaluation 
Test image PSNR 

Lena 54.53 
baboon 46.20 
Pepper 50.28 

Cat 54.59 
monarch 55.25 
serrano 47.09 

 

Conclusion. This paper presents the method that uses the AES algorithm with the key control to encrypt the 
digital image. This method incorporates a variety of characteristics. As the MATLAB has powerful 
numerical calculation function, especially for image processing calculations. Matrix processing is the basic 
unit infrastructure of the AES algorithms, the implementation of the image encryption and decryption based 
on AES algorithm in the MATLAB environment become easy. From the above simulation results and 
analysis, coupled with the histogram, key sensitivity analysis and PSNR performances, this method can 
approve very good effect on image encryption. And the decryption essence has the same structure with the 
encryption, so it can easily restore the original image. Due to the AES algorithm is easy to implement in 
software. So we have reason to believe that use this method to encrypt the image will have a very good 
prospect in the future. 
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