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ABSTRACT
The Eclipse framework distinguishes between stable public APIs and less stable internal APIs; however,
there is no formal assurance that these interfaces have been comprehensively evaluated for security
vulnerabilities. Furthermore, previous studies revealed that many developers are unaware of most vul-
nerabilities. Applications that use security vulnerable APIs risk failing and are prone tomalicious attacks
if vulnerabilities are not fixed. Security vulnerability discovery is a difficult process and takes at least
3 years to discover and fix them. As a result, developers who depend on affected APIs are frequently
compelled either to address these vulnerabilities independently or to discontinue their use. This study
aims to identify interfaces within the Eclipse framework that are free from known security vulnerabili-
ties and to recommend them for safer adoption by application developers. To achieve this objective, an
empirical investigation was conducted using the SonarQube static analysis tool across 28 major Eclipse
releases. The analysis focused on determining the presence and distribution of vulnerability-free inter-
faces. The study resulted in a dataset comprising approximately 222K public APIs and 292K internal APIs
that were found to be free of detected security issues. The findings reveal that, on average, about 91.4%
of public APIs and 85.3% of internal APIs across the analyzed releases do not exhibit security vulnera-
bilities. Furthermore, the average time required to remediate identified vulnerabilities was estimated
at 1,425 days. These results offer valuable guidance for both API providers and users by identifying
more reliable interfaces and providing an indication of the effort required to resolve security issues.
Additionally, the dataset of vulnerability-free interfaces has been made publicly accessible via GitHub
to support the development of more secure software systems.

*Correspondence author email address: simon.kawuma@must.ac.ug
DOI: 10.21015/vtcs.v14i1.2196

1 Introduction
Software systems are often developed by leveraging ex-
isting frameworks and libraries. This approach enhances
productivity while promoting the reuse of established

functionality [1, 2]. Consequently, widely adopted ap-
plication frameworks, including Eclipse [3], MSDN [4],
jBPM [5], and JUnit [6], typically expose public (stable)
interfaces (APIs) to support developers in building their
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applications.
Alongside public APIs, these frameworks also expose

internal interfaces. A prominent and widely adopted ex-
ample is the Eclipse application framework. Eclipse is a
large-scale, complex open-source system that is utilized
by thousands of developers. Over a period exceeding
two decades, it has continuously evolved, resulting in
more than 28 major releases and 55 minor updates.
Frameworks such as Eclipse, jBPM, and JUnit follow a
naming convention for internal interfaces by including
the sub-string internal within their package structures,
whereas in the JDK, internal APIs are typically identified
by package names that begin with the sub-string sun.

Framework developers typically advocate for the
use of public APIs since they are viewed as reliable,
well-supported, and sufficiently mature. In contrast,
internal APIs are generally discouraged because they
tend to lack stability, formal support, and maturity,
and may be altered or removed without prior warn-
ing [3, 4, 6, 7]. Nevertheless, the use of internal APIs
remains prevalent in practice. Empirical findings by
Businge et al. [8, 9] indicate that approximately 44%
of 512 examined Eclipse plug-ins rely on internal APIs.
Likewise, Hora et al. [10] reported that 23.5% of 9,702
Eclipse client projects hosted on GitHub make use of in-
ternal interfaces. Furthermore, experienced developers
have noted that utilizing internal APIs can, in some cases,
be more advantageous than implementing equivalent
functionality independently from the ground up [11].

Developers inevitably rely on both public and in-
ternal APIs, as their use accelerates development and
shortens the time required to deliver applications to
market. While interface providers generally assert that
public APIs are officially supported and internal APIs
are not, there is no assurance that either category
has undergone thorough security testing for software
issues like bugs, technical debt, security vulnerabilities
etc. Furthermore, many developers are unaware of
most vulnerabilities [12]. Applications that use security
vulnerability interfaces risk failing and are prone to
malicious attacks and security failures if the security
vulnerabilities are not fixed [13]. This suggests that
application developers should be prepared to address
security vulnerabilities independently when they arise.

Alternatively, remediation may also be undertaken by
framework maintainers on behalf of the users. however,
security vulnerabilities discovery is difficulty and it takes
at least 3 years to discover and fix them [14], thus
interface users might wait indefinitely for vulnerability
fixation by provider.

Many applications depend on vulnerable packages
thus it is critical to discover and fix vulnerabilities [14].
This indicates that interface users are often compelled
either to resolve the vulnerabilities on their own or
to discontinue using the affected interfaces. To avoid
prolonged dependence on interface providers for fixes,
or the burden of handling vulnerability remediation,
developers could instead rely on interfaces that are free
from known security issues. However, in practice, many
users may lack awareness of such vulnerability-free
interfaces within the Eclipse framework.

Furthermore, developers often perform manual
searches to locate the required functionality within the
Eclipse framework [11]. Given the size and complexity
of Eclipse, there is a high likelihood that users may
initially encounter interfaces containing security vul-
nerabilities rather than those that are free from such
issues when identifying components for use in their
applications. Using a static code analysis tool, namely
SonarQube [15], we carried out an investigation on
28 major Eclipse frameworks releases with a goal to
establish: 1) composition of security vulnerabilities in 28
major Eclipse releases and 2) the presence of security
vulnerability-free interfaces throughout the evolution
of the Eclipse framework. The objective of the study
is to recommend the identified secure interfaces to
application developers. Guided by these objectives,
the following research questions were formulated as
follows:

RQ1: What is the distribution and composition
of security vulnerabilities across Eclipse framework
releases? Understanding the overall number of security
vulnerabilities, their distribution, the most frequently
occurring types, and the effort required for remediation
is essential for enhancing the quality of the Eclipse
framework and its interfaces. Such insights enable both
framework developers and interface users to better as-
sess and estimate the effort needed to address security
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vulnerabilities within a specific Eclipse release.
RQ2: Is it possible to identify Eclipse framework

interfaces that are free from security vulnerabilities?
Addressing and resolving security vulnerabilities often
requires a considerable amount of time, which may
force Eclipse interface users to wait for extended peri-
ods before fixes are provided by framework developers.
In this study, we conducted an empirical analysis to
determine whether security vulnerability-free interfaces
exist within the Eclipse framework. The goal was also to
raise awareness among developers about such secure
interfaces, as they may otherwise unknowingly rely on
vulnerable ones, thereby exposing their applications to
potential threats. To answer thees research questions,
we employed the static analysis tool SonarQube [15] to
collect data on security vulnerabilities. A comprehensive
description of the research methodology adopted in this
study is presented in Section 4.

Although a number of studies have been conducted
about vulnerability detection and analysis, no study
has been carried out to ascertain the existence of
vulnerability-free interfaces in Eclipse frameworks,
therefore, The contributions of this study can be
summarized in three main aspects:

1. We present a dataset comprising of 222K public
API classes and 292K internal API classes that are
free from identified security vulnerabilities. This
dataset can be utilized by both Eclipse interface
providers and application developers. Interface
providers may leverage it to estimate the effort
required for vulnerability remediation, while devel-
opers can consult it to identify secure interfaces
suitable for use in their applications.

2. Although Eclipse interface providers assert that
public APIs are stable and reliable [3], our em-
pirical findings support this claim by showing
that more than 91.4% of public APIs across all
analyzed Eclipse releases are free from security
vulnerabilities.

3. While the use of internal APIs is generally discour-
aged due to concerns regarding instability and lack
of support [3, 4, 6], our results indicate that a sig-
nificant proportion of these interfaces are not in-
herently problematic. Specifically, over 85.3% of in-

ternal APIs were found to be free from security vul-
nerabilities across the studied releases, suggesting
that they can also be considered for use by devel-
opers.

The structure of this paper is as follows: Section 2 pro-
vides background information on Eclipse interfaces, se-
curity vulnerabilities, and the SonarQube tool employed
in this study. Section 3 reviews existing relatedwork. The
research methodology is detailed in Section 4. Section 5
presents the results and key findings of the study. A dis-
cussion of these findings is given in Section 6. Threats to
the validity of the study are examined in Section 7. Finally,
Section 8 summarizes the conclusions and highlights di-
rections for future research.

2 Background
This section provides the essential background on the dif-
ferent types of interfaces in the Eclipse framework, out-
lines key concepts related to security vulnerabilities, and
describes the static analysis tools used to examine de-
fects within the framework throughout its evolution.ts
within the framework throughout its evolution.

2.1 Eclipse internal APIs
These elements represent internal implementation arti-
facts which, following the Eclipse naming convention [3],
are located in packages whose fully qualified names con-
tain the sub-string internal. Such artifacts may consist
of public Java classes or interfaces, as well as public or
protected methods and fields defined within them. The
use of internal APIs is generally discouraged due to their
potential instability [16]. Eclipse explicitly warns that de-
velopers who choose to rely on these interfaces do so
at their own risk, as internal APIs may be modified or
removed at any time without prior notice. In addition,
these APIs are typically not accompanied by official doc-
umentation or support.

2.2 Eclipse Public APIs
These elements consist of public Java classes or inter-
faces located in packages whose fully qualified names
do not include the segment internal, as well as public
or protected methods and fields defined within such
classes or interfaces. According to Eclipse, public APIs
are regarded as stable and are therefore considered
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safe for use by application developers. In addition,
Eclipse offers official documentation and support for
these public interfaces.

2.3 Security Vulnerabilities
Security vulnerabilities are weaknesses within a system
that can be exploited by malicious actors, such as attack-
ers, to carry out unauthorized actions in a computer sys-
tem. Vulnerability is a weakness in computer systems
[17]. It is a possible area that is liable to being used for
attacks. A security vulnerability is a weakness within a
system that can be exploited by an attacker. Addition-
ally, a security vulnerability may be described as a defect
such as a bug, flaw, error, fault, gap, or weakness present
within the software architecture, design, code, or imple-
mentation, which can be exploited by malicious actors.
In this study, we thoroughly scrutinized security vulner-
abilities in puplic APIs and internal APIs of the Eclipse
framework as these are the interfaces containing classes
that software developers use when developing their ap-
plication.

2.4 SonarQube
In this study, we employed SonarQube, a widely rec-
ognized open-source static code analysis tool that is
extensively used in both academic research [18] and
industrial practice [19]. SonarQube is available either as
a cloud-based service platform1 or as a downloadable
solution that can be deployed on a local server. The
tool computes a range of metrics, including lines of
code, code complexity, and adherence to predefined
coding standards across commonly used programming
languages [20]. Whenever the analyzed code violates
a specified rule or exceeds a defined threshold for a
given metric, SonarQube reports an issue. It provides
rule sets that address reliability, maintainability, and
security concerns. Additionally, SonarQube supports
multiple programming languages such as Java, Python,
C++, and JavaScript, each with its own set of rules. For
this research, we utilized SonarQube version 8.2, which
includes more than 718 rules specifically for Java. The
full catalog of these rules is publicly accessible online2.

1sonarcloud.io
2https://rules.sonarsource.com/java

3 Related Work
This section outlines how the present study relates to
prior research. Earlier work by Businge et al. [8, 9, 11, 21–
23] focused on empirical investigations of the co-
evolution between the Eclipse SDK framework and its
third-party plug-ins (ETPs). In these studies, the authors
examined how changes in Eclipse interfaces utilized
by ETPs influenced their compatibility with subsequent
framework releases. Their analyses were based on
source code and considered only open-source ETPs.

In a later study, Businge et al. [11] extended this
work by incorporating survey data, thereby including
commercial ETPs and addressing human-related factors.
A key finding across these studies is that interface users
frequently rely on unstable interfaces, largely due to the
absence of stable alternatives that provide equivalent
functionality. Supporting this observation, Kawuma
et al. demonstrated that fewer than 1% of APIs offer
functionality comparable to that of non-APIs [2]. While
the earlier studies by Businge et al. examined both
public and internal APIs, they did not investigate the
identification of security vulnerability-free interfaces,
which is the primary focus of the present study.

In a recent study, Businge et al. [1] employed a
clone detection technique to examine the stability of
internal interfaces as the Eclipse framework evolves.
Their findings identified approximately 327K internal
interfaces that remained stable, which they proposed
as potential candidates for promotion. Closely related
to this work, Hora et al. [10] investigated the migration
of interfaces from internal to public status. Their results
showed that about 7% of 2,277 internal interfaces were
eventually promoted to public APIs, and these promoted
interfaces tended to attract a larger number of clients.
In a similar line of research, Kawuma et al. [24] reported
that the transition of non-APIs to APIs occurs at a slow
rate and typically requires a considerable amount of
time. A similar study by Kawuma et. al [25] looked
at existence of APIs that have no bugs in Eclipse and
they discovered that there exist 217K and 302K public
and internal APIs without bugs respectively in all the
studied Eclipse releases. Waqas et.al [26] conducts a
comparative examination of several machine-learning
techniques to tackle the bug localization difficulty, they
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dicovered that Adaptive Bug Localization System (ABLS)
model indicated a superior performance.

Moreover, a recent empirical study by Kawuma et
al. [27] applied SonarQube analysis across 28 major
Eclipse releases and identified approximately 218K pub-
lic APIs and 321K internal APIs that were free from code
smells. The study further reported that, across all exam-
ined releases, 87.3% of the interfaces corresponded to
public APIs, while 91.5% were internal APIs. Although
prior work in [1], [10], [27], [25], and [24] has focused
on identifying and recommending internal interfaces
for promotion, none of these studies examined the
presence of security vulnerability-free interfaces within
the Eclipse framework.

Several machine learning, deep learning techniques
and tools,have been proposed in previouswork to detect
security vulnerabilities[28–32]. For instance, Zhang et al.
introduced SecureCodeBERT [33], a transformer-based
model specifically designed to identify and classify
high-risk security vulnerabilities in PHP applications.
The model achieves a precision of 0.892 and a recall of
0.867, demonstrating notable improvements compared
to conventional static analysis approaches. Further-
more, Large language models (LLMs) have been used as
transformative tools in the detection and management
of software vulnerabilities and these LLMs models have
proved themselves superior to traditional tools [34].
Although some of the above studies look at security
vulnerability detection tools, ML and DL learning tech-
niques, none of the above studies examined aspects
such as the composition and distribution of security
vulnerabilities, the effort required for their remediation,
as well as the presence of vulnerability-free interfaces
within the Eclipse framework, in contrast to the focus of
our study.

4 Research Methodology
This section describes the experimental design and out-
lines the procedures followed to collect data used in ad-
dressing the research questions.

4.1 Eclipse Releases Collection
In this section, we describe the data sources used in the
study. The analysis is based on 28 major Eclipse SDK
releases obtained from the Eclipse Project Archive web-

site [35, 36]. Table 1 summarizes the selected releases.
The first column lists the major versions, ranging from
Eclipse–1.0 (E-1.0) to Eclipse–4.16 (E-4.16), while the sec-
ond column indicates their respective release dates. The
third column reports the Java lines of code (LOC) for each
release, and the fourth column presents the total num-
ber of Java classes contained in each version.

Eclipse was chosen as the subject of this research
due to its widespread adoption as an open-source
framework, making it highly relevant to a large devel-
oper community. The framework undergoes continuous
evolution, with new versions typically released every
three months. This regular release cycle provides an
opportunity to analyze trends in security vulnerabilities
over time. The study specifically focuses on major
releases because transitions between these versions
often involve the addition, modification, or removal
of projects, sub-projects, packages, classes, interfaces,
fields, and methods within the framework.

4.2 Security Vulnerabilities Extraction
In this section, we describe the process used to collect
data for addressing research questions RQ1 and RQ2.
The SonarQube tool (version 8.2) [15] was employed to
obtain information on security vulnerabilities across the
different Eclipse releases. This tool was selected due to
its widespread adoption in both academic research [18,
37] and industrial practice [19, 38]. We configured and
executed SonarQube locally, enabling all 58 Java security-
related rules designed for vulnerability detection. A vio-
lation of any of these rules indicates the presence of a
security vulnerability in the analyzed source code.

Our analysis focused on determining the total num-
ber of security vulnerabilities, estimating the effort re-
quired for their remediation, and identifying the most
prevalent vulnerabilities defined as the most frequently
violated rules for each Eclipse major release. In addition
to detecting vulnerabilities, SonarQube provides an esti-
mate of remediation effort expressed in days, assuming
a standard working duration of eight hours per day [15].

Figure 1 depicts the procedure adopted to identify
and extract security vulnerability information across
all analyzed Eclipse releases. SonarQube processes
source directories containing Java files as input and
analyzes them to detect potential security vulnerabilities
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Table 1. Eclipse major releases and their corresponding release dates

Major Release Java Java Major Release Java Java.
Releases Date LOC Classes Release Date LOC Classes
E-1.0 07-Nov-01 449K 4,608 E-4.2 27-Jun-12 2.8M 22,443
E-2.0 27-Jun-02 769K 6,751 E-4.3 05-Jun-13 2.9M 22,798
E-2.1 27-Mar-03 959K 7,911 E-4.4 06-Jun-14 3.1M 23,880
E-3.0 25-Jun-04 1.3M 10,634 E-4.5 03-Jun-15 3.14M 23,920
E-3.1 27-Jun-05 1.6M 12,299 E-4.6 06-Jun-16 3.2M 23,936
E-3.2 29-Jun-06 2M 14,941 E-4.7 28-Jun-17 3.3M 25900
E-3.3 25-Jun-07 2.1M 16,036 E-4.8 27-Jun-18 3.39M 26,180
E-3.4 17-Jun-08 2.5M 18,800 E-4.9 19-Sept-18 3.4M 26,363
E-3.5 11-Jun-09 2.6M 19,169 E-4.11 Mar-19 3.5M 27,448
E-3.6 08-Jun-10 2.7M 20,922 E-4.12 Jun-19 3.51M 27,784
E-3.7 13-Jun-11 2.75M 21,104 E-4.13 Sept-19 3.52M 27,904
E-3.8 27-Jun-12 2.8M 22,477 E-4.14 Dec-19 3.53M 27,976
E-4.0 27-Jul-10 2.6M 20,498 E-4.15 Mar-20 3.55M 28,500
E-4.1 20-Jun-11 2.7M 21,234 E-4.16 Jun-20 3.6M 28,135

within specific classes. For each Eclipse release, the tool
generates a report that can be accessed through the
SonarQube server at the URL: http://localhost:9000 . An
example of such a report for Eclipse-4.16 is presented in
Figure 1.

Within these reports, each file is assigned a security
rating (SR) by SonarQube based on both the type and
number of vulnerabilities identified in the corresponding
class. For instance, as illustrated in Figure 1, files in the
last row are assigned a rating of A, indicating the absence
of security vulnerabilities. The tool also records the num-
ber of vulnerabilities detected in each class. In addition,
SonarQube categorizes file security ratings as follows: A
denotes no vulnerabilities, B indicates at least one mi-
nor vulnerability, C represents at least one major vulner-
ability, D corresponds to at least one critical vulnerability,
and E signifies the presence of at least one blocker-level
vulnerability.

Furthermore, SonarQube aggregates the total num-
ber of vulnerabilities identified in each release and esti-
mates the effort required for their remediation. For ex-
ample, as shown in Figure 1, a total of 2K vulnerabili-
ties were detected, requiring approximately 10 days to
address. In this study, we considered the total number
of vulnerabilities reported per class for each Eclipse re-

lease. Particular attention was given to classes with a rat-
ing of A, indicating no detected vulnerabilities. To com-
pute the proportion of vulnerability-free classes, we cal-
culated the ratio of classes with rating A to the total num-
ber of classes within each Eclipse release.

5 Results
In this section, we report and analyze the data obtained
in Section 4 to address research questions RQ1 and RQ2.

5.1 Security Vulnerabilities and
Remediation Efforts

Figure 2 illustrates the results related to the total number
of security vulnerabilities and the corresponding reme-
diation effort required to address them across the ana-
lyzed Eclipse releases. In this figure, the bar chart depicts
the total count of security vulnerabilities, whereas the
line chart shows the estimated remediation effort in days.
Considering both visualizations, a steady upward trend
is observed in both the number of vulnerabilities and
the effort required for their resolution. This pattern can
be explained by the continuous evolution of the Eclipse
framework, where the introduction of new functionali-
ties such as additional projects, classes, methods, and
increased lines of code contributes to the emergence of
new security vulnerabilities.
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Figure 1. SonarQube vulnerabity detection tool
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Figure 2. Total number of security vulnerability and
remediation effort in Eclipse releases

A decrease in both the number of security vulner-
abilities and the corresponding remediation effort is
observed between Eclipse–3.8 and Eclipse–4.0, followed
by a steady increase from Eclipse–4.1 onwards. This
temporary decline between Eclipse–3.8 and Eclipse–4.0
can be explained by the removal of 1,979 classes from
Eclipse–3.8, as indicated in Table 1. The elimination of
these classes likely resulted in the removal of associated
vulnerabilities, thereby reducing the effort required for
remediation.

Additionally, this shift can be linked to architectural
changes introduced by Eclipse developers. An evaluation
of the Eclipse 3.x architecture revealed limitations in ac-
commodating emerging technologies, supporting com-
munity growth, and attracting new contributors. Conse-
quently, the architecture was redesigned starting from
version 4.0 to address these challenges [2].

From the bar chart in Figure 2, it is evident that the
total number of security vulnerabilities across the ana-
lyzed releases ranges from2,227 to 59,244. Furthermore,
the estimated remediation effort varies between 51 and
1,777 days for addressing vulnerabilities in the examined
Eclipse versions.

5.2 Security vulnerability-free interfaces
in Eclipse releases

Figure 5 shows the results related to the proportion
of security vulnerability-free interfaces across different
Eclipse major releases. In this figure, the first and
second bars represent the percentages of security
vulnerability-free public APIs and non-APIs (internal
APIs), respectively, relative to their total counts within
each category. Further examination of Figures 3 and 4
indicates that more than 91.4% of public APIs and
85.3% of non-APIs are free from security vulnerabilities.
Additionally, in Figure 5, the bar charts illustrate the
proportion of vulnerability-free public API and non-API
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Figure 4. Security vulnerability free non-APIs

classes relative to the total number of interfaces per
release, while the line chart represents the overall count
of vulnerability-free interfaces, obtained by summing
both categories.

For each Eclipse release in Figure 5, two bars are
displayed: the first corresponds to the percentage of
vulnerability-free public API classes, and the second rep-
resents vulnerability-free internal API (non-API) classes.
Observing the bar charts, it is evident that a larger share
of vulnerability-free classes belongs to the internal
API category compared to public APIs. This trend is
influenced by the fact that internal APIs are approxi-
mately twice as numerous as public APIs throughout
the evolution of Eclipse [2]. Across all analyzed releases,
the proportion of vulnerability-free public API classes
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ranges between 22.7% and 47.2% of the total classes,
whereas internal API classes range from 44.7% to 67.2%.
On average, vulnerability-free public APIs and internal
APIs account for 36.8% and 53.6% of the total classes in
a given release, respectively.

Although internal APIs (non-APIs) are generally
regarded as unstable, unsupported, and subject to mod-
ification or removal during framework evolution [3, 4, 6],
one might expect a higher prevalence of vulnerabilities
within this category. However, the findings of this study
indicate otherwise, revealing that, on average, 53.6% of
all classes across the examined Eclipse releases exhibit
no security vulnerabilities.

5.3 Common security vulnerabilities in
Eclipse Releases

In this section, we present results of the common secu-
rity vulnerabilities found in Eclipse releases. In this re-
search, we considered 58 security vulnerability rules pro-
vided in SonarQube tool (version 8.2) to detect security
vulnerabilities in Eclipse releases. The complete list of
security vulnerability rules is available online3. security
vulnerability rules create code violations that represents
something wrong in the code which will be reflected as a
security vulnerability. Tables 3-6 presents results of com-
mon security vulnerabilities that arise as a result of viola-
tion of standard security vulnerability rules in the Sonar-
Qube. The first column in the tables show the unique

3https://rules.sonarsource.com/java
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rule id whereas the second column show a brief descrip-
tion of the rule. The third column (vulnerability) shows
the total number of security vulnerabilities that are gen-
erated as a consequence of violating a given security vul-
nerability rule in all the analyzed Eclipse releases.

6 Discussion
From Figure 2, a generally increasing trend in the num-
ber of security vulnerabilities is observed across the
analyzed Eclipse major releases. This pattern can be
explained by the continuous evolution of the Eclipse
framework, where additional functionality—such as new
projects, classes, and methods—is introduced, leading
to an increase in lines of code (LOC). As a result, the
expansion of functionality is often accompanied by the
introduction of new security vulnerabilities. Moreover,
Eclipse benefits from a large and active community of
developers and contributors who continuously add to
its extensive codebase [2].

The total number of detected security vulnerabili-
ties also provides an indication of the time and effort
required by both framework developers and interface
users to address these issues. Additionally, as illus-
trated in Figures 3 and 4, more than 91.4% of public
interfaces and 85.3% of internal interfaces are free from
vulnerabilities across all analyzed Eclipse major releases.
This observation suggests that a substantial proportion
of Eclipse interfaces undergo adequate testing before
being integrated into the framework ecosystem.

Tables 2 3, 4, 5 present the most frequently occurring
security vulnerabilities identified by SonarQube across
the studied Eclipse releases. These findings are valuable
for both interface providers and users, as they highlight
common vulnerability patterns and emphasize the im-
portance of adhering to sound coding practices to min-
imize security risks in applications.

The SonarQube static analysis tool was used in this
research to address the trends of security vulnerabilities
in the Eclipse framework, and the aim was to find out
the vulnerability-free interfaces that can be suggested
to developers. The choice of static analysis tools was
due to the fact that they are free, easily available, and
can be used to detect vulnerabilities at an earlier stage
of the development cycle, when fixing them is cheaper

[39]. These tools generate alerts based on predefined
programming rules to detect defects [39]. For example,
SonarQube includes 58 security-related rules, and viola-
tions of these rules indicate the presence of security vul-
nerabilities that developers can address.

However, static analysis tools often produce a large
volume of warnings, which can be challenging for users
to interpret. In this regard, SonarQube provides user-
friendly and interactive interfaces that facilitate efficient
analysis and interpretation of vulnerability reports.

6.1 Comparative Analysis with Other
Open-Source Ecosystems

To enhance the generalizability of our findings, we
compare the security vulnerability patterns observed in
the Eclipse framework with findings from other widely
adopted open-source ecosystems, notably Android APIs
and OpenJDK libraries.

Previous studies on Android ecosystem (e.g., Mo-
hayeji et al. [40]; Gao et al. [41]) indicate that software
dependencies often contain known vulnerabilities, with
developers frequently postponing updates to affected
libraries. Similarly, empirical analysis of Python and Java
ecosystems ( e.g., Kikas et al. [42]; Zimmermann et al.
[43] ) reveals that vulnerability prevalence is non-trivial,
with many packages exhibiting security weaknesses
over time due to dependency complexity and delayed
updates.

In contrast, our findings reveals that over 91.4% pub-
lic APIs and 85.3% of internal APIs in Eclipse are secu-
rity vulnerability-free across all analysed releases. This
percentage is relatively high compared to reports from
other ecosystems such as Maven and PyPI, where em-
pirical studies report widespread vulnerability exposure,
long resolution time (often several years), and significant
propagation through transitive dependencies [44, 45]

Furthermore, studies on OpenJDK and Java libraries
have highlighted risks associated with internal or undoc-
umented APIs (e.g., usage of sun.* packages), which are
often unstable andmay introduce security vulnerabilities
due to lack of official support and evolution guarantees
[46]. Empirical research has also shown that reliance on
internal APIs increases maintenance challenges and po-
tential security risks as these interfaces may change or
be removed without notice [47]. However, our results
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Table 2. Common blocker security vulnerabilities in Eclipse releases

Rule Rule Description Vulnerability
S2976 File createTempFile should not be used to create a directory 140
S2647 Basic authentication should not be used 137
S5547 Cipher algorithms should be robust 27
S4830 Server certificates should be verified during SSL/TLS connections 26
S5527 Server hostnames should be verified during SSL/TLS connections 17

Table 3. Common critical security vulnerabilities in Eclipse releases

Rule Rule Description Vulnerability
S2755 - XML parsers should not be vulnerable to XXE attacks 3501
S5542 - Encryption algorithms should be used with secure mode 149

Table 4. Common minor security vulnerabilities in Eclipse releases

Rule Rule Description Vulnerability
S3066 enum fields should not be publicly mutable 719146
S1444 public static fields should be constant 566304
S1104 Class variable fields should not have public accessibility 25521
S1989 Exceptions should not be thrown from servlet methods 8620
S2386 Mutable fields should not be public static 7724
S899 Return values with operation status code shouldn’t be ignored 17
S1148 Throwable.printStackTrace(...) should not be called 9

Table 5. Common major security vulnerabilities in Eclipse releases

Rule Rule Description Vulnerability
S4423 Weak SSL/TLS protocols should not be used 55

suggest that in Eclipse, even internal APIs exhibit a high
proportion (85.3%) of vulnerability-free interfaces, chal-
lenging the common assumption that internal APIs are
inherently less secure.

Another point of comparison lies in remediation
effort. Prior research indicates that vulnerability reso-
lution in software ecosystems can take several months
to years [45]. Our study aligns with this trend, showing
an average remediation effort of 1425 days, reinforcing
the general difficulty of vulnerability detection and
resolution across ecosystems.

7 Threats to Validity
As with any empirical investigation, our study is subject
to potential threats to validity. These threats can be di-

vided into construct, internal and external validity.
validity is related to the level at which the metrics

adopted are appropriate to measure the phenomena
being studied. In this study, the approach used to
compute the proportion of security vulnerability-free
interfaces in Eclipse may introduce construct validity
limitations. This is owing to the fact that only classes are
analyzed whereas other components of the program
that are relevant like methods and variable declarations
are not taken into account.

Internal validity relates to factors that may influence
the accuracy of the results due to the tools and proce-
dures employed. In our case, the use of SonarQube for
data extraction introduces potential internal validity con-
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cerns, as different tools might yield different outcomes.
Additionally, like most static analysis tools, SonarQube
does not achieve perfect accuracy. It identifies vulnera-
bilities based on predefined rules and known patterns;
however, some vulnerabilities may only become appar-
ent during compilation or runtime and thereforemay not
be detected by static analysis.

External validity addresses the extent to which the
findings can be generalized beyond the studied context.
This research focuses on the Eclipse SDK framework,
a widely used and large-scale open-source system,
making it a relevant and representative case study. Its
open-source nature also ensures accessibility of the
source code. Nevertheless, as is typical in empirical
software engineering studies, the results cannot be
directly generalized to other systems, particularly those
developed using programming languages other than
Java.

8 Conclusion and Future Work
In this study, we conducted an empirical analysis of 28
major Eclipse releases to determine the proportion of
vulnerability-free interfaces. The results indicate that
more than 91.4

As part of future work, we intend to investigate
the popularity of the identified vulnerability-free inter-
faces by examining both their internal and external
usage. Internal usage will be assessed by analyzing
how frequently these interfaces are used within Eclipse
packages and libraries. External usage will be evaluated
by determining the extent to which applications hosted
on GitHub depend on these vulnerability-free interfaces.

Additionally, external adoption can be further mea-
sured by examining the number of developers who in-
teract with or utilize these interfaces. Although a large
proportion of interfaces are free from security vulnera-
bilities, this alone does not guarantee overall software
quality. Therefore, we plan to extend this work by evalu-
ating additional quality attributes of the identified inter-
faces, including factors such as complexity anddocumen-
tation.

Also, comparative study can be carried out between
SOTA models and LLM/ML models and sonarqube tools
to compare the findings of all tools interms of their pre-

cision and recall. Furthermore, the dataset in this study
can be used as a fundation for the development of an
Eclipse plugin that can be used to automate security vu-
lunerability assessment during API evolution.
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