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Abstract Duringthe COVID-19 pandemic, finding effective methods to prevent
the spread of infectious diseases has become critical. One important measure
for reducing the transmission of airborne viruses is wearing face masks but en-
forcing mask-wearing regulations can be difficult in many settings. Real-time and
accurate monitoring of mask usage is needed to address this challenge. To do so,
we propose a method for mask detection using a Convolutional Neural Network
(CNN) and Blockchain Technology. Our system involves training a CNN model on
a Dataset of images of people with and without masks and then deploying it on
loT-enabled devices for real-time monitoring. The use of Blockchain Technology
ensures the security and privacy of the data and enables the efficient sharing of re-
sources among network participants. Our proposed system achieved 99 percent
accuracy through CNN training and was transformed into a Blockchain-enabled
network mechanism with QR validation of every node for authentication. This ap-
proach can potentially be an effective tool for promoting compliance with mask-
wearing regulations and reducing the risk of infection. We present a framework
for implementing this technique and discuss its potential benefits and challenges.

*Correspondence Author Email Address:
anwar.sathio@bbsul.edu.pk

1 Introduction

As the COVID-19 pandemic continues, there is a growing need for automated systems to detect face mask
usage in public spaces. One promising solution is face mask detection using machine learning algorithms.
This project proposes a system that uses a machine learning algorithm and a Blockchain framework for
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added security to detect face masks in real-time from a live video stream. The system captures video feed
from a camera and analyzes the footage using a pretrained machine learning model to detect whether
individuals are wearing face masks. The resulting data is uploaded to a Blockchain network, providing a
secure and tamper-proof way to store the data and creating an immutable ledger that tracks face mask
usage in public spaces.

The system also incorporates security measures such as encryption and access control to ensure that
only authorized users can access the data. Furthermore, leveraging Blockchain technology eliminates the
need for a centralized authority to manage the data, providing an added layer of security and transparency.
Overall, the proposed face mask detection live streaming system has the potential to be an effective tool
for promoting compliance with face mask mandates, which is crucial for mitigating the spread of COVID-19
and other infectious diseases in public spaces. Furthermore, by incorporating Blockchain technology, the
system can provide a secure and transparent means of tracking face mask usage, which could be helpful
for public health officials, policymakers, and other stakeholders[1].

Many studies are found in the literature where face mask detection is discussed with many image-
processing techniques[18],[20], [21]. And some other studies also conducted live camera streaming and
Face detection, but it's just for one placement at fixed points. Many gaps are analyzed to manage fully
crowded events and face detection, and many studies have experience with different methods. We, in
this study, have two perspectives. Detect facemasks in live mode using a Blockchain-enabled network be-
cause it's at high risk when connected to different edged computing devices and loT-based infrastructure
like blue tooth connected devices, e.g., live cameras, drone cameras, etc. [22],[23] . This study composed
objectives: design a trained machine learning model and frame the security with blockchain-enabled sys-
tems with edged computing devices.

Convolutional Neural Networks (CNNs) will be used in the current endeavor to develop a trained ma-
chine learning model for detecting face masks. In the context of the COVID-19 pandemic, the trained
model [20],[23-25] will be able to determine whether or not someone is wearing a face mask. The CNN
model can be trained to attain high accuracy and efficiency by selecting an acceptable dataset, preparing
the data, and doing so. For real-time face mask identification, the trained model can be installed on edge
computing devices like the Raspberry Pi or Nvidia Jetson. Since machine learning models can be vulner-
able to adversarial attacks and model stealing, their use for face mask detection also raises issues with
data security and privacy. As a result, it's crucial to incorporate security measures into the architecture of
machine learning models to guarantee the privacy, availability, and integrity of data.

Machine learning models can be made more secure by using edge computing and Blockchain-enabled
systems. With the help of distributed ledger technology, data can be accessed and stored securely and
autonomously, allowing for secure data transfer and thwarting unauthorized access [26-31]. On the other
side, edge computing tools enable data processing at the network’s edge, lowering latency and enhanc-
ing data privacy. A safe and effective infrastructure for machine learning applications can be created by
integrating blockchain-enabled systems with edge computing hardware. Machine learning models can be
trained on a big dataset without sacrificing data privacy, for instance, using a blockchain-enabled edge
computing network to share data securely and decentralized between devices[32-35].

2 Literature Review

CNN-based face mask detection systems and their integration into Blockchain-loT-enabled networks is
an emerging area of research with promising results. These systems can improve the security and trans-
parency of face mask compliance monitoring in public spaces. Here is a brief literature review on face
mask detection using CNN methods and implementation into Blockchain-loT-enabled networks in
Table-1

2.1 Video Restoration

These recent publications demonstrate the potential of CNN-based video restoration techniques for im-
proving video quality. By training on large-scale datasets and incorporating both spatial and temporal in-
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Table 1. Advancements in Face detection with CNN & Deep Learning Methods

| SNo. || Authors | Problem | Methodology
1 Zhang et al.(2021) | Face detection MTCNN method
[2],
2 Liu et al.(2021)[3] Object detection SSD for face detection
3 Redmon et  al. | Object detection YOLO - uses single-step CNN for
(2016)[4] real-time face detection applica-
tion method
4 Deng et al. (2019)[5] | Face detection RetinaFace- face detection algo-
rithm using the multi-task function
to detect faces, landmarks, and
gender
5 Zhou et al. (2018)[6] | Face Detection -Review a CNN to detect object centers and
regresses the object size and ori-
entation from the center point
6 Anil Kumar & Mohan | Real-time face mask detection CNN- Caffe model a face detec-
Bansal (2023)[7] tor,MobileNetV2 for mask identifi-
cation
7 L. M. I. Leo Joseph et | Facial Detection CNN model to detect face masks -
al. (2021)[8] Real-Time dataset
8 Danging Xu & Yi-| Multi-Scale Remote Sensing Tar- | YOLO-V3; Convolutional Neural
quan Wu (2020)[9? | get Detection Network ; DenseNet
,10]
9 Pooja S et al( | object detection, Blockchain, and | a secure face mask detection and
2021111 loT technologies monitoring system that uses a
CNN-based
10 Xin  Tao et al. | “sub-pixel motion compensation” | (SPMC) layer in a CNN framework
(2017)[12]
11 L. Yaroslavsky | Noise-suppression capability- | DCT domain (SWDCT) image-
(2001)[13] Adaptive transform domain - | denoising algorithms
image restoration methods
12 Matias Tassano Julie | DVDNET- Deep video denoising CNN denoisers and another algo-
Delon, and Thomas rithm
Veit (2019)[14]
13 Caballero et al. | Video Super-Resolution Video, super-resolution method-
(2017)[15] CNN-based architecture
14 Qiao et al. (2020) | face detection method R-CNN-based face  detection
[16] method
15 Wu et al. (2019)[17], | face detection & recognition CNN-based architecture
[18]1[9]
16 Chen et al. (2019) | showed high detection accuracy | an improved CNN-based face de-
[191[4] on challenging Dataset and out- | tection algorithm
performed traditional face detec-
tion methods
17 Zhao et al. | present a real-time face-detection | a multi-task learning framework
(2018)[61[191] method with CNN
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formation, these methods have shown significant improvements over traditional methods. Video restora-
tion using trained CNN models is an active area of research. Here are some recent publications on this
topicin Table 1:

2.2 Face Detection

Face detection using CNN is a popular and active area of research. These recent studies demonstrate
the potential of CNN-based face detection methods for iNmproving accuracy and efficiency. By training
on large-scale datasets and incorporating multi-task learning or improved network architectures, these
methods have shown significant Here are some recent publications on this topicin table 2:
The choice of dataset and CNN architecture for mask detection can vary depending on the application
and performance requirements. However, recent studies have shown that CNN models can achieve high
accuracy for mask detection tasks using various architectures and datasets. The choice of the dataset of
face masks can significantly impact CNN performance. Here are some standard datasets used in recent
studies on this topic in Table 3 :

Face detection applications use many strategies to train the model for accuracy and performance. Since
the CNN is a classifier to experiment, in terms of model architectures, some recent studies have carried
out the face detection following:

1. "MobileNetV2" [1, 47, 48]: This model is a lightweight CNN architecture optimized for mobile devices.
It has been used in recent studies for mask detection and achieved high accuracy.

2. ResNet-50" [42]: This model is a deep CNN architecture widely used for image classification and
object detection tasks. It has also been used in recent studies for mask detection and achieved high
accuracy.

3. “Inception-v3" [49]]: This model is a deep CNN architecture designed for image recognition tasks. It
has been used in recent studies for mask detection and achieved high accuracy.

3 Methodology

The proposed methodology for face detection using CNN is explained below:

3.1 Design

The design is a high-level methodology for developing a face mask detection CNN model and integrat-
ing it with an loT-enabled blockchain security mechanism. This design methodology can be adapted and
customized based on the specific requirements in fig1 as follows:

1. Define the problem and requirements: Determine the face mask detection system and the require-
ments for accuracy, speed, and security. Consider the environmental factors, such as lighting condi-
tions and camera positioning.

2. Collect and preprocess the data: Obtain a suitable dataset of face images with and without masks.
Preprocess the data by resizing, normalizing, and augmenting the images to improve the training
data, including quality and quantity.

3. Train the CNN model: Design a suitable CNN Face mask detector and train the model using the
preprocessed data. Use transfer learning to leverage existing pre-trained models for faster and more
efficient training.

4. Deploy the model to an loT device: Deploy the trained model to an loT device, such as a camera or a
mobile phone, to enable real-time face mask detection in the field.

5. Integrate with a Blockchain security mechanism: Integrate the loT device with a Blockchain network
to provide secure storage and transfer of face mask detection data. Use smart contracts to enforce
the rules and policies for data access and sharing.

6. Test and optimize the system: Test the system in a real-world setting and fine-tune the model and
security mechanisms based on the feedback and performance data.
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Table 2. Literature for face detection and Machine learning

YOLO-v3,

un-

S Authors Methodology- Technique Parameters -Analysis
No. Problems
1 Calistus N. Ngong- | Viral impacts analy- | Medicine Vaccinations, different variants of
hala et al. 2023[36] sis COVID-19 analyzed
2 AK. Sharadhi et al. | face mask recog- | convolutional neural net- || 98 percent, Image processing -
2022[37] nizer work Mobile Net V2 Computer vision
3 Heidari et al., 2022 | COVID-19 detec- | lightweight CNN - || Transfer Learning (TL) technique
[25] tion(chest CT im- | blockchain to initialize by layers
ages)
4 Meiling Fang et al. | Collaborative PAD algorithms Performance /effect analysis of
2021 [38] Real Mask Attack masked attacks by Face PAD algo-
Database (CRMA) rithms
5 Minghui Li et al. | Significance  anal- | The human body infects us- || Analysis of toxic effects - face
2021[3] ysis of COVID-19 | ing healthy types of shows || mask-derived MPs / NPs
-pandemic face | -reviewed all organs
mask - classifica-
tions
6 P. Gupta, V. Sharma, | Mask detection and | a video surveillance algo- || Multi-CNN prediction model for
& S.Varma 2022[39] | recognizing human | rithm for face mask detec- || suspicious activities
actions & novel algo- | tion
rithm
7 Preeti Nagrath et al., | Face detection OPEN-CV DNN accuracy - 0.9264 & F1- 0.93
2021 [40]
8 Aldert Vrij,Maria | Medical-face mask | Literature reviewed Analyzed how to wear medical
Hartwig 2021[23] Survey - analysis face masks
9 TM Saravanan et al. | Face mask detection | Novel approach- CNN 96.50 per accuracy
2022[22]
10 Elliot Mbunge et al. | to detect COVID-19 | DCNN models review Parameters- Inception-v4, Mask-
2021[41] face masks RCNN, Faster-RCNN,
Xception, DenseNet, used to de-
tect face masks
11 Mohamed Loey et | Face mask detection | Decision tree, SVM, Ensem- || SVM @ 99.64 perc in RMFD,SMFD
al., 2021[42] ble algorithms @ 99.49 perc, & LFW @ 100 perc
accuracy
12 Mostafa M. Mo- | Face mask recogni- | Mask Augsburg Speech || Results of performance -
hamed et al. 2022 | tion through voice Corpus (MASC), Baseline || weighted Average Recall (UAR.)
[43] schemes applied to solve a || - 71.8 perc , 80.1 perc.,& 82.6
problem percent
13 Peishu Wu et al. | face mask detection | FMD-Yolo FMD-Yolo precision AP50 of 92.0
2022 [18] method percent, 88.4 percent
14 Adnane Cabani et al. | Masked Face-Net-A | A dataset of cor- || 137016 images available at
2021[20] dataset rectly/poorly masked || https://github.com/cabani/MaskedFace-
face images Net
15 Xiangjie Kong et al. | Mask Identification Real-Time Deep Learning ECMask 1) video restoration, 2)
2021[24] face detection & 3) mask identifica-
tion
16 Bensenane Ham- | Detection of spoof- | A Review performance evaluated by pub-
dan, Keche Mokhtar | ing by 3D mask lic 3D Mask Attack Database
2017[21] (3DMAD)
17 Preeti Nagrath et al., | Face mask detection | SSDMNV2 - Single Shot || 0.9264 accuracy with F1 0.93 re-
2021[1] system Multibox Detector as a face || sults
detector and MobilenetVv2
framework
18 Andrea Pazienza | Monitoring  Equip- | (ME)2-Monitoring  Equip- || 94.80 percent model accuracy

& Daniele Monte
2022[44]

ment Mask Environ-
ment

ment

100
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Table 3. Dataset literature for face Mask Detection

S No. Source of Dataset Popular Dataset |
Data details-images
1 Kaggle repository[45] Face Mask Detection Dataset -Kaggle &
12000 images
2 Mohamed Loey et al.[42] COVID-19 Coronavirus Face Mask Collec-

tion Dataset & Large dataset, Masked
Faces (MAFA),35806 masked face images

3 Kaggle repository[46] Dataset -Kaggle & 850 face mask images
of 03 classes

4 Qin, 2020[16] Kaggle, Mask detection dataset & 3835
images

7. Maintain and update the system: Regularly maintain and update the system to ensure continued
performance and security and to incorporate new features and capabilities as needed.

3.2 loT- Edge Devices

An edged loT-enabled device for facemask detection using a trained CNN model [10, 44, 50]. This high-
level design can be customized and expanded based on the specific requirements and constraints of the
facemask detection system. In additionally, it is crucial to ensure the system complies with data privacy
regulations and security standards [24], which can be expressed in fig2 as follows:

1. Hardware Selection: Select an edged |oT device suitable for running a CNN model, such as a Rasp-
berry Pi or Nvidia Jetson Nano. Consider the device's computing power, memory, and power con-
sumption.

2. Software Installation: Install the operating system and required software on the device, including the
CNN model, a web server, and an MQTT broker.

3. Face mask Detection Model: Train a CNN model using a suitable dataset for facemask detection and
then optimize the model for deployment on an edged IoT device.

4. Real-time Image Capture: Connect a camera module to the edged |oT device and configure the device
to capture images in real-time. You may use a USB camera, Raspberry Pi camera, or an IP camera
that supports video streaming.

5. Face Mask Detection: Run the trained CNN on the captured images to detect whether the person is
wearing a face mask. Apply face detection, face alignment, and classification techniques to increase
CNN accuracy.

6. Alert System: Based on the output from the facemask detection model, trigger an alert to notify the
concerned person or send an email, text message, or push notification

7. Integration with Blockchain: Integrate the edged loT device with the Blockchain network to enable
secure storage and transfer of facemask detection data. Use a smart contract to enforce the rules
and policies for data access and sharing.

3.3 Video Data Restoration and Transformation

The CNN model trains the video data restoration and transformation for a facemask detector. This pro-
cess can be refined and optimized based on the specific requirements and constraints of the video data
restoration and transformation system [36, 44, 51-53] . Additionally, it is essential to ensure that the[6, 9,
50, 53, 54] system complies with data privacy regulations and security standards; it involves the following
phases :
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Define problem &
Requirements

Collect & Process
data

Figure 1. Design methodology process for face mask detection

Integration with Blockchain

Alert System

Face Mask Detection

Real-time Image Capture

Face mask detection Model Selection

Software Installation

Hardware Selection

Figure 2. An edged loT-enabled device for facemask detection using a trained CNN model
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1. Video Data Collection: the data that needs to be restored and transformed, videos captured in dif-
ferent lighting conditions, low-resolution videos, or videos with noise.

2. Video Preprocessing: Preprocess the video data to make it suitable for input to the trained CNN
model, i.e., resizing, normalization, and color space conversion.

3. Frame Extraction: Extract individual frames from the preprocessed video to apply the trained CNN
model.

4. Face mask Detection: Apply the trained CNN model to each video frame to detect wearing a face
mask. Apply image processing techniques to increase the model's accuracy.

5. Video Transformation: Based on the output of the facemask detection model, transform the video
frames to enhance the visibility of facemasks, involving image enhancement, image restoration, and
super-resolution techniques.

6. Video Reconstruction: Reconstruct the transformed frames back into a video, to be done by concate-
nating the transformed frames back in order.

7. Video Postprocessing: Postprocess the reconstructed video data to improve its quality, including
denoising, color correction, and contrast adjustment.

8. Video Storage and Transfer: Store the restored and transformed video data on a blockchain-enabled
storage system to ensure secure storage and sharing.

3.4 Detail of Proposed CNN Model Design

The processing model of a facemask detection CNN model typically involves the following steps, men-
tioned in Figure 3-5, [11, 22, 24, 35, 36, 44, 53] :

1. Input Data Preprocessing: Preprocess the input data to ensure it is suitable for the CNN model;
include operations such as image resizing, normalization, and color space conversion

2. Convolution and Pooling Layers: The input data is then passed through a series of convolutional and
pooling layers to extract features from the input image.

3. Fully Connected Layers: The output of the convolutional and pooling layers is flattened and passed
through one or more fully connected layers to perform classification.

4. Softmax Activation: A softmax activation function is applied to the output of the final fully connected
layer to produce a probability distribution over the possible classes. In the case of facemask detec-
tion, the two possible courses are “with a mask” and “without a mask.”

5. Model Training: The CNN trained on a large dataset of images labeled “with mask” or “without a
mask.” Labeled classes

6. Inference: Once the CNN model has been trained, it can classify new images as “with a mask” or “with-
out a mask.” In the case of facemask detection, this would involve passing the input image through
the model and producing a binary classification output.

7. Postprocessing: A step to improve the accuracy of facemask detection— it's a technique for non-
maximum suppression or thresholding. CNN is a supervised learning algorithm that needs a large,
labeled image dataset. It learns to recognize to classify new images as either “with a mask” or “with-
out a mask.” The trained model can be integrated into an loT-enabled system and combined with
blockchain technology to provide a secure and decentralized mechanism for facemask detection in
various settings.

3.5 CNN Model Training and Testing process

The process of preparing and using training and testing data for a facemask detection CNN model typically
involves the following steps[1, 9, 20, 22, 511:

1. Data Collection: The first step in building a facemask detection CNN model is to collect a large dataset
of images labeled images in two classes of the mask. This dataset can be gathered from various
sources, such as online repositories or in-house data collection.
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Figure 3. Describe the Phase-| processing of the CNN model for training
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Apply facemask
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Show output

Figure 4. Describe Phase Il of the CNN model for the Training process

2. DataPreprocessing: Once the data has been collected, it must be preprocessed to ensure itis suitable
for use in the CNN model

3. Splitting the Data: The dataset is divided into two groups, 30 percent for training and 70 percent for
testing of CNN model.

4. Data Augmentation: To avoid overfitting, use data augmentation techniques such as image flipping,
rotation, and zooming to increase the size of the training set.

5. Training/testing the Model: The training set trains the CNN model. During training, the model learns
to recognize the features of facemasks and the absence of facemasks by adjusting the weights of
the model using a gradient-based optimization algorithm. We have to train our machine using those
datasets using CNN Based Classification Algorithm. In the Training process, the techniques and Algo-
rithms which we will use are Deep Learning, Keras, TensorFlow, and OpenCV to train our model. We
will use MobileNetV2 Architecture for the image classifier, and it also has a feature of sending emails
or notifications. After the module’s integration into our system, we will check it's working correctly
on images/videos or any other integrated devices. We check out whether faces are either detected
or not. OpenCV framework uses for the integration of devices and video streaming. It helps us to
connect any device to our model. After integration, the Mask Detection module extract faces from
videos/images and highlight faces with colored square boxes.

6. Evaluating the Model: Once the model has been trained, it is considered using the testing set. The
model's performance is measured in accuracy, precision, recall, and F1-score.

7. Fine-Tuning the Model: If the model's performance is not satisfactory, it may be necessary to fine-
tune the model by adjusting hyperparameters such as the learning rate, batch size, and the number
of epochs.

8. Deployment:Trained CNN model applied to primary data in an loT-enabled system for facemask de-
tection. This application uses PHP for its server-side code and HTML and CSS for the interface. PHP
language is combined with Codelgniter. PHP framework to make development easier and faster.
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Figure 5. CNN model Training and Testing process

But we used MERN full stack development with the market. React for the front end, the most usable
library of JavaScript focuses most on Ul, which comprises REACT. The final output displays with or
without a face mask. OpenCV framework is used for visualizing our production.

A facemask detection-CNN model's training and testing process is critical to accurately classify new
images as “with a mask” or “without a mask.” It involves collecting and preprocessing a large dataset of im-
ages, splitting the data into training and testing sets, and using data augmentation techniques to prevent
overfitting and evaluation.

4 Results and Discussion

The results and discussion of a CNN model for facemask detection using a given dataset can provide
insight into its performance and potential for real-world applications. The following metrics are commonly
used to evaluate the performance of a facemask detection CNN model[23, 37, 42, 471:

1. Accuracy: The percentage of correctly classified images out of the total images.
2. Precision: The percentage of the result evaluated in precision by true positive (TP) predictions out of
the total number of positive predictions (TP + false positives (FP)).

3. Recall: The percentage of true positive (TP) predictions out of the total number of actual positive
samples (TP + false negatives (FN)).

. F1-Score: The harmonic mean of precision and recall.

. AUC-ROC: The area under the receiver operating characteristic (ROC) curve analyzed by the standards
scales between the actual and false positive rates.

[O2 RN
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64 precision recall fl-score support
b5
66  with_mask 1.00 8.99 8.99 1660
67 without_mask 8.99 1.00 8.99 1600
68
69 accuracy 0.99 2660
70  macro avg 8.99 8.99 8.99 2000
71 weighted avg 8.99 8.99 8.99 2008
72

Figure 6. CNN Model Analysis-confusion matrix

15 [INFO] training head...

16 2021-11-20 22:53:20.248688: I tensorflow/compiler/mlir/
mlir_graph_optimization_pass.cc:185] None of the MLIR
Optimization Passes are enabled (registered 2)

17 Epoch 1/20

18 2021-11-20 22:54:05,238905: W tensorflow/core/framework/
cpu_allocator_impl.cc:88) Allocation of 154140672 exceeds 10%
of free system mesory,

19 2021-11-20 22:54:85,388873: W tensorflow/core/framework/
cpu_allocator_impl.cc:88] Allocation of 156905472 exceeds 10%
of free system mesory.

F L L e —— ] = ETA: 3:04:37 - loss
: B.8875 - accuracy: 0.50002021-11-20 22:54:11.616929: W
tensorflow/core/framework/cpu_allocator_impl,cc:80] Allocation
of 154140672 exceeds 10% of free system memory.

Figure 7. Training Model 01

The results and discussion of a facemask detection CNN model in Figures 6-11 include the values of these
metrics for the training and testing sets. The model's performance can be further analyzed by looking at
the confusion matrix result in Fig 3, which shows the number of true positive, false positive, true negative,
and false pessimistic predictions. In the study further, we found that high accuracy, precision, recall, and
F1-score, along with a high AUC-ROC value, indicate a well-performing facemask detection CNN model in
figures 3-9. It is important to note that the performance of a facemask detection CNN model can vary
depending on the specific dataset used, the training process, and the model architecture. It is finally
concluded that the live camera results displayed in Fig 10 demonstrate the accuracy of the proposed
model with live data.

4.1 CNN Model Results and Analysis

The following results of the custom build model of the CNN implementation to seek the analysis of trainig
and testing of the model, showed in figures [6- 12] .

5 Blockchain framework design and CNN integration

A proposed blockchain framework for a facemask detection CNN model-oriented system can provide en-
hanced security, privacy, and accountability for the system[27, 29, 30] . The blockchain can store and
manage the data generated [36, 40]by the CNN model, such as the results of facemask detection and any
associated metadata[25, 42, 47, 55]. The following are some critical components of a proposed blockchain
framework for a facemask detection CNN model-oriented system in fig12:
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21 2021-11-20 22:54:11.682763: W tensorflow/core/framework/
epu_allocator_impl.csc:B0] ALL tion oF AT ET- 3

of free system mesory.

22 2/2%0 [..cvcecccansansacssnsnannannsnas 1 - ETA: 17:53 - loss: ©
8674 - accuracy: o.5000 2021-11-20 22:54:16.892244: W
tensorflow/core/franework/cpu_allocator_ispl.cc:80] Allocation
of 154140672 exceeds 10% Of free SYsTem memory.

23 256/250 (== sesssssssssssssssssssssss==s ] - ETA: ®s - loss: @.
2388 - Bccuracyi O.J1ESHARNING: tensorflowiYour AnNput ran out of
data; interrupting training. Make sure that your dataset or
generator can generate at least  steps _per_spoch = epochs’
batches (in this case, 62 batches). You may need to use the
repeat() function when building your dataset.

24 Z2S50/250 [(eeoscommsmmem s .- 1 - z2a38s 1O8s/step -
loss: @.2388 - accuracy: B.9185 - wval_ loss: 8.8649 -
val eaccuracy: ©.3033

25 Epoch 2/20

26 ZEOSIEE [ 1 - 25Os5= 1e=/step -

27 Epoch 3720

Ry g e —— ] - 2239= 9s/step - loss
: @.9670 - accuracy: ©O.9789

29 Epoch asze

320 250/250 (=essssssEsssssEssssEEEEES=E=== 1 - 1557s &s/step - loss
: B OEAR - accurssy: O_OE34

31 Epoch S/720

I L T L I L ———— 1 - 4371s 18s/step -
loss: @.0466 - accuracy: O.9868

33 Epoch &/728

38 ZI39/Z%0 (EEEEmsEsssEsEEsEEEEEEEEEEEEEmEE 1 - 1o®Las assstep - loss
: 9.9414 - accuracy: 9.9877

35 Epoch F/20
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Bisckchain Framework to secure
e live coverage data by
encnplion methad

Figure 13. Proposed Blockchain Framework for face Mask detection in live data to secure the network data

5.0.1 Distributed Ledger:

A distributed ledger is a decentralized database maintained by a network of nodes. In the context of a
facemask detection CNN model-oriented system, the distributed ledger can store and manage the data
generated by the CNN model.

5.0.2 Smart Contracts:

Smart contracts are self-executing contracts with the terms of the agreement between buyer and seller
being directly written into lines of code. In the context of a facemask detection CNN model-oriented sys-
tem, smart contracts can be used to automate storing and managing of the data generated by the CNN
model.

5.0.3 Consensus Mechanism:

The consensus mechanism is a protocol to achieve agreement among nodes in a distributed system. In
the context of a facemask detection CNN model-oriented system, the consensus mechanism can be used
to ensure the integrity of the data stored on the blockchain.

5.0.4 Privacy and Security:

The blockchain can provide enhanced privacy and security for the facemask detection CNN model-oriented
system by enabling secure, tamper-resistant storage of data and facilitating access control through digital
signatures and other cryptographic mechanisms.
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5.0.5 Decentralization:
The decentralized nature of the blockchain can provide enhanced resilience and fault tolerance for the
facemask detection CNN model-oriented system and enable more efficient and cost-effective sharing of
data and resources among network participants.
A proposed blockchain framework in Fig.13 for a facemask detection CNN model-oriented system can
provide enhanced security, privacy, and accountability and enable more efficient and cost-effective sharing
of data and resources among network participants. However, the implementation of a framework requires
careful consideration

Proposed Blockchain framework for Mask detection in live data to secure the network data

6 Conclusion

Blockchain-enabled technique using the CNN method for mask detection can effectively prevent the
spread of pandemic diseases. By leveraging the power of machine learning and Blockchain technology,
this technique can provide accurate, real-time detection of face masks and enable secure, tamper-
resistant storage and data sharing. CNN model for mask detection is verified at high accuracy and robust
performance, even in complex and dynamic environments. The use of Blockchain Technology can provide
enhanced security, privacy, and accountability for the system and enable more efficient and cost-effective
sharing of data and resources among network participants. Additionally, loT-enabled devices can extend
the reach and impact of the system by enabling real-time monitoring and data collection from remote
locations. However, implementing a Blockchain-enabled technique using the CNN method for mask
detection requires careful consideration of technical and organizational challenges, including data privacy
and security, computational complexity, and integration with existing systems and infrastructure. Further
research and development are needed to fully realize the potential of this approach and address these
challenges. A Blockchain-enabled technique using CNN method for mask detection can be a powerful
tool in the fight against pandemics and other infectious diseases and holds promise for improving public
health and safety in the future.

Author Contributions

Anwar Ali Sathio: Writing,Reviewing,Conceptualization, Methodology, Software Dr Shafique Ahmad
Awan: Data curation, Writing- Original draft preparation. Ali Orangzeb Panhwar: Visualization, Investiga-
tion. Ali Muhammad Aamir: Supervision: Ariz Muhammad Brohi: Conversion, Reviewing and Editing
:Asadullah Buledi: investigation and review

Compliance with Ethical Standards

It is declare that all authors don't have any conflict of interest. It is also declare that this article does not
contain any studies with human participants or animals performed by any of the authors. Furthermore,
informed consent was obtained from all individual participants included in the study.

Author Information

Anwar Ali Sathio
ORCID: 0000-0001-5059-0166

179


https://orcid.org/0000-0001-5059-0166

VAWKUM Transactions on Computer Sciences

References

[1]1 P. Nagrath, R. Jain, A. Madan, R. Arora, P. Kataria, and J. Hemanth, “Ssdmnv2: A real time dnn-based
face mask detection system using single shot multibox detector and mobilenetv2,” Sustainable Cities
and Society, vol. 66, 3 2021.

[2] T. Zhang, X. Zhang, J. Li, X. Xu, B. Wang, X. Zhan, Y. Xu, X. Ke, T. Zeng, H. Su, |. Ahmad, D. Pan, C. Liu,
Y. Zhou, J. Shi, and S. Wei, “Sar ship detection dataset (ssdd): Official release and comprehensive data
analysis,” Remote Sensing, vol. 13, 9 2021.

[3] Y. Liu, P. Sun, N. Wergeles, and Y. Shang, “A survey and performance evaluation of deep learning
methods for small object detection,” Expert Systems with Applications, vol. 172, p. 114602, 2021.

[4] J. Redmon, S. Divvala, R. Girshick, and A. Farhadi, “You only look once: Unified, real-time object de-
tection,” in Proceedings of the IEEE conference on computer vision and pattern recognition, 2016, pp.
779-788.

[5] J. Deng, J. Guo, N. Xue, and S. Zafeiriou, “Arcface: Additive angular margin loss for deep face recog-
nition,” in Proceedings of the IEEE/CVF conference on computer vision and pattern recognition, 2019, pp.
4690-4699.

[6] Z.-Q. Zhao, P. Zheng, S. tao Xu, and X. Wu, “Object detection with deep learning: A review,” 7 2018.
[Online]. Available: http://arxiv.org/abs/1807.05571

[7]1 B. A. Kumar and M. Bansal, “Face mask detection on photo and real-time video images using caffe-
mobilenetv2 transfer learning,” Applied Sciences, vol. 13, no. 2, p. 935, 2023.

[8] L. L.Joseph, P. Shrivastava, A. Kaushik, S. L. Bangare, A. Naveen, K. B. Raj, and K. Gulati, “Methods to
identify facial detection in deep learning through the use of real-time training datasets management,”
EFFLATOUNIA-Multidisciplinary Journal, vol. 5, no. 2, pp. 1298-1311, 2021.

[9] D. Xu and Y. Wu, “Improved yolo-v3 with densenet for multi-scale remote sensing target detection,”
Sensors (Switzerland), vol. 20, pp. 1-24, 8 2020.

[10] ——, “Improved yolo-v3 with densenet for multi-scale remote sensing target detection,” Sensors,
vol. 20, no. 15, p. 4276, 2020.

[11] S. Pooja, L. K. Raju, U. Chhapekar, and C. B. Chandrakala, “Face detection using deep learning to
ensure a coercion resistant blockchain-based electronic voting,” Engineered Science, vol. 16, pp. 341-
353, 2021.

[12] X.Tao, H. Gao, R. Liao, J. Wang, and ). Jia, “Detail-revealing deep video super-resolution,” in Proceedings
of the IEEE international conference on computer vision, 2017, pp. 4472-4480.

[13] L. P. Yaroslavsky, K. O. Egiazarian, and J. T. Astola, “Transform domain image restoration methods:
review, comparison, and interpretation,” Nonlinear Image Processing and Pattern Analysis XIl, vol. 4304,
pp. 155-169, 2001.

[14] M. Tassano, J. Delon, and T. Veit, “Dvdnet: A fast network for deep video denoising,” in 20719 IEEE
International Conference on Image Processing (ICIP). |EEE, 2019, pp. 1805-1809.

[15] J. Caballero, C. Ledig, A. Aitken, A. Acosta, J. Totz, Z. Wang, and W. Shi, “Real-time video super-
resolution with spatio-temporal networks and motion compensation,” in Proceedings of the IEEE con-
ference on computer vision and pattern recognition, 2017, pp. 4778-4787.

[16] B. Qin and D. Li, “Identifying facemask-wearing condition using image super-resolution with classifi-
cation network to prevent covid-19,” Sensors, vol. 20, no. 18, p. 5236, 2020.

180


http://arxiv.org/abs/1807.05511

VAWKUM Transactions on Computer Sciences

[17] N. Wu, X. Wang, B. Lin, and K. Zhang, “A cnn-based end-to-end learning framework toward intelligent
communication systems,” I[EEE Access, vol. 7, pp. 110197-110204, 2019.

[18] P. Wu, H. Li, N. Zeng, and F. Li, “Fmd-yolo: An efficient face mask detection method for covid-19
prevention and control in public,” Image and Vision Computing, vol. 117, 1 2022.

[19] R. Ranjan, A. Bansal, J. Zheng, H. Xu, J. Gleason, B. Lu, A. Nanduri, J.-C. Chen, C. D. Castillo, and R. Chel-
lappa, “Afast and accurate system for face detection, identification, and verification,” [EEE Transactions
on Biometrics, Behavior, and Identity Science, vol. 1, no. 2, pp. 82-96, 2019.

[20] A. Cabani, K. Hammoudi, H. Benhabiles, and M. Melkemi, “Maskedface-net - a dataset of cor-
rectly/incorrectly masked face images in the context of covid-19,” Smart Health, vol. 19, 3 2021.

[21] B.Hamdan and K. Mokhtar, “The detection of spoofing by 3d mask in a 2d identity recognition system,”
Egyptian Informatics Journal, vol. 19, no. 2, pp. 75-82, 2018.

[22] T. M. Saravanan, K. Karthiha, R. Kavinkumar, S. Gokul, and J. P. Mishra, “A novel machine learning
scheme for face mask detection using pretrained convolutional neural network,” Materials Today: Pro-
ceedings, vol. 58, pp. 150-156, 1 2022.

[23] M. Loey, G. Manogaran, M. H. N. Taha, and N. E. M. Khalifa, “Fighting against covid-19: A novel deep
learning model based on yolo-v2 with resnet-50 for medical face mask detection,” Sustainable Cities
and Society, vol. 65, 2 2021.

[24] X.Kong, K. Wang, S. Wang, X. Wang, X. Jiang, Y. Guo, G. Shen, X. Chen, and Q. Ni, “Real-time mask iden-
tification for covid-19: An edge-computing-based deep learning framework,” IEEE Internet of Things
Journal, vol. 8, pp. 15929-15938, 11 2021.

[25] A. Heidari, S. Toumaj, N. J. Navimipour, and M. Unal, “A privacy-aware method for covid-19 detection
in chest ct images using lightweight deep conventional neural network and blockchain,” Computers in
Biology and Medicine, vol. 145, 6 2022.

[26] A. A. Sathio, “A study on the conceptual frame work of data warehousing in health sector in pakistan
a case study of a hospital system and disease (hepatitis c),” International Journal of Computer (I/C),
vol. 29, pp. 59-81, 9 2018. [Online]. Available: http://ijcjournal.org/

[27] A. A. Sathio, M. A. Dootio, A. Lakhan, M. U. Rehman, A. O. Pnhwar, and M. A. Sahito, “Pervasive futuris-
tic healthcare and blockchain enabled digital identities-challenges and future intensions.” Institute
of Electrical and Electronics Engineers Inc., 8 2021, pp. 30-35.

[28] A. A. Laghari, K. Ali, A. Ali, S. Benazir, B. Shaheed, U. Lyari, B. Karachi, Z. A. Shaikh, A. A
Wagan, M. A. Memon, and A. A. Sathio, “The role of software configuration management and
capability maturity model in system quality,” 2019. [Online]. Available: https://www.researchgate.
net/publication/337707282

[29] A.A.Sathioand A. M. Brohi, “The imperative role of pervasive data in healthcare,” Pervasive Healthcare:
A Compendium of Critical Factors for Success, pp. 17-29, 2022.

[30] Z. A. Shaikh, A. A. Wagan, A. A. Laghari, K. Ali, M. A. Memon, and A. A. Sathio, “The role of software
configuration management and capability maturity model in system quality,” [JCSNS, vol. 19, no. 11,
p. 114, 2019.

[31] B. P. Adhikari, “Computer assisted image labeling for object detection using deep learning.”

[32] A. A. Sathio, M. A. Dootio, A. Lakhan, M. ur Rehman, A. O. Pnhwar, and M. A. Sahito, “Pervasive futur-
istic healthcare and blockchain enabled digital identities-challenges and future intensions,” in 2021
International Conference on Computing, Electronics & Communications Engineering (iCCECE). |EEE, 2021,
pp. 30-35.

181


http://ijcjournal.org/
https://www.researchgate.net/publication/337707282
https://www.researchgate.net/publication/337707282

VAWKUM Transactions on Computer Sciences

[33] A. O. P. M. S. A. L. R. S. Anwar Ali Sathio, Mujeeb ur Rehman Shaikh, “Implementation of etl tool for
data warehousing for non-hodgkin lymphoma (nhl) cancer in public sector, pakistan,” International
Journal of Emerging Trends in Engineering Research, vol. 9, no. 07, p. 07, 2021.

[34] A. O. P. U. R. M. S. A. L. Anwar Ali Sathio, Mujeeb ur Rehman Shaikh, “A review on state of the art in
flipped classroom technology a blended e-learning,” International Journal of Emerging Trends in Engi-
neering Research, vol. 9, no. 07, p. 10, 2021.

[35] A. O. Panhwar, A. A. Sathio, A. Lakhan, M. Umer, R. M. Mithiani, and S. Khan, “Plant health detection
enabled cnn scheme in iot network,” International Journal of Computing and Digital Systems - ISSN (2210-
142X), vol. 12, no. 1, pp. 335-344, 2022.

[36] C.N.Ngonghala, H.B. Taboe, S. Safdar, and A. B. Gumel, “Unraveling the dynamics of the omicron and
delta variants of the 2019 coronavirus in the presence of vaccination, mask usage, and antiviral treat-
ment: Dynamics of the omicron and delta variants of covid-19 in the presence of control measures,”
Applied Mathematical Modelling, vol. 114, pp. 447-465, 2 2023.

[37] A. Sharadhi, V. Gururaj, S. P. Shankar, M. Supriya, and N. S. Chogule, “Face mask recogniser using
image processing and computer vision approach,” Global Transitions Proceedings, vol. 3, pp. 67-73, 6
2022.

[38] M. Fang, N. Damer, F. Kirchbuchner, and A. Kuijper, “Real masks and spoof faces: On the masked face
presentation attack detection,” Pattern Recognition, vol. 123, p. 108398, 2022.

[39] P. Gupta, V. Sharma, and S. Varma, “A novel algorithm for mask detection and recognizing actions of
human,” Expert Systems with Applications, p. 116823, 2022.

[40] P. Nagrath, R. Jain, A. Madan, R. Arora, P. Kataria, and J. Hemanth, “Ssdmnv2: A real time dnn-based
face mask detection system using single shot multibox detector and mobilenetv2,” Sustainable cities
and society, vol. 66, p. 102692, 2021.

[41] E. Mbunge, S. Simelane, S. G. Fashoto, B. Akinnuwesi, and A. S. Metfula, “Application of deep learning
and machine learning models to detect covid-19 face masks-a review,” Sustainable Operations and
Computers, vol. 2, pp. 235-245, 2021.

[42] M. M. Mohamed, M. A. Nessiem, A. Batliner, C. Bergler, S. Hantke, M. Schmitt, A. Baird, A. Mallol-
Ragolta, V. Karas, S. Amiriparian, and B. W. Schuller, “Face mask recognition from audio: The masc
database and an overview on the mask challenge,” Pattern Recognition, vol. 122, 2 2022.

[43] M. M. Mohamed, M. A. Nessiem, A. Batliner, C. Bergler, S. Hantke, M. Schmitt, A. Baird, A. Mallol-
Ragolta, V. Karas, S. Amiriparian et al., “Face mask recognition from audio: The masc database and
an overview on the mask challenge,” Pattern Recognition, vol. 122, p. 108361, 2022.

[44] A. Pazienza and D. Monte, “Introducing the monitoring equipment mask environment,” Sensors,
vol. 22,9 2022.

[45] Z.Cao, M. Shao, L. Xu, S. Mu, and H. Qu, “Maskhunter: real-time object detection of face masks during
the covid-19 pandemic,” IET Image Processing, vol. 14, no. 16, pp. 4359-4367, 2020.

[46] D.Baranchuk, I. Rubachev, A. Voynov, V. Khrulkov, and A. Babenko, “Label-efficient semantic segmen-
tation with diffusion models,” arXiv preprint arXiv:2112.03126, 2021.

[47] B. A. Kumar and M. Bansal, “Face mask detection on photo and real-time video images using caffe-
mobilenetv2 transfer learning,” Applied Sciences (Switzerland), vol. 13, 1 2023.

[48] P. Nagaraj, R. Banala, and A. V. K. Prasad, “Real time face recognition using effective supervised ma-
chine learning algorithms,” vol. 1998. IOP Publishing Ltd, 8 2021.

182



VAWKUM Transactions on Computer Sciences

[49] X. Xia, C. Xu, and B. Nan, “Inception-v3 for flower classification,” in 2077 2nd international conference
on image, vision and computing (ICIVC). |EEE, 2017, pp. 783-787.

[50] VY. X. Yang, C. Wen, K. Xie, F. Q. Wen, G. Q. Sheng, and X. G. Tang, “Face recognition using the sr-cnn
model,” Sensors (Switzerland), vol. 18, 12 2018.

[51] I.Javed, M. A. Butt, S. Khalid, T. Shehryar, R. Amin, A. M. Syed, and M. Sadiq, “Face mask detection and
social distance monitoring system for covid-19 pandemic,” Multimedia Tools and Applications, 2022.

[52] C. Lin, L. Li, W. Luo, K. C. Wang, and J. Guo, “Transfer learning based traffic sign recognition using
inception-v3 model,” Periodica Polytechnica Transportation Engineering, vol. 47, pp. 242-250, 2019.

[53] M. Tassano, J. Delon, and T. Veit, “Dvdnet: A fast network for deep video denoising,” 6 2019. [Online].
Available: http://arxiv.org/abs/1906.11890http://dx.doi.org/10.1109/ICIP.2019.8803136

[54] M. Fang, N. Damer, F. Kirchbuchner, and A. Kuijper, “Real masks and spoof faces: On the masked face
presentation attack detection,” Pattern Recognition, vol. 123, 3 2022.

[55] A. L. A. O. P. M. S. A. K. Mujeeb ur Rehman Shaikh, Anwar Ali Sathio, “Dynamic content enabled mi-
croservice for business applications in distributed cloudlet cloud network,” International Journal of
Emerging Trends in Engineering Research, vol. 9, no. 07, p. 05, 2021.

183


http://arxiv.org/abs/1906.11890 http://dx.doi.org/10.1109/ICIP.2019.8803136

	Introduction
	 Literature Review 
	Video Restoration 
	Face Detection 

	Methodology
	Design
	IoT- Edge Devices 
	Video Data Restoration and Transformation
	Detail of Proposed CNN Model Design
	CNN Model Training and Testing process

	Results and Discussion
	CNN Model Results and Analysis

	 Blockchain framework design and CNN integration 
	Distributed Ledger:
	Smart Contracts:
	Consensus Mechanism:
	Privacy and Security:
	 Decentralization: 


	Conclusion

